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Abstract— We present a new framework for implementing
real-time embedded safety-critical controllers which utilizes
hybrid computing to address the issue of limited compu-
tational resources, a problem that is particularly prevalent
in microrobotics. In our approach, the nominal stabilizing
control algorithm is implemented digitally while the safety-
critical quadratic program is solved via a dedicated analog
resistor array. We apply this hybrid computing architecture to
a simulated collision avoidance task for a micro-aerial vehicle
and show the benefit relative to a purely-digital implementation.
By leveraging analog quadratic programming on the Crazyflie
2.1 micro quadrotor, a reduction in overall processing time from
8.9 ms to 0.6 ms is estimated for this computationally-limited
system. We further display the viability of our proposed safety-
critical control framework through real-time flight demonstra-
tions, utilizing a novel prototype analog circuit tethered to the
Crazyflie. The flight results confirm the functionality of the
control structure and prototype circuit while highlighting the
overall capabilities of hybrid computing.

I. INTRODUCTION

Analog electronics have been used to execute embed-
ded feedback control algorithms since the 1940s when
developments in radar technologies motivated a need for
precision tracking that could be automated using analog
servomechanisms [1], [2]. During the following decades,
analog circuits became increasingly prevalent in real-time
controller implementation, quickly prompting discussion of
the impact of discrete sampling on stability [3]. In recent
years, many embedded controllers have moved away from
analog implementations into the digital domain. As a re-
sult, state-of-the-art controllers are primarily implemented
via software on microprocessors, field programmable gate
arrays, or dedicated microcontrollers (MCUs). Devices such
as these are often ideal for computing simple arithmetic
operations: the basis of most classical and modern feedback
control algorithms. For instance, the widely-used classical
technique of proportional-derivative (PD) control and the
state-space formulation of state feedback both employ static
gains to scale actuated control effort based on calculated
error values, thus achieving system stability [4]. Many tra-
ditional nonlinear control techniques similarly utilize arith-
metic functions to determine appropriate control actions [5].
The prevalence of these approaches in modern autonomy can
be directly attributed to their simplicity, both theoretically
and computationally, which allows for a straightforward
digital implementation.
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Fig. 1: Experimental Flight - Hybrid Quadratic Programming. A safety-
critical flight demonstration using a novel analog QP solver circuit tethered
to a Crazyflie 2.1 micro quadrotor with limited onboard computational
capabilities. Video available at https://youtu.be/mL6m9I_TClw.

The emerging field of safety-critical control addresses the
need for autonomous system architectures which simulta-
neously meet stability and safety criteria. Model predic-
tive control (MPC) is one approach which has repeatedly
demonstrated its effectiveness in this arena by dynamically
addressing system state and input constraints [6]. A more
modular way of achieving safety objectives is through the
implementation of an optimal safety-critical filter which
enforces control barrier function (CBF), control Lyapunov
function (CLF), and physical control-input constraints [7].
The performance benefits of this method have been high-
lighted in [8]-[10]. Due to its effectiveness and reduced com-
putational complexity in comparison to MPC, CBF-based
safety-critical control is the technique employed herein.

One shared characteristic of the aforementioned safety-
critical control techniques is the incorporation of quadratic
programming, a problem formulation which sets out to mini-
mize a quadratic objective function subject to linear equality
and inequality constraints, enabling online control optimiza-
tion. Quadratic programs (QPs) are traditionally solved with
numerical search algorithms which iteratively approach the
optimal solution [11]. Unfortunately, these algorithms are
computationally expensive, limiting their utility for real-time
embedded controllers, especially on micro-scale systems,
such as the Crazyflie 2.1, which frequently operate at high
bandwidths with minimal digital processing resources. Due
to this limitation, safety-critical control algorithms for mir-
corobotic systems are generally processed off-board, and the
resultant control command is wirelessly relayed to the robot
[12]-[14].
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Hybrid computing is a viable solution to this problem.
Drawing inspiration from biology and neuroscience, hybrid
controllers can split digital and analog computing tasks along
similar lines as the human cerebrum and cerebellum [15].
The digital domain (cerebrum) handles complex tasks such
as perception and decision making; meanwhile, the analog
domain (cerebellum) controls movement and stability. In
our previous work, we leveraged this concept to balance a
mobile robot using an analog PD controller and an analog
sensor fusion circuit [16]. In the case of safety-critical
control, researchers have proven that analog resistor arrays
can efficiently compute QP solutions with a high degree of
accuracy [17]-[19]. Other optimization circuits using analog
elements have been recently proposed in [20]-[25].

In this paper, we present a safety-critical control frame-
work that enables the first integration of an analog QP solver
into a real-time control application, thus bringing closer
to reality the possibility of incorporating QP-based control
architectures onboard microrobotic systems with fast dynam-
ics and computationally-limited MCUs. The details of our
approach will be expounded as follows: Section II presents
background on CBF-based safety-critical control theory and
analog QP-solving resistor arrays; Section III describes our
hybrid safety-critical control architecture utilizing analog
quadratic programming, Section IV shows simulation results
comparing a baseline digital controller to the proposed hybrid
controller when applied to a micro-aerial vehicle (MAV),
Section V assesses relevant experimental results using a
Crazyflie 2.1 MAV tethered to a custom analog circuit, and
Section VI provides the overall conclusions of this research.

II. PRELIMINARIES
A. Safety-Critical Control: Control Barrier Functions

The primary objective of safety-critical controller synthe-
sis is to design a feedback law which achieves system track-
ing objectives while also enforcing situationally-dependent
safety restrictions. The desired tracking task is characterized
by a state reference trajectory, x4 € R", and the safety
requirements take the form of a safe-set, C, i.e. a limit on
the value of the system state, * € R™, represented by

C={xeR":B(z) >0}, (1)

where B : R™ — R is a continuously differentiable function
defining the boundary of the safe-set.

CBFs are a tool by which, for affine control systems whose
dynamics evolve according to

&= f(x)+g(x)p, 2)

the state constraint in (1) can be enforced by way of a
dynamic linear constraint with respect to the control input,
p € R™ [26].

For a safe-set of relative degree N, exponential CBF
constraints take the form

BNz, p)+ -+ K1 B(x) + KoB(z) >0, (3)

where, for ¢ € {0,1,...,N — 1}, K; € R denotes a user-
defined coefficient. Adherence to (3) guarantees convergence
of the system state to the safe-set in (1). A detailed derivation
of (3), as well as the requirements on all coefficients, K;, to
guarantee convergence, can be found in [27].

Because the system dynamics are affine and the safe set
has relative degree N, the control first appears linearly in
BW) (z, p); therefore, the inequality in (3) can be rearranged
to form

Acpr()pr < beve(), €]

where Ags @ R” — RY™™ and by, : R™ — R represent the
parameters of the final linear inequality constraint.

Given a nominal, or desired, control action, p; € R™,
generated by some traditional control approach (e.g. state
feedback), the goal of CBF-based safety-critical control is to
determine the minimum deviation, Kep € R™, which, when
added to py, produces a final control input,

= prg + Py, (5)
that satisfies (4). Furthermore, the final control, u, should be
physically achievable by the plant with minimal destabilizing
effect on the tracking control task. This combination of
requirements can be expressed via a QP of the form:

CLF-CBF-QP
_ 1 1,
arg min g H g, + =po
Lap o Pap CIY
subject to  Acpr(a)pt < bepe(),

6
Aur(@)p < bar(@) + 5, ©

Hmin sp< Hmax>
0>0.

In this QP, Hy, € R™*™ is a positive diagonal matrix
and p € R is a positive scalar. The slack variable, § € R,
softens the CLF constraint defined by Ay : R® s RIX™
and b : R™ — R. The CLF constraint parameters can be
derived from a valid CLF [28]. Upper and lower bounds on
the control input are captured in g, € R™ and p,,,,, € R™.

QPs of the form in (6) do not generally have an analytical
solution; therefore, various numerical algorithms have been
developed which can approximate the optimal solution. The
most widely used QP-solving algorithms for this application
involve interior point methods [29]. These algorithms start
with an initial feasible solution to the QP and incrementally
adjust that solution along a calculated search direction. The
search process is repeated iteratively until a user-defined
stopping criterion is reached. The stopping criterion is usu-
ally based on a maximum iteration count or desired solution
accuracy. One important aspect of interior point methods,
and other numerical QP-solving algorithms, is that they
often require extensive computation and/or many iterations
to converge to an accurate solution, and this complexity can
result in relatively slow convergence times, from a real-time
safety-critical control perspective.

3419



(a) Vout,l Vout,Z Vout,j
R; J ]
Ry R, R;j
(b) Vout,l Vout,z Vout,j
R; J i
Vin,i | A n A | ‘ A A A \
Ry R, R;j

Fig. 2: Analog QP Solver Modules. a) Equality constraints are represented
by parallel resistors connected to a shared DC voltage source. b) Inequality
constraints are represented by a similar circuit, but with an ideal diode
connected in series with R; to ensure unidirectional current flow.

B. Analog Quadratic Programming
Consider a QP of the form:

Quadratic Program

1
arg min ~2THz
P 2
SubjeCt to Aineqz < bineq; (7)
Az = beg,

where z € R® is the optimization parameter, H € R%*% is
a positive definite Hessian matrix, Ajneq € RP*® and bjpeq €
RP define p inequality constraints, and A, € R?*° and
b.; € RY define g equality constraints. By inspection, we
see that the CLF-CBF-QP in (6) has this general form.
From the resistor-based analog quadratic programming
theory presented in [17]-[19], Fig. 2 shows the circuit mod-
ules needed to construct a solver for (7). Specifically, the
circuits in Fig. 2(a) and Fig. 2(b) represent each equality and
inequality constraint, respectively. By connecting the output
nodes of these modules in an r X s array, where r = p + ¢
is the total number of constraints, an analog circuit can be
constructed which satisfies all the linear constraints of a QP.
For each constraint, the resistances, R;;, are calculated by
Ry = —, ®)
Aij
where a;; is the (4,) element of either Aqq or Ajneq. The
negative resistor, R;, must have the precise value
1

R, = — : 9
S ©)

and the voltage applied to each input node is

b;
)
Zjaij

Vini = (10)

where b; is the i component of either beq or bipeq.

Nominal Controller
Hg = pa(xg, x)

I-O Linearization Plant Dynamics
u = u(px) x=f(x)+g@u

Safety-Critical Filter

Fig. 3: General Hybrid Control Architecture. The structure of a hybrid
analog/digital controller for any dynamic plant (green). The controller uses
analog circuitry (orange) to solve the QP in the safety-critical filter and
digital arithmetic (blue) to calculate the remainder of the control algorithm.

The voltages measured at the output nodes, Vo, ;, of the
analog QP array will settle to steady state values corre-
sponding to the elements of the QP optimization parameter,
z = [z1 22 ... z,)7, and satisfying the prescribed linear
equality and inequality constraints.

However, the measured value of z does not inherently
minimize the objective function in (7). Instead, the array
naturally minimizes a quadratic objective function with a
positive definite Hessian matrix, H € R5*5_ define by

Y

where A € R"** is the concatenated matrix of equality and
inequality constraints, A = [AeTq Aij‘;eq]T, and 1 is a column
vector of ones with appropriate dimension.

By adding additional inactive constraints of the form
A;z < oo to the analog QP array, the natural Hessian matrix,
H, can be manipulated to match the designed Hessian, H,
with arbitrarily small error [18]. After this step, the resultant
output voltages of the QP array will represent the minimizing
solution, z* € R*.

ITII. HYBRID CONTROL ARCHITECTURE

In principal, the control architecture in Section II-A is
sufficient to achieve position control objectives while adher-
ing to stability, safety, and saturation constraints. However,
numerical QP solution methods are slow and computationally
expensive. In contrast, many real-time controllers, such as
those in microrobotic systems, must be executed at high
frequencies (100 - 1000 Hz) using embedded MCUs with
limited computing power. This incompatibility reduces the
viability of quadratic programming as a control methodology
for such applications. The following proposed framework,
depicted in Fig. 3, mitigates the issue by eliminating digital
QP solvers and replacing them with analog resistor arrays.

The first step in our hybrid computing approach is to apply
input-output (I-O) linearization to the plant dynamics [30].
I-O linearization is inherently model-dependent, so an accu-
rate description of the nonlinear dynamics is necessary to
ensure robust closed-loop behavior. Subsequently, a nominal
controller is applied to the I-O linearized system, followed
by an analog safety-critical filter which solves the QP in
(6). To compute the CLF-CBF-QP solution using analog

H = diag(1" A) — ATdiag(17AT) 1A,

3420



electronics, the constraints must first be transformed into a
suitable form. Precisely, the QP must be modified such that
all elements of the concatenated inequality constraint matrix,
Aineq, are greater than or equal to zero, thus ensuring that
the resistor values calculated in (8) are all non-negative. This
transformation is achieved by creating a new optimization pa-
rameter, Vg, € R?%, which contains the original optimization
parameters, pg, and 0, and their negatives, via the equality
constraint

(I I ]vgp=0, (12)

where Z is an identity matrix of appropriate dimension. Next,
the new inequality constraint, Aipeq € RP*2%, is formed by
Aineq = [ Ai—:eq Ai;eq ] ’ (13)
where the ()T and ()~ operators maintain the absolute
values of the positive and negative terms of the argument
matrix, respectively, and set the remaining terms to zero.
Finally, the natural cost of the linear constraints, computed
using (11), is driven to approximate the Hessian of the CLF-
CBF-QP objective function in (6) by adding another variable,
v € R, to the optimization parameter, such that

1%
01 ® =0, 14
[0 1| ] 4
along with the inactive inequality constraints
A 0 d Vgp
<
o R[] e

where d € R® is a vector whose elements additively scale
the diagonal elements of the natural cost matrix, A € R***
is defined by A = diag(d), and oo is a vector of appropriate
dimension whose elements are all infinite. The values of
d are chosen to be large relative to the values of the
original natural cost Hessian, thus forcing the natural cost
to approximate the cost in (6) with arbitrarily small error.
Resultantly, the transformed QP constraints become

AT A- 0
I { Ve ] < { bineq } ,
0 A d K > (16)

HulGE
0 0 1 5y '

From these constraints, the value of all necessary analog sig-
nals can be computed using (8)-(10), and the corresponding
analog resistor array can be constructed.

One final aspect of integrating this analog QP-solver with
embedded digital electronics is the incorporation of digital-
to-analog (D/A) and analog-to-digital (A/D) conversion. In
the proposed framework, all control calculations leading up
to the computation of (16) are executed digitally. Once the
parameters for the safety-critical filter QP have been fully
determined, the corresponding voltages and resistances are
computed, and the voltages are sent to the analog QP circuit

MAV Dynamics
X = f(xX V)
Yk = h(xi)

Sensor Fusion
Xy = fRpe-1, Vi)

Motor Mapping
V=fF71

Atitude Controler |
F=llfall2
T=17(fa,q @)
1-O Linearization
fa =m@-g)

Fig. 4: MAV Simulation Architecture. The structure of a hybrid ana-
log/digital controller for an MAV plant (green). The controller uses analog
circuitry (orange) to solve the optimizing QP filter and digital arithmetic
(blue) to calculate the remainder of the control algorithm.

Position Controller

— % rq—7
Ha = Kigr ia—F

Safety-Critical Filter
Hap = Hqp(Ha, T4, T)

using a D/A converter (DAC). The resistance values can
also be updated in real-time using a variety of possible
solutions including digital potentiometers, variable resistors,
and/or memristors [16]. After the analog QP circuit reaches
steady-state, the output voltages are measured using an
A/D converter (ADC). These voltages represent vg, and
7, and the first m terms constitute fi,. The remainder of
the control architecture is implemented digitally, and the
necessary commands are sent to the system actuators.

IV. SIMULATION

The architecture presented in Section III was applied to
a quadrotor MAV model to simulate safety-critical flight on
a system with limited digital resources (systems like this
can benefit the most from hybrid computing). Motivated by
the quadrotor collision avoidance methodologies presented
in [14], [31], [32], our control framework in Fig. 3 was
customized for a real-time MAV implementation as detailed
in the following paragraphs and depicted in Fig. 4.

At the start of the control loop, the position reference,
rq € R3, the associated translation state estimate, 7 €
R3, and their derivatives, were sent to a nominal position
control algorithm which used feedback based on the Linear
Quadratic Regulator (LQR) algorithm as follows:

Tq— T
Nd:Klqr|:~d l:|>

fq— 7 a7y

where the output is a virtual acceleration vector, py € R3,
representing the desired closed-loop acceleration of the MAYV,
and K € R3%C is the LQR state-feedback gain matrix.

The virtual acceleration vector, 4, was passed through
the safety-critical filter, based on (6), which determined Hgp-
The safe-set for each dynamic obstacle was defined by

(Tz - Tc,z)2 (T — T, )2 (TZ - TC,Z)z
B(r) = -+ gt

_ D2,

(18)
which represents an ellipsoid at position 7. € R? with semi-
axes defined by {a,b,c} € R and nominal barrier distance
D € R. The input boundary parameters were calculated
based on MAV acceleration limits, and the CLF constraint
was designed to match the nominal LQR controller.
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Fig. 5: Simulation Results - MAV Collision Avoidance. a) The flight path and reference (green) for a 100 Hz position control loop frequency, corresponding
to a baseline digital computing approach. The clearance window between the four dynamic obstacles (orange) is depicted at the two points of closest
approach. The flight resulted in collisions during ascent and descent. b) The flight path for a 1000 Hz position control loop frequency, corresponding to
our proposed hybrid computing framework. The flight was collision-free. ¢) The distance between the MAV and the closest obstacle for both simulations.

Once p was calculated, the desired force vector, f4 € R3,
was computed using using the I-O linearization

fa=m(p—g), (19)

where m € R is the MAV mass, and g = [0 0 — 9.81]7
m/s? is Earth’s gravitational acceleration vector.

To determine appropriate position control loop frequen-
cies, we estimated the total computational time associated
with both the digital and hybrid safety-critical controllers,
assuming comparable solution errors. The purely-digital
solution time was measured using an STM32F405 MCU
onboard a Crazyflie 2.1 MAYV, with the digital QP opti-
mization accomplished via a custom CVXGEN solver. The
hybrid solution time is a composite estimate which includes:
all requisite digital computations, DAC communication at
21 MHz, digital resistor programming, analog QP settling,
and ADC read-out. The final computation-time estimates,
and their resultant position control loop frequencies, are
presented in Table 1. These control loop rates represent the
maximum implementable frequencies on the Crazyflie, based
on the corresponding computational time.

TABLE I: SAFETY-CRITICAL CONTROL FREQUENCIES

Method [ Computational Time (ms) [ Position Control Loop (Hz)

Digital 8.9 100
Hybrid 0.6 1000

Up to this point, the control algorithm leverages the
assumption that the associated MAV translational dynamics
are fully-actuated. However, because quadrotors can only
apply thrust along the body-vertical axis, the system is
actually underactuated, and therefore f,; cannot be applied
directly. Instead, ||f,||2 dictates the thrust magnitude, while
the vector direction is supplied as a reference to an attitude
control subsystem operating at 1000 Hz. The attitude control
algorithm assumes fully-actuated rotational dynamics. With
attitude and angular velocity feedback, the attitude controller
computes the torque required to align the body-vertical axis
of the MAV with f; using the quaternion-based nonlinear al-
gorithm presented in [33]. The thrust magnitude and attitude
control torques are mapped to four independently controlled

motors, steering the quadrotor MAV to follow the desired
position trajectory while satisfying safety-critical constraints.

The control architecture was implemented on a closed-
loop dynamic system model of the Crazyflie using Matlab
Simulink. All digital quadratic programming was accom-
plished with quadprog. For the simulated flights, the MAV
was commanded to track a vertical ascent, hover, and descent
trajectory while avoiding four ellipsoidal dynamic obstacles.
The time-varying trajectories of the obstacles were designed
such that the obstacle boundaries overlapped, and the only
safe MAV trajectory required passing through a narrow
clearance window, demanding ideal controller performance
to avoid a collision. The results are shown in Fig. 5 with
animations provided in the Supplemental Material.

Fig. 5 illustrates that, in the established scenario, the
MAV collides with the obstacles on both ascent and descent
when operating with a baseline 100 Hz position control
loop frequency. However, when the frequency is increased
to 1000 Hz, corresponding to our proposed hybrid com-
puting framework, the MAV successfully passes through
the clearance window while avoiding contact with all four
dynamic obstacles. This simulation highlights the direct
impact of control frequency on safety-critical performance.
Namely, safe-set convergence via (6) is only guaranteed
in continuous time. As such, for microrobotic systems, or
other systems with limited computational resources, dynamic
collision avoidance tasks necessitate fast controllers, which
can most effectively be realized with our hybrid safety-
critical control architecture.

V. EXPERIMENTAL RESULTS

We demonstrated our hybrid QP framework on a Crazyflie
2.1 MAV in order to verify feasibility and functionality.
First, we developed the prototype analog QP solver printed
circuit board (PCB) depicted in Fig. 1. The negative re-
sistance values in this PCB were realized with negative
impedance converters, while the positive resistance values
were produced by ceramic resistors and potentiometers. This
PCB represents a novel contribution to the field of analog
quadratic programming and is the first such resistor array to
be used in a real-time control environment. The Crazyflie was
tethered to the analog QP-solver prototype using a bundle
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Fig. 6: Demonstration Results - Hybrid Control Saturation. a) The simulated position, 7, and corresponding reference trajectory, r4, of an MAV
during a flight with the safety-critical filter. b) The QP solution, ft ,, of the safety-critical filter during the simulated flight. ¢) The measured position, 7,
and corresponding reference trajectory, 74, of the Crazyflie 2.1 during a real-time flight experiment with the tethered analog safety-critical filter. d) The

measured QP solution, prg,, of the analog circuit during the tethered flight.

of 44-AWG enamel coated copper wires. The inputs to the
analog PCB were generated by a MAX5725 DAC which was
attached to the MAV using the custom-built breakout board
also shown in Fig. 1. The analog PCB outputs were measured
using the Crazyflie MCU’s built-in ADC.

The safety constraints in (6) are dynamic; meanwhile, due
to the prototypical nature of our analog circuit, none of the
resistive elements could be adjusted during flight. Therefore,
the dynamic CLF/CBF constraints were disconnected, and
only the static input constraints remained active in the
safety-critical QP. The Crazyflie was then commanded to
track a sequence of position references. The step values
were chosen such that the nominal control input, g4, would
cause the MAV to exceed its flight limitations, necessitating
intervention from the safety-critical QP.

To determine performance expectations prior to flight, we
simulated the demonstration, and the results are depicted in
Fig. 6(a)-(b). Then, with a baseline established, the flight
profile was executed. The results from one example flight
experiment are displayed in Fig. 6(c)-(d), and video of this
flight is provided in the Supplementary Material.

Comparing the data, we see that the QP solver circuit
performed nominally, and the resultant MAV flight closely
matched the simulation. This highlights the functionality
of the analog circuit and our hybrid safety-critical control
architecture. Furthermore, from the data in Fig. 6(d), we can
compute the accuracy of the analog QP solver versus the
real-time digital QP solution (calculated using quadprog);
the root-mean-square error of the analog solver is between
0.4 m/s? and 0.5 m/s? along all three inertial axes. This
represents an error of 4 - 5% relative to the solver output
range. These errors, produced by electrical crosstalk in the
prototype analog circuit, resulted in minor deviations in the

MAV flight path. We can reduce noise in the future with a
more robust electrical design.

VI. CONCLUSIONS

We introduced a safety-critical control framework which
leverages analog quadratic programming to drastically re-
duce computational cost and facilitate real-time embedded
implementation, and we derived the procedure for synthe-
sizing controllers using this framework. Additionally, we
demonstrated the benefit of our hybrid computing architec-
ture, in simulation, during an MAV safety-critical collision
avoidance task. For this simulated flight, we illustrated the
importance of high control frequencies when responding
to a dynamically changing environment. We validated the
functionality of our framework by executing a real-time
flight control experiment and demonstrated the benefits of
hybrid computing. Moving forward, we will expand our
experimental results to include real-time resistor variability
using memristors, enabling a broad range of safety-critical
control applications. We are also working to fully-embedded
our hybrid architecture onboard an MAV system for greater
practical applicability.
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