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Abstract—1In this paper, we investigate the problem of
reinforcement learning under linear temporal logic (LTL) spec-
ifications for Markov decision processes (MDPs) with security
constraints. We consider an outside passive intruder (observer)
that can observe the external output behavior of the system
through an output projection. We assume that the secret
of the system is a subset of the initial states. The security
constraint requires that the observer can never infer for sure
that the agent was initiated from a secret state. Our objective
is to learn a control policy that achieves the LTL task while
ensuring security. To solve the problem of shaping the reward
for reinforcement learning, we propose an approach based on
the initial-state estimator and the limit deterministic Biichi
automata. We illustrate the proposed approach by a case study
of mobile robot example.

I. INTRODUCTION

Designing controllers for complex tasks in real world ap-
plications such as autonomous vehicles and energy systems
is admittedly hard due to the difficulty of formally describing
complex tasks and the inability to obtain all information of
the systems. The stochastic dynamic of many systems can
be modeled as Markov Decision Processes (MDPs), which
suitably capture the inherent unknown dynamic and uncer-
tainties as probabilistic transition functions. In the context
of task description, Linear Temporal Logic (LTL) is one of
most widely used user-friendly formal languages which can
represent many important properties such as safety, liveness,
and priority [1]. For controller synthesis of MDPs under
LTL specification, existing methods for probabilistic model
checking such as [2] have been well studied. However, proba-
bilistic model checking approach requires that the knowledge
of the transition probabilities to compute the probability
measure of each path. For a more general scenario where
the transition probabilities are unavailable, a popular method
is Reinforcement Learning (RL).

Reinforcement learning, which has shown great poten-
tials in various applications, focuses on finding a policy
that maximizes the expected average reward or the long-
term discounted reward. In reinforcement learning, the agent
improves its policy by observing the state, taking an action,
and receiving a reward repeatedly [3]. For the recent works
on reinforcement learning for complex tasks, there are two
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main research directions in the past few years: formal reward
shaping according to the tasks and strictly safe guarantee
during learning. Algorithms have been proposed to syn-
thesize policies that maximize the probability of satisfying
the given LTL specifications; see, e.g., [4], [5], [6]. For
safe reinforcement learning, recent works have presented
algorithms to provide strictly safe guarantees such as obstacle
avoidance during learning. Most of these algorithms modify
policy before the policy is executed actually using physical
[7], [8] or logical [9], [10] methods.

While the above works extensively investigated LTL-based
learning and learning with safe constraints, security and
privacy, which are also very important in many applications,
are not fully considered yet. For example, let us consider
the following scenario: A mobile robot needs to complete
a moving task in an unknown environment and to send
information back to the cloud. However, an outside malicious
intruder may access the information flow of the system and
infer the critical information which the robot does not intend
to transmit. Due to the important of security and privacy
in nowadays applications, this direction has been attracting
attention in recent works; see, e.g., [11]-[17]. But most of
these works mainly consider the secure planning problem,
while for secure learning, the problem considered in this
paper, there are few works on it.

In this paper, we investigate a security-aware learning
problem under LTL specifications for systems modeled as
finite MDPs. To capture the security constraints, we consider
a notion of information-flow security property called initial-
state opacity [18], [19]. This security property requires that
for any paths starting from a secret initial state, there exists
at least one path starting from a non-secret initial state such
that these two paths are observationally equivalent from the
outside intruder’s point of view. In [19], authors proposed the
notion of almost initial-state opacity to capture the security
requirements, and here we consider the more strict initial-
state opacity, i.e., sure initial-state opacity [18]. To solve the
security-aware LTL synthesis problem for unknown MDPs,
we present an approach that shapes the reward according
to the LTL formula for reinforcement learning. Meanwhile,
it can keep the secret initial-state from being leaked. The
approach we presented is mostly related to the standard
initial-state opacity verification [18] and the LDBA-based
reward shaping [20], which is sound and complete.

In the context of the opacity verification and synthesis of
discrete-event systems, several works considered the stochas-
tic systems opacity [21], [19]. But most of existing literature
still work on opacity for deterministic systems modeled by
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labeled transition systems; see, e.g., [22], [23], [24], [25],
[26]. The strict initial-state opacity in stochastic systems and
its application in reinforcement learning have not been fully
studied yet.

The rest of the paper is organized as follows. The problem
formulation and some necessary preliminaries are presented
in Section II. In Section III, a motivating example which we
consider throughout the paper is presented. We also propose
an approach for the reward shaping of reinforcement learning
under LTL while considering the initial-state opacity. We
present the complete algorithm in Section IV and in Sec-
tion V we present a case study of the motivating example
and give the simulation result for our algorithm. Finally, we
conclude the paper in Section VI.

II. PRELIMINARIES
A. System Model
Consider a labeled MDP which can be modeled as :

M: (X7A7X07f7AP’L>

where x is a finite set of states; A is a finite set of actions;
xo C S is a finite set of initial states; f : X x Ax X — [0, 1]
is a transition function; AP is a set of atomic propositions
and L : X — 247 is a labeling function. In MDP, an agent
repeatedly choose actions based on a policy 7 : Hist — A
which depends on the history, where Hist € (X A)*X is the
history of the system.

Given an MDP M, a path from zy € X, is a sequence
pr, = z[1]z[2]--- € X¥, such that z[1] = z¢ and policy 7
satisfies f(z[i], m(x[1]a[1]...z[i]), z[¢ + 1]) > O for all ¢ €
NT, where X“ the set of all infinite sequences over X. We
denote the set of all paths produced by MDP M as Path .
For the sake of simplicity, we will omit the superscript when
M is clear.

B. Logical Task Model

A LTL formula ¢ over a atomic propositions set AP is
formed according to the following syntax:

¢ u=truela|pr N2 | ¢ O d|p1Ue

where a € AP, (O and U denote “next” and ‘“until”
respectively. Using “U” we can derive temporal modalities
¢ (“eventually”) and [J (“always”) as follows:

O = trueU ¢ O¢ := =0

For an MDP M, a trace is a sequence ¢ = L(p) =
L(z[0))L(z[1]) - -+ € L(X)* such that there exists a policy
m satisfies f(x[i], 7(x[1]a[l]...x[d]),z[¢ + 1]) > 0 for all
i € NT. The set of all traces produced by MDP M is
Trace . We denote by ¢ |= ¢ if an infinite sequence ¢ over
24P qatisfies the LTL formula ¢, for more details about the
LTL syntax and semantics, readers are referred to [1].

Given an LTL task specification ¢, if it can be achieved by
a given MDP M, then there must exist a policy 7* : Hist —
A such that the probability that the trace generated by this
policy satisfies ¢ is maximized, i.e., Pr(L (pxo) E ¢) =

max(Pr(L(p;,) F ¢)). When the transition probability
is unknown, we can find this policy using reinforcement
learning.

An LTL formula can be converted to a limit deterministic
Biichi automata (LDBA). An LDBA is a tuple

= (Q7Za67QOaF)

where Q = QnUQp is the finite set of states; ¥ = 24P U{e}
is the finite input alphabet; § : Q x ¥ — 29 is transition
function; Q9 C Qu is the set of initial states and F =
{F\,F,,...,F,} is the set of acceptance conditions where
F; C Qp forall i € N*,i < n. For technique reason, LDBA
should satisfy the following conditions:

¢« QnNQp =0;

e d(q,) C Qp and |§(q, )| = 1 for every state ¢ € Qp

and for every a € ¥;

o For every ¢ € Qp, d(q,¢) = 0;

o For every ¢ € Qu, if it has e-transition, then d(q,€) €

Q@p.

An infinite run of LDBA A is an infinite sequence p =
q[1]g[2] - - - such that ¢[1] € Qo and for any i € NT, Jo €
YU {e}, q[i + 1] € 6(q[i], o). We denote by inf(p) the set
of states be visited infinite number of times in p. If for all
i € NT i <mn, inf(p) N F; # 0, we say that the run p is
accepted by LDBA A Given an LTL formula ¢, we denote
the corresponding LDBA as N.

C. Intruder Model and Initial-state Opacity

In this paper, we consider a more concrete type of security
the notion of initial-state opacity to capture the security
requirement. Given an MDP M = (X, A, Xy, f, AP, L),
assume that there is a set of secret states X, C Xy and
the intruder can observe the output sequence of the system,
which is produced by an output function H : X — Y, where
Y is the set of outputs, H can be extended to H : X¥ — Y¥
recursively defined by Vp = z[1]z[2]--- € X“ H(p) =
H(x[1))H(a[2)) - .

In the existing notions of initial-state opacity, the system
is said to be initial-state opaque if for any path starting from
z[1] € X, there exists another path starting from z'[1] €
Xo \ X, such that H(p) = H(p'). In this paper, we have the
following definition:

Definition 1: An MDP M is said to be initial-state opaque
from zoy € X under policy 7 if:

(Vp = x[1]z[2]--- € Path: (1)
(1) = wo, f(afil, m(2[1]a[1]...x[d), x[i + 1]) > 0)
(3t =2'[1]2'[2]--- € Path : 2'[1] € Xp \ X5)

[H(s) = H(1)]

D. Problem Formulation

After giving the necessary preliminaries, we are now ready
to formulate the problem we solve in this work as follows:

Problem 1: (Security-Aware  Reinforcement Learning)
Given an MDP M with secret states Xg C Xy, the initial
state t9p € Xg and an LTL task ¢, learning an secure
optimal strategy 7* such that:
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o M is initial-state opaque from zy under policy 7*.
« Pr(L(p7,) = ¢) is maximized.

III. SECURITY-AWARE REINFORCEMENT LEARNING
A. Motivating Example

Consider a robot moving in a house as shown in Fig-
ure 1(a). The robot is released from the green region and
it needs to visit the two blue regions infinitely often, mean-
while, the biggest room should only be visited finite number
of times for the consideration of utility. There are one-way
doors (the feasible direction is shown as the arrow) and
two-way corridors between each rooms. The robot has four
actions to take, which we denote as “r (right)”, “I (left)”, “u
(up)” and “d (down)”. Suppose that the robot does not know
its precise location in each room and there are tiny motion
errors when it takes action. As an example, when the robot
is in the initial room A and choose to move right, there
are two possible following rooms it may enter in, the dark
room C' (gray) or the light room B (white). Since the robot
only knows the rough location (which room it is in) and the
uncertainty caused by mechanical structure or information
loss, it is reasonable to train it first by simulation and then
conduct the final policy in the real world.

Assume that there is an outside passive intruder who wants
to determine from which room (the yellow state or the green
one) the robot is released. There are two kind of sensors
in each room, when the robot enter, sensors send message
to the intruder. The sensors in dark room are only able to
send message “g”, and the sensors in light rooms can only
send “w”. Based on the output of the system, the intruder
can infer the possible initial states the robot released from.
It requires that the final policy should also keep initial-state
opaque.

To solve this problem, We can translate the workspace
to an MDP as shown in Figure 1(b), the robot is released
from room A. The user wants it to visit state D and F
infinitely often and only visit C finite number of times. For
example, on state A, the robot can choose action r or [, if
it chooses a, then the robot may go to B or C, and the
transition probability is unknown for the robot. The intruder
knows that the robot may be released from state A or F
and the user do not want him to know that the robot started
from A. Now, suppose that the robot is released from A.
One possible path in this system is (A — B 4ph ).
However, this path is not secure because the intruder can
infer from the output (w — w — w — ¢)* that the robot is
started from A. The reason is that there is no feasible way
to generate the same observation sequence from state . On
the other hand, one possible secure path is (A LonLph
B)“ because there is another possible path £ % (C' > D 5
B4 A)¥ starting from state E that has the same output
sequence (w — g — w — w)“ as above. By analogy, one
possible final path which not only satisfies LTL specification
but also initial-state opaque is (A 4 o)y 5 (D 4 F)v
where the superscript * means the finite repetition of the
transition.
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(a) Workspace of the robot.

Fig. 1. A motivating example.

B. Security Perception

As we discussed above, the final policy should satisfy
the security specification which is modeled as initial-state
opacity. One feasible way to meet this requirement is to find
all of the paths in this system which may leak the secret
to the intruder. After that, we can disable all of the actions
which may lead the system to these unsecure paths. To this
end, one of the key ingredients of the algorithm in this paper
is to track the information flow of the intruder, one complete
approach is to construct the whole initial state estimator (ISE)
of the MDP.

Given MDP M = (X, A, Xy, T, AP, L), given the set of
secret states Xy C X and the output function H : X —» Y,
the initial-state estimate after observe string H(p) € Y* is
defined as:

Xo(H(p)) =

~ 3p' =z[1]---z[N] € Pathpg s.t.
{Im € Ko H(p') = H(p) }
where Path, is the set of paths that can be generated by
MDP M and Path is the set of all the prefix of Path .
Note that the path p’ can be any path that the MDP can
produce without considering the specific policy since the
observer does not know the robot’s policy.

However, straightly storing all of the observation se-
quences is impossible since the numbers of the observation
can be very large, so we have to map the observation
sequences to a finite structure. For a finite set of states X, we
define the operator ® : X — X? to represent the replication
of the states X ©® X := {(z,z)|x € X}. To define the state
transition in initial-state estimator, we define the composition
operator o : 2X?  9X* Ly 9X? for mi,me € 2X% ag
my o mg = {(z1,23)|Tz2 € X, (21,22) € ma, (x2,23) €
ma}, where m is the state mapping relation. Finally, we
define the mapping O : Y* — 2X7 as

O(a) =

{(x[l]yw[N]) c x2. P =all]---z[N] € Pathaq st

H(p') =«

O(«) represents the set of state mapping of the head and
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Fig. 2. The ISE of system in Figure 1

tail of the paths that produce the observation sequence o €
H(Path).

Definition 2: (Initial-State Estimator) Given an MDP
M = (X, A, Xy, T,AP, L), secret states X, C X, and
output function H : X — Y, we define the initial-state
estimator as:

ISE(M) = (M7 Y, Gise, MO)

where

o M :2X” is the finite set of states;

o Y is the finite set of outputs;

o My 2X0®Xo g the set of initial states, for any
mo € Moy, if (z10,210) € mo and (x20,x20) € My,
then H(x19) = H(z20) and vise verse;

e Jise : M xY — M is the transition function defined by:
for any m,m’ € M,y € Y, denote that m = (x1,x2),

m/ = 5ise(may) = (m © O(H(IQ)y))
for m € My, we define that
dise(€,y) = {(z0,20) € Xo © Xo : H(x0) =y},

where ¢ represents the empty state.

Intuitively, for all the states m € M of ISE(M), the set of
first components of m is the initial state estimation X’U, and
the set of second components is the current state estimation.

Example 1: Consider the MDP shown in Figure 1(b), We
show the initial-state estimator for this MDP in Figure 2. We
assume the initial uncertainty is equal to the initial state space
so my = (e, w) = {(A,A),(E,E)}. After observing
g, the state goes to m; = die(mo,g) = (Mo o O(w —
9)) = {(4,C),(E,C)}. Analogously on the other branch,
after observing w, the state goes to mg = Jie(mo,w) =
(mg o O(w — w)) = {(A4, B)}. Continuing this process,
we can completely construct the ISE of system in Figure 1
which is shown in Figure 2.

C. Secure Learning under LTL

Remark that we only discuss the verification of initial-
state opacity above. However, in this paper, the requirement

is that preserve the secret against the intruder and complete
the LTL task, i.e., synthesis the controller for MDP under
both secure constraint and LTL task.

To this end, after the construction of initial-state estimator
ISE(M) = (M, Y, dise, Mp), we need to compose it with the
original MDP M = (X, A, Xy, f, AP, L) and the LDBA
Ny = (Q,%,8,Qo, F), which is defined as follows:

Definition 3: (Product MDP) Given MDP M =
(X, A, Xy, f, AP, L), initial-state estimator ISE(M) =
(M, K 6isea MQ) and LDBA N¢ = (Q, E, 6, Qo, F), the
product MDP is

P = MXISE(M) x Ng = (Xp, Ap, Xp.0, for AP, Ly, Acc)

where

o X, ={(m,z,q) € M x X x Q} is the finite set of
states;

o A, =AU {n} is the finite set of actions;

e Xpo = {(mo,70,90) € Mo x Xo x Qo : mg =
dise (g, H (z0))} is the set of initial states;

o fp:XpxA,x X, — [0,1] is the transition function
defined by: For any (m, z,q), (m',2’,¢') € X, anda €
A, if m' = bige(m, H(z2")),q" € §(q, L(z')), we have

fp((maxa Q)7a" (mlvxlvq/)) = f(.]?, a,x’)

For a =1, if m' =m,2’ = x,¢ € §(q, ), we have

fp((ma ‘T7Q)7777 (m/a IZ?/, q/)) = 17

Otherwise

fp((mu CU>Q)7 a, (m/a mlv q/)) =0;

o AP is the set of atomic propositions;
e L,((m,z,q)) = L(x) is the labeling function;
o Acc = {Acey, Acea, ..., Acey, } is the set of acceptance
conditions where Acc; = M x X x F; foralli € N*,i <
n.
To make sure the system is initial-state opaque, first, we
define the set of secret-revealing states as following:

Xprev = {(m,x,q) € X, : V(x1,22) € M, 21 € X5}

We have the following proposition:

Proposition 1: P is initial state opaque (w.r.t. Xg and H)
iff X, per = 0.

Proof: The proof is omitted for the sake of page limit.
|
Intuitively, if the initial state estimation is the subset
of Xg, then the intruder can determine for sure that
the system is started from the secret states. Thus, the
states in X,y should not be visited in the final pol-
icy. We define secure product MDP (SPMDP) Pgre =
(Xsafe, Asafe, Xsafe,05 fsate, AP, Ly, Acc) obtained from P by
removing the states in X, r,, disabling the corresponding
actions on the former states and rewriting the transition
function for each state to make the sum equals to 1. However,
some states in Pgre may have no outgoing transition after
removing states in X, .y, we call them inconsistent states.
Therefore, we need to iteratively remove the inconsistent
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states and disable the corresponding actions until all states
are consistent.

To meet the requirement of LTL, the final policy should
visit the states in Acc infinitely often. To this end, we define
the augmented secure product MDP as follows:

Definition 4: (Augmented SPMDP) Given a secure prod-
uct MDP Py = (Xsafea Agate, Xsafe,(h feate, AP, va ACC)
and a constant 6 € [0, 1], the augmented secure product MDP
is

0
Psafe - (Xsatev Asafea safe,0 fsafe, ACC7 W)

where

o X0 = Xauge U {t} is the finite set of states, ¢ is an

augmented absorbing state with a self-loop.
D X0 x Agge x X8 — [0,1] is the transition

safe safe safe

funct10n defined by: For any (m,z,q),(m’,2',q") €
X0, and a € Agge, if (m,x,q) € Acc, we have

safe

fore((my 2, 9),a, (m' 2’ q')) =
0 % fate((m,z,q),a,(m’,2",q))
fore((m, 2, 9),a,t) =10
Otherwise,
a,(m’,2',q')) =
a, (m',2’,q))
« W XY

fe — {0,1} is a reward function which is
defined as follows:

fseafe((m’ €, q)7
fsafe((m7 Z, Q)a

0 otherwise
Since PY;, contains all the information about the history
we concern for the security-aware reinforcement learning
problem, the optimal strategy 7* should be stationary on
Psafe, which means that we can reduce the policy from

: Hist - Atow Xfafe — Agte- Let ¢(Tgfe0,m) =
limNﬁoo%E{EogigNW( Sak’i)} be the expected average
reward from Zgfe,0 € Xaafe,0 by using policy 7, we have the
following main results:

Theorem 1: There exists a threshold 6* € [0, 1] such that
for all & > 0*, the policy n* that maximize the expected
average reward ¢(Zgfe,0,7) 1S an secure optimal policy for
the original MDP M.

Proof: In terms of security concern, M is initial-
state opaque under any policy 7 in Py since we have
already deleted the secret-revealing states and disabled the
corresponding actions when constructing Pgure. Thus, the
secure optimal policy for the original MDP M is the optimal
policy for Pyyfe.

As for the optimality, we have that the expected average
reward q(Zsfe0,7) in P is equal to the probability of
reaching ¢ since the unit reward is 1 or 0. Thus, policy
7* also maximize the probability of reaching t. We note
that for any 6 € [0,1] the probability of reaching ¢ is
greater than the probability that the trace is accepting because
the unaccepting trace still have a positive probability of
reaching ¢ if it contains accepting states. Thus, we have

q(Tsafe,0, ™) > Pr(L(p,. ) F ¢). Moreover, we claim that
PI(L(p;;rsafe’O) ): (b) > Q(-Tsafe,O,ﬂ-) - (1 - 9) X n(xsafe,m 77)7
where n @ Xgg,0 X II = N is the expected number of
visiting accepting state before reaching an strong connect
component(SCC). It is because that the probability that an
unaccepting trace reaching ¢ without reaching any SCC is
at most (1 — 6) X n(Zsyfe,0, ), and then the probability that
the trace is rejected is 1 — Pr(L(p . ,) F ¢), which is
at most 1 — q(Zsafe,0, ™) + (1 — 6) X n(Tsafe,0, 7). Thus, we
have Q(xsafe,()»’]r) Z Pr(L(p;rmfe)O) ': ¢) Z q(xsafe,OﬂT) -
(1 — 0) x n(zsufe,0, 7). Then, let ! be the optimal policy
of secure product MDP Py, let 72 be the optimal one
except 1. We claim that if we pick 6* such that (1 —6*) x

mas (e, m) < PELL,,) b 6) = PrLOEL,)
@) then 7* is optimal for Py.

By contradiction, we suppose that 7* is optimal for P%.
but not optimal for Ps,g.. From the above discussion, we have

that

Pr(L(pl.,,) F ¢) < a(Tage0.7") <
Pr(L(p].,.,) ) + (1= 0) X (a0, 7) <
Pr(L(pL., ) F 0) + (1= 67) x maxn(Tueo, ™) <
Pr(L(pL..,) F 6) +Pr(L(pL,. ) = 6)-
Pr(L(pL,.,) o) <

pr(L(pf, ) E ¢) < d(@awo, )

Thus we have that ¢(Zfe,0, ) < q(@safe.0, "), which is a

contradiction. Then we get that any policy 7* that is optimal
in Pgate with 6 > 6* is also optimal in Pg,s. The proof is
now complete.

IV. ALGORITHM OVERVIEW

In this section, we conclude the steps mentioned above into
Algorithm 1. In the beginning, we construct the augmented
SPMDP from the original MDP, the ISE and LDBA. Then
we apply Q-Learning the this augmented SPMDP. It should
be noted that, while training, an episode will not always end
when firstly reaching one of the accepting states, compared
with the situation in ScLTL, because LTL requires repeatedly
visiting the accepting states. So, an episode will only end
when reaching the state set ¢ in the augmented SPMDP,
which ensures repeatedly visiting the accepting states in the
LDBA.

In Algorithm 1, we introduced the whole algorithm. To
explain, we have Q : X%, x Ay — R, which measures the
potential future reward the agent will obtain when choosing
action a at state x. During training, selecting the action
a € Agre(2ly,) is blased by q(z? Taate: :), which means all q
value available at state 2%, i.e. g(2%,,:) = {q(2? T ate: a),a €
Agate(z)} (Line 14) The ¢ value will be updated incremen-
tally in one episode (Line 16), where «y € [0, 1] is a discount
factor, the greater ~ is, the more attention to “long term
interest” the agent will pay. Note that in practice, we can not
mimic the case that the robot gets infinite reward. Instead,
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Algorithm 1 Security-Aware Q-Learning

Input: Augmented SPMDP P, learning rate o, discount
factor v, max episode episode,,q,, max iteration per
episode 7,qz

Output: An optimal positional strategy 7(x safe) which max-
imizes the probability of satisfying the LTL specification
while preserve the initial-state opacity

1: for all xsafe € X%, and a € Ay do
2 if 2l €t then

3: q(xfafe,a) =M

4 else if 2, € Acc then

5: q( fafe7 ) M x (1 _0)

6: else

7. q(xgafw a’) =0

8: end if

9: end for

10: episode = 0

while episode < episodeq, do
122 2%, = (mo,z0,q0), i =0

13:  while i < 4,4, do

14: a= Sample(Asafe(l‘gafe)v Q(xgafe’ ))
6

—
—_

15: xsafe/ = Transition(x fafe, a)

16: q(l'fafe7 a) = (]' - a)q( safe’ ) + CV[W( %afe ) + ﬂyz]
where z = max, c . (20 o0 )Q( wfe +@")

17: if xsafe €t then

18: break

19: end if

20: xfafe— fafe,Z—z—i—l

21:  end while

22:  episode = episode + 1
23: end while

24: for all 2%, € X%, d

25: 7'(‘( fafe) = arginax (]( Lsafes A )
a€Ags(zf,)
26: end for

we set a very large reward in state ¢ and renew the episode.
As the result, the robot tends to complete the task with
tends to 1. When the maximum episode is accomplished, the
optimal strategy at state 2% _ is the action a which maximizes

q(x%,, a), and thus, maximize Pr(L(p},) |= 6).

V. CASE STUDY

In this section, we come back to the illustrative example
in Section III, to shape the reward function according to
the LTL specification, let the set of atomic propositions be
AP = {RoomD, RoomF,RoomC} and define that L(D) =
RoomD, L(F) = RoomF, L(C') = RoomC and L(z) = { for
any other states. Then the task of the robot can be expressed
as

¢ = OORoomD A OOORoomF A $L1-RoomC

Then we can get an LDBA translated from this LTL formula
as shown in Figure 3.For the sake of simplicity, we let “D”,
“F” and “C” denote “RoomD”, “RoomF” and “RoomC”
respectively. Note that we omit the absorbing trap state g4

{D}

{D, F} {F}

Fig. 3. LDBA translated from CJORoomD A CJORoomF A ¢C1-RoomC.

Fig. 4. Partial of the secure path generated by Algorithm 1.

with the ingoing transitions from qq, q1, g2 under the events
{C},{D,C},{F,C},{D,F,C}. The acceptance condition
is Acc = {qo}. Since the robot starts from A, then in state
({(A,A),(E,E)}, A, q3), only b are allowed since action
a may lead to the secret leak and therefore is disabled.
Then we can find a strategy that maximizes the. We have
implemented our algorithm in robot simulator V-REP!. As
shown in Figure 4, to ensure the initial-state opacity, the
robot have to go to room C at the first step. After that, it can
move arbitrarily, since it has a little possibility to get infinite
reward by visiting room D and room F', it will tend to visit
room D and room F' infinitely often in the final policy.

VI. CONCLUSION

In this paper, we formulated and solved a security-aware
reinforcement learning problem under LTL. The security
constraint is captured by the notion of initial-state opacity.
A standard approach was proposed to solve this problem,
which is based on the construction of ISE and then take the
product with LDBA to effectively solve the reward shaping
problem. Eventually, it is proved by simulation that we can
find a secure optimal policy with standard MDP algorithm
using this structure. Note that in this paper we considered
initial-state opacity for MDPs. In future work, we plan to
further investigate other types of security properties (e.g.,
anonymity and detectability) using some new structures.

Videos are available at https://youtu.be/lkHY1s8qBHIc
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