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Abstract—Patrolling with multiple robots is a challenging
task. While the robots collaboratively and repeatedly cover
the regions of interest in the environment, their routes should
satisfy two often conflicting properties: i) (efficiency) the time
intervals between two consecutive visits to the regions are small;
ii) (unpredictability) the patrolling trajectories are random
and unpredictable. We manage to strike a balance between
the two goals by i) recasting the original patrolling problem
as a Graph Deep Learning problem; ii) directly solving this
problem on the graph in the framework of cooperative multi-
agent reinforcement learning. Treating the decisions of a team
of agents as a sequence input, our model outputs the agents’
actions in order by an autoregressive mechanism. Extensive
simulation studies show that our approach has comparable
performance with existing algorithms in terms of efficiency
and outperforms them in terms of unpredictability. To our
knowledge, this is the first work that successfully solves the
patrolling problem with reinforcement learning on a graph.

I. INTRODUCTION

Patrolling is the task of persistently visiting locations of
interest for surveillance and monitoring purposes. It has a
wide range of applications such as smart city [1] and smart
defense [2]. A Patrolling strategy, which schedules the visits
to different areas by the robots, is essential for the effective
execution of the patrolling task. On one hand, the patrolling
strategy should be efficient in that the inter-visit times to any
area of interest by some robot must be small [3]. On the
other hand, the patrol routes should be unpredictable so that
an adversary capable of observing the behavior of the pa-
trolling agents cannot accurately predict the future locations
of the robots [4], [5]. The adoption of multiple robots in a
patrol task is appealing since many locations can be covered
simultaneously. However, the design of patrol strategies for a
robot team is notoriously difficult and complex. In this paper,
we formulate the patrolling problem on a graph, and provide
a multi-agent reinforcement learning (MARL) approach for
the design of patrolling strategies, which desirably satisfy
both the efficiency and unpredictability requirements.

Related work: a) Robotic patrolling. Multi-robot pa-
trolling has been studied extensively in the literature [6]–
[8]. A commonly used performance criterion for designing
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the patrolling strategies is the idleness (a.k.a latency or
refresh time), which is the time duration between consecutive
visits to locations [3], [9]. Two main ideas are adopted
to achieve the coordination among multiple robots: cycle-
based solutions [10] and partition-based solutions [11]. In
the former, robots are placed equidistantly on a cycle that
touches all locations in the environment; in the latter, the
environment is partitioned into multiple subregions and each
robot patrols one subregion independently. Specific robotic
roadmaps such as line graphs and ring graphs are considered
in perimeter patrol problems [12], [13]. Besides theoretical
studies, heuristic optimization algorithms such as the ant
colony optimization algorithm are also utilized [14]. Portugal
and Rocha propose a Concurrent Bayesian Learning Strategy
(CBLS) in [15], [16]. They develop a probabilistic model to
represent the suitability of traveling to a neighboring location
from the current location of the robot, and Bayesian learning
is used to estimate the probability function. Using the idleness
as reward functions, a different line of work adopts learning-
based techniques to generate patrolling strategies. Santana
et al. use tabular Q-learning to learn patrolling strategies
[17], and Jana et al. further replace the Q-table with function
approximation [18].

The aforementioned patrolling strategies are usually de-
signed specifically to minimize the idleness and do not
take into account unpredictability, which could make them
vulnerable to malicious attacks. Some recent works consider
various unpredictable strategies based on Markov chains [4],
[5], [19] and heuristics [20]. Despite the numerous studies
on patrolling problems, existing algorithms usually focus
only on one aspect of the problem, either efficiency or
unpredictability. In this paper, we aim to design strategies that
perform well by both criteria based on MARL approaches.

b) Learning on graphs and MARL. Learning on graphs
is a non-trivial task due to the non-Euclidean and flexible
structure of graphs. Reinforcement learning manages to solve
some combinatorial optimization problems on graphs such as
TSP [21] and CSP [22]. Notably, Kool et al. in [23] propose
a novel network architecture based on an encoder-decoder
structure. The encoder part of this network employs attention
to encode the information of all nodes in the graph, and the
decoder adopts attention to obtain a query and uses the query
to score each node and obtain the probability distribution
of the next choice. This work demonstrates the power of
reinforcement learning in solving graph problems, and we
build our work based on it.

One recent enlightening work in the MARL literature
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is Heterogeneous-Agent Mirror Learning [24], which is a
framework that can spawn numerous cooperative game solv-
ing algorithms with monotonicity and Nash convergence
guarantees. Algorithms such as Heterogeneous-Agent Trust
Region Policy Optimization (HATRPO), Heterogeneous-
Agent Proximal Policy Optimization (HAPPO) [25], and
multi-agent Transformer (MAT) [25] are all instances of mir-
ror learning. The MAT reveals that the multi-agent advantage
function decomposition theorem [26] can be characterized by
the decoder in the transformer, with a transferable multi-agent
decision-making sequence model. In this paper, we draw on
a variant of the decoder architecture in the MAT to model
the collaborative decision-making of the patrolling agents.

Contributions: Despite recent advancements in graph
learning and MARL, solving a MARL problem on graphs
is still a non-trivial task, especially in situations involving
continuous online decision-making. We tackle this issue with
a carefully designed sequence model, equipped with a graph
feature extraction encoder layer and a variant of the MAT
decoder. We show that our model achieves good performance
in terms of both efficiency and unpredictability in multi-robot
patrolling tasks via extensive simulation studies.

Organization: We formulate the multi-robot patrolling
problem in Section II. Then, we present the main results
including the details of the neural network structure and the
training procedure in Section III. Extensive simulation studies
are reported in Section IV. Section V concludes the paper.

II. PRELIMINARIES AND PROBLEM FORMULATION

A. Robotic patrolling

We model the patrolling environment with M patrolling
locations by a weighted directed graph G = (V,E,W ),
where V = {v1, · · · , vM} is the set of vertices (patrolling
locations) and each vm ∈ V has a Euclidean coordinate
(xm, ym), E ⊂ V × V is the set of directed edges between
vertices, and the edge weights W = [wij ] indicate the travel
times along edges. The robot team consists of N robots, and
each robot makes a decision about which node to visit next
when it reaches a node. We set a fixed total duration T for
the patrolling task for training purposes.

The efficiency of patrolling strategies is measured using
the average global idleness (AGI) defined as follows. Let the
instantaneous node idleness (INI) of a node vm ∈ V at time
t be the time elapsed since the last visit to the node by any
robot, i.e., INI(vm, t) = t − tl, where tl is the last time vm
is visited by a robot before time t. The instantaneous global
idleness (IGI) is then the average of all nodes’ INI’s, i.e.,
IGI(t) = 1

M

∑M
m=1 INI(vm, t). Finally, AGI is defined to be

the average of IGI’s over the task time duration T , i.e.,

AGI =
1

T

T∑
t=0

IGI(t).

For unpredictability, we define a metric called the global
visit time entropy HG. Let the node visit time entropy H(vm)

be the entropy of the distribution of the nodes’ inter-visit
times defined by

H(vm) = −
∑
i

pm(tiinterval) log pm(tiinterval), (1)

where pm(tiinterval) is the probability that the inter-visit time to
node vm is equal to tiinterval. In the empirical evaluations, the
entropy is computed based on a coarser distribution where
inter-visit times are grouped in increments of 10 time steps.
The global visit time entropy HG is then the sum of H(vm)
over all nodes in the graph, i.e., HG =

∑M
m=1 H(vm).

B. Patrolling as MARL

To formalize the N -agent patrolling problem in the frame-
work of multi-agent reinforcement learning (MARL), we
define a Markov decision process M = (S,A, P,R) where

• S = {(o1, o2, · · · , oN )} is the set of states for N
agents where on = (on1 , on2 , · · · , onM ) constitutes
agent n’s state, and each component onm of on for
n ∈ {1, · · · , N} and m ∈ {1, · · · ,M} provides the
information about vertex vm to the n-th agent as

onm = (xm, ym,NI(vm), Xn, Y n). (2)

In (2), (xm, ym) and (Xn, Y n) are the coordinates of the
patrol node vm and agent n, respectively, and NI(vm)
is the idleness of node vm.

• A = {(a1, a2, · · · , an, · · · , aN )} where an denotes the
coordinate of the next node selected by the agent n to
reach, i.e., an = (Xn

next, Y
n

next).
• P is a deterministic transition function.
• R is the reward function, which will be given in Sec-

tion III-B.
At each decision round, the agent will choose among the

neighboring nodes of the current location and move there.
Therefore, its action space is state-dependent and variable.

III. MAIN RESULTS

A. Network structure

In this subsection, we present the structure of the proposed
network. Overall, the network is divided into two parts,
the encoder and the decoder. The encoder uses the Graph
Attention Networks (GAT) [27] to encode the agents’ state
information, producing a GAT feature layer, which is then
used to predict the critic and as the feature representation to
help the actor make a decision. The Multi-Agent Transformer
(MAT) decoder, which is similar to the decoder in [26],
outputs the patrol nodes selected by agents in sequence
through multi-head attention (MHA) blocks. The overall
structure is shown in Fig. 1 and Fig. 2.

1) Encoder: We borrow the basic encoder structure from
[23], where the attention encodes the nodes on a fully con-
nected graph and each node needs to query all other nodes. In
our case, the patrol map is generally not a complete graph and
instead has a specific topology, and the attention on nodes
that are not neighbors will cause unnecessary interference
and is a waste of computational resources. Thus, we only
allow each node to query its neighbors, and we replace the
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Fig. 1. Graph encoder takes the agents’ state information (2) as inputs, and computes the GAT features which is followed by the actor and critic.

attention layer with the GAT [27]. For a specific agent n, each
component onm of the agent’s state in (2) is first encoded by a
layer of full connectivity to obtain a dh dimensional hidden
vector. These M hidden layer vectors then enter the GAT
to complete further encoding, where the graph information
is the topology of the patrol map constituted by the patrol
nodes in onm ’s. Later, the GAT-encoded vectors will enter the
decoder to complete the decoding operation. The dimension
of the hidden layer vectors remains the same during the whole
process. The pipeline of the encoding process is shown in
Fig. 1.

GAT Block: We use the GAT for the nodes to share the lo-
cal feature vectors with neighboring nodes and use the MHA
of K heads to capture more relationships between nodes.
Given the hidden layer vectors h1, · · · , hM encoding some
agent n’s state, where hi is the encoded state component oni ,
the learnable attention value αk

i,j gives how much weight hi

gives to the feature vector hj at the k-th head, and it can be
calculated by

αk
i,j =

exp(ReLU(σ(W khi,W
khj)))∑

s∈Ni
exp(ReLU(σ(W khi,W khs)))

,

where Ni is the index set for the neighboring nodes of node
vi, W k ∈ Rdh×dh is a learnable linear transformation matrix,
and σ : Rdh ×Rdh → R is a single-layer feedforward neural
network with real-valued output. Once the attention values
are obtained, the embedded state component ôni ’s can be
computed by

ôni =
1

K

K∑
k=1

∑
j∈Ni

αk
i,jW

khj .

Finally, we obtain the output of the GAT block ôn =
(ôn1 , · · · , ônM ).

The GAT block implemented in this paper consists of
the following sub-layers: a GAT layer that adopts an MHA
mechanism, a fully connected feedforward layer with ReLU
activation functions and another fully connected feedforward
layer. Each sub-layer adds a skip-connection [28] and layer
normalization [29]. As shown in Fig. 1, after encoded by
the GAT block, the hidden layer vectors then enter the fully

connected feedforward layer to obtain an estimate of the
current state value.

2) Decoder: The decoder we use combines the advantages
of attention shown in [26] and [23], and can be applied
to both synchronous and asynchronous decision scenarios.
In order to illustrate the network details in an organized
manner, we will first present the network output process in
the synchronous decision scenario, and then describe how to
extend the autoregressive output mechanism to be compatible
with both synchronous and asynchronous decision scenarios.

Synchronous decoder : Our decoder adopts the idea that
agents make decisions in sequence [26]. In the synchronous
scenario, all the agents arrive at the patrol nodes at the same
time and make the next round of patrol nodes selection. Un-
der the autoregressive mechanism, the agents make decisions
sequentially in each round, and each agent outputs its own
action based on actions of other agents who have already cho-
sen an action. Suppose it is agent n’s turn to make a decision.
We use an action buffer to store the actions a1 ∼ an−1 that
have been made by agents in the current round. The action
buffer first enters an MHA block for encoding. After that,
M copies of the embedded actions form a new tensor whose
dimension matches that of the encoded state information
ôn = (ôn1 , ôn2 , . . . , ônM ) by the GAT, and it enters the
next MHA block along with ôn. The output of the MHA
block is the hidden state (h′

1, h
′
2, . . . , h

′
M ). Then, the context

embedding hc is obtained by hc = ( 1
M

∑M
m=1 h

′
m, h′

l) [23],
where l is the index of the node vl the agent is located at. We
further compute a new context embedding by using the MHA
mechanism. The query is from hc, and the keys and values
come from (h′

1, h
′
2, ..., h

′
M ), but only vectors corresponding

to neighboring nodes of vl are chosen, i.e.,

qc = WQhc ki = WKh′
i, vi = WV h′

i, i ∈ Nl,

where WQ, WK and WV are trainable parameters. The
vectors qc, ki’s and vi’s enter a single-layer attention network
and we obtain a new vector ĥc [23]. Then we use it as a
probability query, and compute probability keys from h′

i for
i ∈ Nl:

q̂c = WQ′
ĥc, k′i = WK′

h′
i,
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Fig. 2. The decoder uses the GAT features extracted by the encoder and a
sequence of actions as input. The top part of this figure indicates the critic
mechanism, and the bottom part shows the process of sequential decision-
making.

where WQ′
and WK′

are trainable parameters. Then we
compute the compatibilities ui by:

ui = C · tanh( q̂
c⊤k′i√
dh

), i ∈ Nl,

where C is a constant. Finally, the output probability vector
is computed by the softmax function.

Asynchronous decoder: In the asynchronous scenario,
while some agents are still patrolling on the edges and
are unable to make new decisions, others reach the patrol
nodes and need to make the next node selection. Patrolling
with asynchronous policies is closer to the real-world sce-
nario. In order to adapt to asynchronous decision making,
the autoregressive mechanism of the decoder needs to be
improved as follows. In a decision round as some agents
reach the patrol nodes, the decisions of agents on edges
are fixed as their most recent decisions. The action buffer
will first store these actions. Then, the action buffer is
fed to the decoder to determine the new actions for those
agents at vertices in an autoregressive manner. Note that
this modification is not needed in the synchronous scenario
because all agents are either on the edges or at the vertices.
The asynchronous autoregressive mechanism automatically
degenerates into the synchronous one when the agents patrol
in a synchronous manner. Thus, the network is compatible
with both synchronous and asynchronous decision-making
scenarios.

B. Training

Our goal is to maximize the patrol efficiency over time,
i.e.,

max
π

J(π) = max
π

T∑
t=0

IGI(t).

Naturally, we design a reward function R(ot, at) = −IGI(t).
After agents take a joint action, they receive a real-time
performance evaluation of their joint action.

The encoder network, whose parameters we denote by ϕ,
plays the role of the critic network to estimate the value

Vϕ (o
n
t ) of agent n’s current state. It is trained with Bellman

equation loss:

LEncoder (ϕ) =

1

TN

N∑
n=1

T∑
t=1

[
R (ot, at) + γVϕ̄

(
ont+1

)
− Vϕ (o

n
t )
]2

,

where the parameter ϕ̄ of a target network is introduced to
make the value representation more stable [30] and γ ∈ (0, 1)
is a discount factor in the training process. The decoder,
whose parameters is denoted by θ, serves as the actor of
the model. We train the decoder using the Proximal Policy
Optimization (PPO) [31] with the loss function

LDecoder (θ) =

1

TN

N∑
n=1

T∑
t=1

min
(
rnt (θ)Ât, clip (r

n
t (θ), 1± ϵ) Ât

)
,

where rnt (θ) is the importance sampling ratio defined by

rnt (θ) =
πn
θ

(
ant | ont , a1:n−1

t

)
πn
θold

(
ant | ont , a1:n−1

t

) ,
and Ât is an estimate of the current joint advantage function.
One can take V̂t = 1

N

∑N
n=1 Vϕ (o

n
t ) as an estimate of

the current joint value function and approximate Ât by the
temporal difference error:

Ât = R (ot, at) + γVt+1 − Vt.

C. Performance analysis

The monotonic improvement guarantee and Nash Equi-
librium: During training process, agent optimizes the PPO
objective based on the actions of previous agents’ decisions.
Thus, the monotonic improvement guarantee follows from
that of HAPPO [25]. It has been shown in HAPPO that
the sequential update scheme allows the joint strategy to
converge to a Nash equilibrium [25]. This provides theoret-
ical guarantees for the optimization of patrol efficiency [25,
Theorem 2, 3].

In terms of unpredictability, since the decoder outputs a
probability vector over the set of actions, the agents select
locations to visit next in a random manner. The randomness
of the agents’ decisions at the individual level further results
in greater unpredictability at the team level. We evaluate the
unpredictability of the team behavior using the metric defined
in (1) in the simulation section.

IV. SIMULATION

A. Simulation setup

We generate the patrol maps using the grid world environ-
ment developed in [32]. The maps are then abstracted into
graphs, on which we run our algorithm directly. Agents make
decisions at the level of the graph and take specific actions on
the grid world map. We test our algorithms on three types
of maps as shown in Fig. 3: the strip map, the grid map
and the irregular map. On all these maps, the yellow squares
indicate the agents, while the red ones represent patrol nodes.
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(a) strip map (b) grid map (c) irregular map

Fig. 3. Patrol maps in the simulation where the red squares are patrol nodes
and yellow squares are patrol agents.

(a) strip map AGI (b) strip map HG

Fig. 4. Strip map results: all three methods have similar performance in
terms of the patrol efficiency. However, in terms of unpredictability, RL
based method outperforms the other two by a large margin.

The distances between patrol nodes are integer-valued. We
conduct the training with T = 1000 steps per episode and
test our algorithm with T = 5000 steps per episode.

A decision round begins whenever a robot reaches its
target node, and all robots on nodes make decisions se-
quentially. The strip map and the grid map are used to
test the performance of our algorithm in the synchronous
decision scenario, where the distances between all pairs
of neighboring patrol nodes on each map are the same.
Thus, in every decision round, all the robots arrive at the
vertices simultaneously and make decisions. The irregular
map is used to test the performance of the model in the
asynchronous decision scenario. At each decision round, only
the robots who reach the vertices need to make decisions. As
a reference for the convergence rate of the training procedure,
our algorithm converges after about 200 episodes for 4 agents
in the irregular map.

B. Comparison studies

We compare our algorithm with two other existing al-
gorithms. One is the greedy method, in which each agent
greedily selects the node with the largest idleness among its
neighbors to visit next. Another one, named CBLS algorithm
[15], [16], is an existing distributed cooperative patrolling
algorithm. For testing, we conduct the patrolling experiments
for 50 times on each map where the agents are randomly
placed on the map initially, and we collect the node idleness
and inter-visit times statistics. We then report the resulting
AGI and the entropy of the patrolling strategies in box plots.

Strip map: Fig. 4 shows the results of 2 agents patrolling
on a strip map with 24 nodes. It can be seen that, in terms of
the patrol efficiency, RL achieves the minimum AGI on the
strip map on average, though the margin is not significant.

(a) grid map AGI (b) grid map HG

Fig. 5. Grid map results: the greedy approach performs badly in AGI and
HG. Our approach beats CBLS in both criteria.

(a) irregular map AGI (b) irregular map HG

Fig. 6. Irregular map results: the greedy approach shows bad performance
in terms of both AGI and HG compared with the other two methods. Our
approach beats CBLS by a small margin.

In addition, the AGIs of the greedy method and CBLS
have large variances, which implies that their performance
fluctuates. To have better insights for the greedy method,
let us consider the case when the two agents start from the
midpoint and the right end of the strip map, respectively. In
the beginning, the agent at the midpoint has a 0.5 probability
of going left and a 0.5 probability of going right; while the
agent at the end can only choose to travel down. Obviously,
going right is a worse choice as it would increase the inter-
visit times for the nodes on the left part of the map. In fact,
if the right is chosen at the beginning, the greedy method
will fall into a bad cyclic behavior, where the two agents
patrol at a small distance apart all the time. In terms of
unpredictability, the greedy method performs worst since it
almost follows a deterministic pattern. The CBLS algorithm,
although considering the degree of nodes and the number
of historical visits in the decision, is hand-crafted based on
intuition and cannot guarantee high randomness either. In
contrast, the randomness of the neural network can well
prevent the agents from falling into bad cyclic behaviors and
does little harm on the patrol efficiency.

Grid map: Fig. 5 shows the results of 3 agents patrolling
on a grid map with 25 nodes. In terms of the patrol efficiency,
RL achieves comparable performance with CBLS and both
outperform the greedy method. In terms of unpredictability,
the HG of the greedy method is always low, and the HG

of CBLS has a large variance. In contrast, the HG of RL
is always at a high value, and the strategy achieves good
unpredictability.

Irregular Map: The map consists of 33 nodes, and 20 of
them are set as patrol nodes. A total of 4 agents are placed
on the map. As shown in Fig. 6, in terms of both the patrol
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efficiency and unpredictability, RL achieves comparable per-
formance with CBLS and far outperforms the greedy method.

From the simulation studies summarized above, we can see
that our method achieves good performance in terms of both
the patrol efficiency and unpredictability criteria in all three
maps representing very different topologies, while the greedy
method and CBLS behave well in only some of them. This
shows that our method has desirable generalizability in the
sense that it can be applied in different patrolling scenarios.

V. CONCLUSION

This paper studies the multi-robot patrolling problem
on a graph utilizing the multi-agent reinforcement learning
(MARL) techniques. We first formulate the problem in the
framework of MARL. To directly learn the patrolling strate-
gies on graphs, we propose novel neural network structures
that take into account the sequential nature of the prob-
lem. The patrolling strategies designed using our approach
achieves a balance between the efficiency and unpredictabil-
ity as evidenced by the simulation studies. Our strategy can
also be applied to scenarios where robots make decisions
asynchronously.
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