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Abstract— As robots become more and more intelligent, the
complexity of the algorithms behind them is increasing. Since
these algorithms require high computation power from the
onboard robot controller, the weight of the robot and energy
consumption increases. A promising solution to tackle this issue
is to relocate the expensive computation to the cloud. In this
pioneering work, the possibility of relocating a state-of-the-art
nonlinear control is investigated. To this end, the Unified Force-
Impedance Controller (UFIC) is relocated to a remote location
and high frequency feedback loop is established by including
the remote controller in the loop. Passivity analysis is used
to ensure the stability of the whole system, comprising the
robot in interaction with the environment, the communication
channel, as well as the remote controller. The instability
associated with the communication channel is resolved by Time
Domain Passivity Approach (TDPA). The performance of the
proposed framework is experimentally evaluated on a robot
arm in interaction with the environment. The results illustrate
the stability of the system to a time-varying delay of up to
50± 10ms.

I. INTRODUCTION

The application of service robots is growing rapidly.
Robots are proposed for new near-to-the-human applications
every day. Working in dynamic and cluttered human environ-
ment demands fast and reliable sensing and advanced control
capabilities. The robot needs to perceive the environment
through many sensory data and sophisticated algorithms to
plan its motion. This is especially the case for humanoid and
mobile platforms, which require a lot of onboard computa-
tion on the robot controller, which in turn increases the power
consumption. On the other hand, this increases the weight
of the robot, reduces the agility and mobility of the system,
and making the robot expensive. A promising solution is to
offload expensive computations to the edge or cloud.

As the technology of cloud computing develops, Kuffner
in [1] introduces the cloud robotics terminology for the first
time. Since then, the idea of offloading computation to the
cloud attracted a lot of attention. Algorithms that process
large amount of data can benefit from cloud computing,
e.g. collective learning algorithms [2], Convolutional Neural
Network (CNN), vision-based applications [3] , and motion
planning in robotics [4]. Moreover, fast and more reliable
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Fig. 1: Framework of relocating robot controller to the cloud.

wired or wireless communication protocols support this idea
and make it feasible.

Relocating high-frequency control to the real-time cloud or
edge cloud is a raising hot topic. Edge cloud aims to bring
the cloud closer to end-users by moving the computation
and storage closer to the network edge. The edge cloud
provides a range of benefits, including reduced latency,
improved performance, increased reliability, and reduced
network congestion. [5], [6] show that under certain criteria,
it is even feasible to run high-frequency real-time control
loops on the cloud. The first edge-based whole-body control
algorithm over a 5G wireless link was presented in [7].

A communication channel is non-passive due to delay
[8], making a network-coupled robotic system unstable,
especially when interacting with the environment. For a
typical telepresence setup, the controller runs on the local
computation unit with a direct connection to the robot to
ensure system stability and performance [9]. The stability
of a tactile robot in teleoperation under commercialized
communication network like 5G, LTE, and WiFi has been
investigated by the author of this paper in [10]. To ensure the
passivity of a network-coupled system, an energy-based Time
Domain Passivity Approach (TDPA) is applied to monitor
the system energy in real-time using a Passivity Observer
(PO) and adapt the controller gain accordingly using a
Passivity Controller (PC) [11]. TDPA is a powerful method
that can stabilize a system with communication delay and
package loss [12]. However, it sacrifices the performance
such as position tracking and transparent force feedback.
Many algorithms are proposed to reduce the conservatism of
TDPA [13] and increase the transparency of a teleoperation
system [14].

In this work, we will investigate the possibility of relocat-
ing the low-level and high-frequency torque controller into
the cloud. The overall system structure is illustrated in Fig.
1. In such a setting, the local controller provides sensory
data, and the remote controller receives the data and sends
commands back. Note that low-level control algorithm such
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as Unified Force-Impedance Controllers (UFIC) [15] rely on
a fast and real-time feedback control loop (usually 1kHz).
This is different from high-level AI planning services or
kinematic controllers, which provides/updates for instance
a reference trajectory with a lower sampling rate, and thus
hard real-time communication with the onboard robot control
is usually not crucial. Here, we aim to address the following
main questions:

- Can a tactile robot be controlled by running a low level
nonlinear controller on a remote location?

- How is the stability and performance of the system in
the presence of delay and packet loss in the communi-
cation channel?

- To what extent (entirely or partially), can the controller
be offloaded? How is the structure of such a shared
control?

Passivity analysis is utilized to establish a framework
for such cloud-in-loop control. The general architecture of
the system is designed to appear as the interconnection
of passive elements, comprising the robot, environment,
UFIC controller, and the two-ports communication channel.
Because there is no robot dynamics on the cloud, the
passivity analysis of UFIC need to be adapted. The quality
of communication channel is crucial to the stability and
performance of the system, and TDPA is used to ensure its
passivity through PO/PC located right before and after this
channel. Additionally, the energy tank [15] is used to ensure
the passivity of the controller located on the remote side.
The UFIC, in fact, only requires low computational power.
However, we use it here to demonstrate the feasibility of this
framework.

The rest of the paper is organized as follows. Section
II describes the modeling of the robot and transmission
channel. The main results of the paper are presented in
Section III. The performance of the proposed framework is
experimentally evaluated in Section IV. Finally, the paper is
concluded in Section V.

II. PRELIMINARIES

A. Robot Model
The dynamic of a n Degrees of Freedom (DoF) robot

manipulator in the joint space is given by

M (q) q̈ +C (q, q̇) q̇ + g (q) = τg + τext + τc (1)

where q ∈ Rn is the joint state, M (q) ∈ Rn×n and
C (q, q̇) ∈ Rn×n are the inertia and Coriolis/centrifugal
matrices, and g (q) ∈ Rn is the gravitational torques. The
control torque, external torque, and gravity compensation
torques are denoted by τc ∈ Rn , τext ∈ Rn and τg ∈ Rn,
respectively.

On the right-hand side of Equation (1), It is assumed
that the gravitational torques are compensated by the local
controller, which has the full dynamic model of the robot on
the local side. Thus, only τc may need high computational
power, which is computed in the cloud. Without loss of
generality, the robot dynamics is rewritten as

M (q) q̈ +C (q, q̇) q̇ = τext + τc. (2)

B. Unified Force Impedance Controller (UFIC)
The classical impedance and force control can be ex-

tended and unified into a single framework of unified force
impedance control by composition of an impedance control
torque τimp with a force control torque τfc [16],

τr = τimp + τfc. (3)

The impedance controller ensures that the robot follows a
desired trajectory with the following control law,

τimp =JT (q)(MC(q)ẍdes +CC(q, q̇)ẋdes

+Kxx̃+Dx
˙̃x)

(4)

where x̃ = xdes − x is the tracking error in task space x
with the desired trajectory xdes. J(q) denotes the Jacobian
matrix, Kx and Dx are the stiffness and damping matrices,
and MC(q) and CC(q, q̇) are the robot inertia matrix and
Coriolis/centrifugal matrix in Cartesian space.

The force control which regulate the interaction force fext

to following a desired force profile fdes is given by

τfc =JT (q)(fdes +Kp(fdes − fext) +Kd(ḟdes − ḟext)

+Kihi(fext, t)),
(5)

where hi(fext, t) :=
∫ t

0
(fdes(σ) − fext(σ))dσ. Kp, Ki

and Kd are the proportional, integral and derivative gains
respectively. This controller is intuitive and easy to imple-
ment. However, the passivity of the closed-loop system is
not preserved during interaction with the environment. An
energy tank can be further designed and augmented to the
system to ensure the passivity and thus stability of the system
[16].

C. Energy Flow Analysis in Two-Port Network
Consider a two-port discrete network system N with ∆T

as the sampling period, its energy flow is shown in Fig. 2.
The system is passive if and only if at time instance k,

E (0) + ∆T

k∑
i=0

(
q̇T
1 (i) τ1 (i) + q̇T

2 (i) τ2 (i)
)
≥ 0,

∀k ≥ 0

(6)

holds for velocities q̇j and torques τj , j ∈ {1, 2} [11]. The
product q̇T

j τj denotes the power flow at each port and it is
denoted positive if energy flows into the network. E (0) is the
system initial energy storage and without loss of generality,
we assume E (0) = 0.

N 𝝉2𝝉1

c𝐸𝑜𝑢𝑡
2𝐸𝑖𝑛

1

𝐸𝑖𝑛
2𝐸𝑜𝑢𝑡

1

ሶ𝒒2ሶ𝒒1

+ +

− −

Fig. 2: Energy flow of two-port network. The output energy should be less
than the input energy to ensure the network passivity.

In the TDPA, a Passivity Observer (PO) and Passivity
Controller (PC) are used to ensure the system time-domain
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passivity [12]. The PO observes the system energy in real-
time while the PC dissipates the energy generated by the
system. For a two-port system, the observed energy, Eob,
can be separated as input and output energy at each port, i.e.

Eob (k) = ∆T

k∑
i=0

(
q̇T
1 (i) τ1 (i) + q̇T

2 (i) τ2 (i)
)

= E1
in(k)− E1

out(k) + E2
in(k)− E2

out(k),

(7)

where the superscripts represent the port and the subscripts
show whether the energy goes in or out of the port. With the
power flow defined as P1(k) = q̇T

1 (k) τ1 (k) and P2(k) =
q̇T
2 (k) τ2 (k) and based on its sign, we can define the input

and output powers at each port as

P j
in(k) =

{
Pj(k) if Pj(k) > 0

0 otherwise,

P j
out(k) =

{
−Pj(k) if Pj(k) < 0

0 otherwise,

(8)

for j ∈ {1, 2}. Hence, the input and output energy at each
port can be calculated by integrating the power flow as
follows,

Ej
in(k) = ∆T

k∑
i=1

P j
in(i)

Ej
out(k) = ∆T

k∑
i=1

P j
out(i).

(9)

III. PROPOSED FRAMEWORK

A. General Structure

The general framework structure and data flow between
the local controller and the remote controller is illustrated
in Fig. 3. The local controller sends the local joint velocity
q̇l and the external torque τext to the remote controller in
the cloud. On the remote side, the data are received with
a forward delay df (t), i.e. q̇ld(t) = q̇l(t − df (t)) and
τextd(t) = τext(t − df (t)), t ∈ R. After computation on
the remote site, the remote command torque τr is transferred
back to the robot through the communication network with
backward delay db (t). The robot receives a delayed com-
mand torque τrd(t) = τr(t− db (t)).

Local Controller + 

Robot (in 

interaction with 

environment)

Communication 

Channel

Remote 

Controller 

in Cloud

ሶ𝒒𝑙 , 𝝉𝑒𝑥𝑡 ሶ𝒒𝑙𝑑 , , 𝝉𝑒𝑥𝑡𝑑

𝝉𝑟𝝉𝑟𝑑

Fig. 3: Data flow between the local controller at the robot side and the
remote controller. The communication network introduces time varying
delay to the data.

Since in practice, the robot runs in high frequency with
constant sampling time, the data transmission actually hap-
pens in discrete-time values, q̇ld (k) = q̇l(k − df (k)) ,
τextd (k) = τext(k − df (k)) , τrd (k) = τr (k − db(k)),
k ∈ N.

Furthermore, the dynamical model of the robot is available
in the cloud, in order to acquire the parameters like Cartesian
position x, inertia matrix MC(q) and Coriolis/centrifugal
matrix CC(q, q̇) in Cartesian space. To obtain high accuracy
in robot control, the dynamic model of the robot is identified
a priori using the approach presented in [17].

B. Passivity Framework for Analysis of the System

The whole system comprising robot/environment, remote
controller and the communication channel is arranged in four
subsystems in feedback loop interconnection as illustrated in
Fig .4. This preserves the passivity of the entire structure
while considering the passivity of each subsystem. It is
assumed that the robot is in interaction with a passive
environment meaning that the environment block is passive
w.r.t. input-output pair (q̇l,−τext). Additionally, it is easy
to show that the robot dynamics (2) is passive w.r.t. (τl +
τext, q̇l). Therefore, in this section, the passivity of the UFIC
with augmented energy tank w.r.t (−q̇r,−τr) is established.
Here, the q̇r is the modified q̇ld, which will be presented in
next section. Furthermore, the passivity of Communication
Channel combined with time domain PO/PC will also be
shown.

Fig. 4: The block diagram of the system in feedback interconnection of
passive elements. The robot in interaction with the environment, as well as
the controller, are depicted as one port passive system. The communication
channel is considered as two-port passive system.

First, consider the UFIC that is relocated in the cloud, with
the storage function defined as S = 1

2 x̃
TKxx̃. To show the

passivity of the controller, we need to show that its derivative
Ṡ ≤ q̇T

r τr. By exploiting (3) and considering the regulation
case, i.e. ẋdes = ẍdes = 0, the following is given

Ṡ = ẋTKxx̃

= q̇T
r J

TKxx̃

= q̇T
r (τr − JTDxẋ− JTKp(fdes − fextd)

− JTKd(ḟdes − ḟextd)− JThi(fextd, t))

= (−q̇T
r )(−τr)− ẋTDxẋ− ẋT (Kp(fdes − fextd)

+Kd(ḟdes − ḟextd) +Kihi(fextd, t)).
(10)

Where ẋ = JT q̇r. Since the sign of the last term is not
clear, the passivity of Unified Force-Impedance Controller
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Fig. 5: Diagram of proposed framework with two-port time domain PO/PC

w.r.t (−q̇r,−τr) is not guaranteed.
To show the passivity of the controller block, an energy

tank based method is introduced to modify the control
law. Let xt and T = 1

2x
2
t be the tank state and energy,

respectively. Also define the tank dynamics as

ẋt =
ζ

xt
(ẋTDxẋ+ γẋTKd(ḟdes − ḟextd)) + ut, (11)

where ζ is defined as

ζ =

{
1 if T ≤ Tmax

0 otherwise.
(12)

This indicates that when tank energy exceeds the allowed
maximum energy Tmax, no further energy will be loaded
into the tank. The control input of the tank is written as
ut = −ωT ẋ, with

ω =
η

xt
(Kp(fdes − fextd) + (1− γ)Kd(ḟdes − ḟextd)

−Kihi(fextd, t)).
(13)

By defining η as

η =

{
1 if T ≥ Tmin

0 otherwise
(14)

we can ensure that when the tank energy reaches the allowed
minimum energy Tmin, the force-impedance controller is
detached from the energy tank.

The parameter γ is defined to eliminate the negative value
and ensure the system passivity,

γ =

{
1 if ẋTKd(ḟdes − ḟextd) ≥ 0

0 otherwise
(15)

The original force-impedance controller (3) is now up-
dated with the energy tank as,

τr =JT (qr)(Kxx̃+Dxẋ+MC(qr)ẍdes

+CC(qr, q̇r)ẋdes + γKd(ḟdes − ḟextd)− ωxt)
(16)

The following theorem is given.

Theorem 1: The controller given in (16) realizes a passive
mapping with respect to input-output pair (−q̇r,−τr).

Proof: Consider the storage function defined as S =
1
2 x̃

TKxx̃ + 1
2x

2
t . The derivative of this function is derived

as follows,

Ṡ = ẋTKxx̃+ xtẋt

= q̇T
r J

TKxx̃+ xtẋt

= q̇T
r (τr − JTDxẋ− JT γKd(ḟdes − ḟextd)

+ JTωxt) + xtẋt

= q̇T
r τr − ẋT (Dxẋ+ γKd(ḟdes − ḟextd)− ωxt)

+ xtẋt

= q̇T
r τr − ẋT (Dxẋ+ γKd(ḟdes − ḟextd)−��ωxt)

+ ζ(ẋTDxẋ+ γẋTKd(ḟdes − ḟextd))−����xtω
T ẋ

= q̇T
r τr

− (1− ζ)(ẋTDxẋ+ γẋTKd(ḟdes − ḟextd))

≤ q̇T
r τr

= (−q̇T
r )(−τr)

(17)
Hence, the block is passive with respect to (−q̇r,−τr).

C. Two-Port TDPA for Communication Channel

The communication channel can be seen as a two-port net-
work. The energy of the communication channel is observed
by PO as

ECC(k) = El
in(k) + Er

in(k)− El
out(k)− Er

out(k) (18)

where superscript l indicates the local side and r indicates
the remote side.

In real-world communication network (wired or wireless),
problems such as time-varying delay and package loss are
inevitable. Therefore, it is impossible to observe the energy
at both side at the same time instance. The above issues are
the source of instability that is imposed by communication
channel and makes the coupled robot system unstable, espe-
cially when the robot is interacting with an environment.

Considering the network delay and package loss, and
noting that each input energy is monotonous, the sufficient
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condition of the system passivity (6) can be written as,

El
in(k − df (k)− lf (k)) ≥ El

in(k) ≥ Er
out(k)

Er
in(k − db(k)− lb(k)) ≥ Er

in(k) ≥ El
out(k)

(19)

where lf and lb are the package loss in forward and backward
communication. The PC modifies the torque or velocity to
dissipate extra energy. The energy needs to be dissipated at
sample time k is calculated as follows,

El
PC(k) = El

in(k − df (k)− lf (k))− Er
out(k)− El

diss(k − 1)

El
PC(k) = Er

in(k − db(k)− lb(k))− El
out(k)− Er

diss(k − 1)
(20)

The already dissipated energy by the PCs, i.e., El
diss(k)

and Er
diss(k) are given by

El
diss(k) = ∆T

k−1∑
i=1

∥τr(i)∥2β(i),

Er
diss(k) = ∆T

k−1∑
i=1

∥q̇l(i)∥2α(i).

(21)

In which the damping element α and β are calculated such
that, the condition (19) is satisfied, i.e.,

β(k) =


−Er

PC(k)
∆T∥τr(k)∥2 if Er

PC(k) < 0

and τr(k) ̸= 0

0 else

(22)

α(k) =


−El

PC(k)
∆T∥q̇l(k)∥2 if El

PC(k) < 0

and q̇l(k) ̸= 0

0 else

(23)

The actual joint velocity q̇r(k) received by the cloud
and the command torque τl(k) received by the robot are
calculated based on following PC laws,

q̇r(k) = q̇ld(k)− β(k)τr(k)

τl(k) = τrd(k)− α(k)q̇l(k)
(24)

The overall structure of the system including TDPA im-
plementation is depicted in Fig. 5.

The above analysis shows that the Communication Chan-
nel with Time Domain PC/PO as illustrated in Fig. 4 is
passive with respect to its input and output port. Thus, based
on the results from Section III-B, all the subsystems are
passive, and thus the entire system is passive.

IV. EXPERIMENTAL EVALUATION

A. Experiment Setup

The following experiments serve as the performance eval-
uation of the proposed control framework. The experiment
setup is shown in Fig. 6. Experiments are conducted with a 7-
DoF Franka Emika robot [18]. The local and cloud controller
run on separate PCs with the same hardware configuration
(Intel Core i7-10700 CPU @ 2.90GHz) and operating system
(Ubuntu 20.04 LTS with real-time kernel). The PCs are
connected via Ethernet and located in the same subnet.

An open source tool called tcgui [19] which utilizes the
Linux kernel’s network traffic control and shaping features

Franka
Emika
Robot

Control
Box

Local PC

FCI

Cloud PC

Ethernet

Fig. 6: Experiment setup with Franka Emika Robot; The robot is following
a trajectory on the surface plane while regulating the force in the normal
direction.

is used to simulate the real-world network condition with
variable delay and package loss.

The local PC controls the robot via Franka Control Inter-
face (FCI) at 1 kHz rate. The proposed control framework
offloads the UFIC which also runs at 1 kHz rate into the
cloud PC. The local PC controls the robot by sending joint
torque commands to FCI based on the delayed desired joint
torque commands received from the cloud PC. Meanwhile,
the robot state acquired from FCI is sent back to the cloud
PC. The bi-directional network communication channel be-
tween the local and cloud PCs is established using User
Datagram Protocol (UDP).

The target of the force-impedance controller is set to
follow a circular trajectory with a diameter of 10cm and
a period of 5s in x-y plane and apply a force of 10N on the
z-axis. The stiffness Kx and damping Dx parameters of the
impedance control are set to diag[400, 400, 400, 1, 1, 1]N/m
and diag[10, 10, 10, 0.5, 0.5, 0.5]N · m/s respectively. The
Kp and Ki for the force controller are set to 0.5I and
0.02I , where I is identity matrix. The setup is tuned at the
verge of stability at 50 ± 10ms roundtrip-delay, meanwhile
guarantee a good force tracking performance. The network
delay parameters from 0 to 50ms with a 10ms interval and
20% variance are set through tcgui. The force measurement is
derived from robot joint torque sensors based on the external
force estimation method [20].

B. Results

The energy plot in Fig. 7 illustrate the passivity of the
communication channel. ECC given in (18) is always greater
than zero in all delay scenarios. The accumulated energy also
indicates the energy conservatism of the TDPA, as well as
the energy tank.

The trajectory of the end-effector and the tracking error
are shown in Fig. 8. It is clear that the proposed control
framework is capable of controlling the robot to follow the
desired trajectory pdes. Tracking performance deteriorates
with increase of latency. It is obvious when comparing with
the error without any delay epstd.
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Fig. 7: The observed energy (18) in the communication channel, the positive
energy indicates the communication channel is always passive.

Fig. 8: Position tracking performance. The figure on the left shows the
trajectory and figures on the right shows the tracking error in x and y
direction. The tracking performance is better with less delay.

The force tracking performance is shown in Fig. 9. With
different delay parameters, the proposed framework is able
to control the robot to apply desired force profile fdes. The
force tracking performance also slightly deteriorates with
increasing latency (Fig. 10).

Fig. 9: Force tracking performance. The recorded force is shown in upper
plot and the lower plot shows the tracking error.

C. Discussion

Our experiments shows only up to 50±10ms delay, which
is at the scale of wired communication at distance of 7000km
or currently available commercialized 5G network. However,
the affordable delay can go higher by tuning the controller
parameters.

As the delay increases, the control bandwidth decreases.
To increase the total control bandwidth, it is possible to
only relocate the computational heavy part of the controller,

Fig. 10: Root mean square error of force tracking under different delays.
The error increases as delay increases.

meanwhile the computational light weight part of that can
stay with the local robot. As an example, in this proposed
framework, the gravity compensation, which can be com-
puted in short time, is located on the local controller side. In
this way, even without receiving any control command, the
robot still maintains its basic function.

V. CONCLUSIONS
This article presents a novel framework for relocating

computationally intensive controllers to the cloud in order to
alleviate the burden on local robots. Our experimental results
demonstrate the feasibility of offloading a state-of-the-art
nonlinear controller to the cloud for controlling a tactile
robot. The proposed passivity-based framework ensures the
stability of the system. To maintain passivity in the presence
of time-varying communication delays, methods such as the
energy tank and TDPA are implemented. Future research will
focus on reducing the conservatism of the TDPA to improve
tracking performance, as well as exploring how to allocate
different components of the controller to the local and remote
sides.
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