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A Decentralized Multirobot Spatiotemporal Multitask
Assignment Approach for Perimeter Defense

Shridhar Velhal ¥, Suresh Sundaram

Abstract—This article provides a new decentralized approach to
solve a perimeter defense problem (PDP). In a typical PDP, many in-
truders try to enter a territory, and a group of defenders operating
both inside and on the perimeter protects the territory by capturing
the intruders on the perimeter. The objective of the defenders is to
detect and capture the intruders before they enter the territory.
Defenders sense the intruders independently and compute their
trajectories to capture all the intruders in a cooperative way. Each
intruder is estimated to reach a specific location on the perimeter at
a specific time, and this is considered as a spatiotemporal task to be
handled by a defender. At any given time, the PDP is converted to
a decentralized multirobot spatiotemporal multitask assignment
(DMRST-MTA) problem. The cost of executing a task for a de-
fender is defined by a composite cost function that includes both
the spatial and temporal cost components. In this article, a modified
decentralized consensus-based bundle algorithm is presented to
solve the above spatiotemporal multitask assignment problem. The
performance evaluation of the proposed approach is presented
based on Monte Carlo studies, and the results show the effectiveness
of the proposed approach under different scenarios. The robustness
studies also show that the proposed approach is robust against un-
certainties in the heading angles of the intruders. The performance
comparison with the decentralized adaptive partitioning approach
for the various arrival distributions of intruders clearly shows that
DMRST-MTA is efficient.

Index Terms—Consensus-based bundled auction algorithm,
dynamic multitask assignment, perimeter defense problem (PDP),
spatiotemporal task.

1. INTRODUCTION

ations of robots and associated developments in low-cost
sensors have created significant interest among researchers in
using them for various civil and military applications. Serious
security, safety, and privacy issues arise when a freely operating
robot intrudes and operates in a critical area (such as nuclear
facilities, airports, chemical industries, ports, etc.) [1]. Recently,
significant research efforts have been made to develop efficient
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Typical scenario for the protection of critical infrastructure.

Fig. 1.

territory protection systems to ensure the safety, security, and
privacy of the protected area. A territory protection system
mainly has to handle two critical aspects, namely, an early
detection of the intruders and then neutralization of them.

Fig. 1 shows a typical scenario for protecting a critical infras-
tructure from a group of intruders. The surrounding area around
any critical infrastructure is called a territory and is represented
by a convex gray region in Fig. 1. A set of robots operating in
the territory (called the defenders, illustrated in “green color”
in Fig. 1) protects the territory by capturing the intruders before
any intruder enters the territory. The intruders (represented in
red) try to enter the territory. Defenders operate both inside the
territory and on the perimeter. One should note that the number
of intruders is not constant and can vary over time. In summary,
the perimeter defense problem (PDP) is defined as a multiplayer
problem, where a group of defenders cooperatively operates and
captures the intruders on the perimeter with the aim of protecting
the critical infrastructure inside the territory [2]-[6]. First, we
present a brief review of some of the key existing works in the
area of PDP.

A multirobot perimeter patrol problem for adversarial con-
ditions was proposed in [7]. The nondeterministic patrol algo-
rithm was employed for patrolling the territory in an adversarial
setting. The path defense approach proposed in [8] provides a
strategy for a one-to-one scenario, where one defender protects
the target from one intruder while operating only on a predefined
path using a fast-marching method. This constraint of predefined
path limits the defender’s movements.

In [9], a PDP was proposed to protect a straight-line boundary.
Here, the path of a single defender was obtained to capture the
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maximum number of intruders with constant velocities arriving
at the boundary. Later, this was extended to a circular territory
with radially incoming intruders in [10]. Recently, in [11],
multiple defenders with an adaptive partitioning (AP) of the cir-
cular territory have been proposed to capture radially incoming
intruders. These works are limited to the circular territory with
radially traversing intruders.

In [2], a geometric method was proposed to compute a feasible
region for defenders. Next, a “maximum-matching algorithm”
was used to assign an intruder to a specific defender. Since the
“maximum-matching” algorithm assumes that each defender
plays a game independently, the solution may lead to the non-
capture of some of the intruders for a general problem. In [3],
a cooperative defense strategy was proposed to overcome the
above noncapture nature of the maximum-matching algorithm.
First, a local game region is defined to form a team of defenders
who can then capture multiple intruders in that local region.
Here, the defenders have to cooperate with other defenders
in the local region to neutralize an intruder. The approach
is valid only if the number of defenders is greater than the
number of intruders. In [4], patroller robots operating outside
the perimeter were introduced to sense the intruders early and
share the information with the neighboring defenders. A cen-
tralized approach has been used here to assign a defender to
an intruder. In addition, an analytical condition on the number
of patrollers and defenders required to defend a territory and
a bound on the interagent separation for better detection of
intruders has been presented. In [12], the PDP was extended to
the case where an aerial defender neutralizes a ground intruder.
Furthermore, the aforementioned works employ only a central-
ized solution approach for solving the PDP and are not easily
scalable.

Recently, a decentralized approach for the PDP with multi-
robot sensing and communication has been presented in [5]. The
decentralized policy for communication and decision-making
is learned using a centralized solution. The action space for
the defenders is restricted to either a clockwise or an anti-
clockwise motion. The reinforcement-learning-based solution
gets complicated when the defender moves in any direction
and when the number of defenders is lower than that of the
intruders. A complete and detailed review of works in the area
of PDP was presented in [6]. It pointed out the limitations of the
current literature, which include defender dynamics, sequential
capture, fast intruders, and partial information. Based on the
above review, it may be noted that there is still a strong need
to develop a decentralized approach to overcome the aforemen-
tioned limitations for a general PDP problem.

In this article, we present a consensus-based decentral-
ized multirobot spatiotemporal multitask assignment (DMRST-
MTA) approach to solve the PDP. It uses a sequential capture
approach to handle a varying number of intruders under partial
observability conditions. The proposed method can handle a
larger number of intruders using a smaller number of defenders.
Defenders are equipped with sensors to detect the intruders,
and the defenders cooperate with each other to capture the
intruders. Here, the problem of capturing a varying number
of intruders is first converted into a spatiotemporal multitask
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assignment (ST-MTA) problem. The estimated arrival times
and locations of the intruders at any given time are used to
define the spatiotemporal tasks. These spatiotemporal tasks are
then assigned to the defenders using a decentralized ST-MTA
approach.

The consensus-based bundle algorithm (CBBA) for the 1-D
multiple-task assignment problem, presented in [13], is extended
here to handle the 2-D spatiotemporal multiple-task assignment
problem. The modified CBBA algorithm provides a decen-
tralized scalable auction-based solution for one-to-many task
assignment problem. The modified CBBA is used as a building
block for DMRST-MTA, where every defender bids for neu-
tralizing the observed intruders. The bidding cost is computed
for every defender’s chosen trajectory, and a composite loss
function is then used to unite both the spatial and temporal
components. A consensus is then formed based on partial com-
munication among the defenders. The task assignment output
defines a trajectory for each defender to neutralize their assigned
intruders.

The performance of the proposed DMRST-MTA has been
evaluated using simulations. Monte Carlo simulations have been
conducted for analyzing the success rates by varying the speeds
of defenders, sensing radii, and temporal separations between
the intruders. As the speed of the defender increases, the success
percentage of neutralizing the intruders also increases. The
increasing sensing radius provides more planning time for a
defender, and hence, this also increases the success percentage.
Similarly, the temporal separations between the intruders in-
crease the number of options to capture the intruders; hence,
it increases the chances of success. A robustness study has
been performed to analyze the effects of uncertainty in the
heading angle of intruders. The simulation results show that the
performance of the DMRST-MTA approach is robust, and the
effect of the uncertainty is negligible. Furthermore, the proposed
DMRST-MTA is compared with the AP method [11]. The results
show that the DMRST-MTA has better success for protecting the
territory.

The main contributions of this article can be summarized as
follows.

1) Formalization of the PDP into a multirobot spatiotemporal
multitask assignment (MRST-MTA) problem. The pres-
ence of both the spatial and temporal dimensions and dy-
namic environments makes the solution for DMRST-MTA
challenging.

2) A composite loss function is defined to handle the spa-
tiotemporal nature of the task. The formulated ST-MTA
problem is solved using a modified consensus-based dis-
tributed multitask assignment algorithm.

3) The PDP has been extended to limiting cases where the
number of defenders is lower than that of intruders.

The rest of this article is organized as follows. Section II
provides a review of the territory protection problem and task
assignment methods. Section III presents the mathematical for-
mulation of the PDP as an ST-MTA problem. Section IV presents
the details of the DMRST-MTA approach. Performance evalu-
ation is presented in Section VI. Finally, Section VII concludes
this article.
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II. RELATED WORKS

The PDP is a part of the general territory protection problem.
This section describes briefly existing works in solving the
territory protection problem in the first part. Since the PDP is
converted into an ST-MTA problem, a brief review of multitask
assignment literature is also presented in the second part.

A. Territory Protection Problems

In general, territory protection problems include those prob-
lems where a team of defenders attempts to capture the intruders
(where intruders are either approaching toward the territory
or trying to escape a boundary of territory). The literature
on the territory protection problems can be broadly classified
into the following categories: a) pursuit—evasion problems; b)
guarding problems; ¢) reach-and-avoid games; d) border defense
problems; and e) PDPs. Some of these problems in territory
protection (particularly in categories a—d) are formulated as
multiplayer games, which can be converted further to decision-
making problems in cooperative control of a multiplayer system.
A short description of these problems along with the relevant
works in these areas is given in the following.

1) Pursuit—Evasion Problem: One of the fundamental prob-
lems in multiplayer games is the problem of a pursuit—evasion
game, where a pursuer tries to capture an evader and the evader
tries to escape. In [14] and [15], a geometric approach (using
Voronoi diagrams) for the cooperative solution of a team of pur-
suers to capture a single evader was presented. It was extended
to handle multiple evaders using a distributed algorithm in [16].
The fundamentals of pursuit—evasion games and their challenges
were described in the seminal work [17].

2) Guarding Problem: In this problem, a group of defenders
attempts to protect the target from an intruder by operating
outside the territory. A differential game between an attacker and
a guard was presented in [18] and [19]. The approach provides
an analytical solution based on the initial position of the attacker.
In [20], a geometrical capture region was analytically computed
based on the location of the guards and the territory. Using this
approach, the guard can capture the attacker in the capture region
irrespective of its strategy.

3) Reach—Avoid Game: Here, the defenders (pursuers) at-
tempt to capture an intruder outside the territory before the
intruder enters the territory. A multiplayer reach—avoid game is a
numerically intractable problem, and Chen et al. [21] provided
upper bounds for the number of attackers required to reach a
target. By extending Hamilton—Jacobi methods, the reach—avoid
problems with time-varying dynamics, targets, and constraints
were addressed in [22]. Two defenders and one intruder game
have been solved using barrier functions based on the shape
of the territory, and the defenders’ initial positions in [23] and
[24]. For a multiplayer game, the problem has been solved in two
parts: in the first part, the feasible reachable sets are computed
using barrier functions, and in the second part, the defenders
are assigned to the feasible intruders such that the score is
maximized. In [25], the subspace guarding problem with two
fast defenders and one attacker was analytically solved using
barrier functions.

4) Border Defense Problem: This is the inverse problem
of perimeter defense, where intruders are inside the territory
and defenders need to capture intruders before they escape the
territory. In [26], a solution for radially outward moving evaders
was proposed using a vehicle routing algorithm. In [27] and [28],
the border defense problem was solved using game theory based
on an Apollonius circle. The intruder’s aspect of this problem,
where intruders tries to escape the territory, is referred to as
confinement escape problem [29].

In summary, all the aforementioned works address different
aspects of a territory protection problem. The main objective
of this article is to explicitly address the PDP with partial ob-
servability in a decentralized fashion using a smaller number of
defenders with a multitask assignment approach. Before getting
into the details of the proposed approach, a brief review of works
on task assignment methods is highlighted next.

B. Task Assignment Methods

One of the crucial challenges in using multirobot systems
for real-world applications is to solve a complex task alloca-
tion/assignment problem in an unknown/uncertain environment.
The objective here is to find an optimal strategy that will assign
a set of tasks to the robots such that the multirobot system
completes its mission successfully. The taxonomy of a task allo-
cation problem and a detailed review of various task allocation
schemes are given in [30] and [31]. Most of these works address
the dynamic assignment of spatially located tasks using any
one of the following strategies: market-driven strategies [32],
game-theoretic strategies [33], Hungarian method [34], [35],
and consensus-based task assignment methods [13], [36], [37].
Recently, the taxonomy of the multitask allocation problem with
temporal constraints for a spatial task was presented in [38].
A heuristic approach to solve the spatial multitask allocation
with temporal constraints for multiple robots has been proposed
in [39]. Here, the temporal constraints are handled as soft con-
straints in task allocation. Even though these approaches address
the multitask assignment with temporal constraints, they are not
suitable for a PDP due to their soft-temporal constraints.

In this article, the decentralized PDP is converted into an ST-
MTA problem, where tasks are dynamic in nature and need to
be executed at specific times. In addition, to solve the above
problem, the 1-D multiple-task allocation using a CBBA [13]
has been extended to handle the spatiotemporal multiple-task
assignment problem, and the same approach is described next.

III. ST-MTAS FOR THE PDP

This section presents the setup for a PDP with distributed
sensing and then shows how this can be converted into an ST-
MTA problem.

A. Problem Definition

The PDP aims to activate a team of defenders with proper task
assignments such that they protect a territory from invading in-
truders, by capturing the intruders before they enter the territory.
Next, we describe a mathematical formulation of the PDP.



Fig. 2. PDP with the distributed sensing system.

Fig. 2 shows a typical scenario for a PDP with distributed
sensing, where each defender can sense an intruder within its
sensing range (R, ). The figure highlights the individual defender
sensor coverage and also highlights the potential impact regions
of the intruders. Consider a region W C R?, aregion of interest
that includes the critical infrastructure and its neighborhood. The
territory is approximated using a convex shape and is shown by
the green color in Fig. 2 and is denoted as 2, (2 C W C R?).
Let 02 denote the territory’s perimeter, and let Q" = (W —
Q) denote the region outside the territory. The length of the
perimeter is L, and any point on the perimeter is denoted by
¢e€lo,L).

Let us consider a set of defenders D = {D1, Ds,..., Dy}
operating inside the territory. Defenders can communicate syn-
chronously among themselves with limited bandwidth. Each
defender is equipped with the same type of sensor to detect the
intruder’s position and velocity within their sensing radius. Let
D¢ = (a2, y%) be the position of the ith defender and velocity
V} and heading angle v%,. Defenders are initialized inside the
territory, i.e., D*(to) € 2. The defenders are assumed to operate
only on and inside the boundary of the convex territory. The
kinematic equations of the ith defender are given as

it = Vi cos(vh), i = Vi sin(¥h) (1)
Yh € 0,2n), VhHe[0,VE™], i=1,2,...,N. (2

The number of intruders at any given ¢ is a varying number. Let
M, be the number of intruders that appeared in Q°" at time in-
stant ¢. Let us consider a set of intruders Z = {11, Is, ..., Ip; }.
Here, we assume that there is no coordination between the
intruders and that they will not penetrate the territory simul-
taneously. Let I = (x7,y7) be the position of the jth intruder

and velocity VIj and heading angle w} Intruders are initialized
outside the territory I°(tg) € Q. The intruder’s kinematic
equations are given as

acJI =V COS(‘L/J}% y} =V Sin(’L/J;) 3)

W e0,2m), Ve, Ve j=1,2,..., M, (4
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It is assumed that the intruders are nonagile, and the angular
velocity of an intruder is bounded within +0 rad/s. Note that the
number of intruders may be more than the number of defenders
(M, > N). In addition, the defender’s maximum velocity is
more than that of the intruder V5* > V",

When the distance between the defender and the intruder is
smaller than ¢, the defender captures the intruder using a safety
net mechanism. The capture condition is given as

C={L;|3D; st |I; = D]l < e& I} € Q™}.  (5)

In [2]-[5], it was assumed that a defender captures/neutralizes
an intruder using a head-on collision mechanism. This capture
process will destroy both the defender and the intruder. However,
in this article, we propose that the defender employs a safety
net to capture an intruder. Because of this, it is possible that a
defender can capture multiple intruders. Hence, this allows us to
use a smaller number of defenders to protect the territory from
a large number of intruders.

From Fig. 2, we can see that D can detect only I,,,, whereas
D5 can detect I, I, and 5. Since partial observability exists
in detecting the targets, all the NV defenders need to act coop-
eratively in a decentralized way to capture all the intruders. To
put simply, the PDP’s main objective is to detect the varying
number of intruders with a distributed sensing mechanism and
assign multiple tasks of capturing these intruders to different
defenders in a decentralized fashion.

B. ST-MTA Problem

In this subsection, we show the conversion of the above PDP
into an ST-MTA problem. Based on the sensor information, a
defender will be able to identify potential intruders. First, the
defender computes the intruder’s velocity vector. Based on the
velocity vector, the defender assumes that the intruder travels
with the same velocity vector and determines the point at which
the intruder intersects the perimeter. This intersecting point for
the jth intruder is called as the point of arrival (A ;). The time
required for the jth intruder to reach the point of arrival is called
as the arrival time (¢7) and is computed as

o I =20
TVl

The defender has to neutralize the jth intruder. A neutral-
ization task is defined for the defenders such that the defender
should visit the arrival location (1;) at the arrival time (¢§).
Thus, the PDP problem of neutralizing intruder is converted
into a spatiotemporal task and is denoted by T} (4, t5).

Since the defenders know only the current positions and ve-
locities of intruders, they will determine unique arrival points in
the perimeter and the time of their arrival, as shown in Fig. 3(a).
The corresponding spatiotemporal tasks are shown in Fig. 3(b).
The point of arrival for the intruder j is denoted by A;. Now,
this Cartesian point A;(x,y) is converted to a polar coordinate
form (7, 6;) with the center at the centroid of the territory. The
angular position §; uniquely denotes A ; on the convex territory.
For easy understanding, angular position (6) is used to denote
the task location in Fig. 3(b).

(6)
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Fig.3. Representation of tasks in spatiotemporal space. (a) Estimated location of arrival of intruders for a given time ¢. (b) Spatiotemporal tasks for a given time
instant ¢.

From Fig. 3(b), one can note that the task is available at a
specific location () at the time ¢“. This means that the task has
a strict requirement that it is available only at a specific location
and at a specific time. If the defender reaches the location A
earlier, then it must wait for the task. If the defender reaches
the location A after the arrival time, the intruder will enter the
territory, and this indicates that defense has failed. The intruder
I3 is not directed toward the territory, as shown in Fig. 3(a), and
hence, the task 73 is not defined in Fig. 3(b).

The intruder may change its heading angle during its move-
ment, and then, the spatiotemporal task also will change. How-
ever, smooth heading variations by an intruder lead to a smooth
variation in the spatiotemporal task. The philosophy used in
our approach is that the defenders predict the spatiotemporal
task T (A, t?) and use a decentralized multitask assignment
algorithm for assigning the specific spatiotemporal tasks to de-
fenders. Based on its assigned task, a defender moves toward its
firstassigned task location. These steps are repeated at every time
instant to handle the smooth variations in the intruder heading.

The set of spatiotemporal tasks is denoted as T =
[Tl()"latlf)y---7Tj(}"jat?)7--~7TMt()"Z\/I“t‘]7(/[t)]~ Note that
M, > N, defenders will be assigned to multiple tasks at any
given time t. Let p; = {7T,,Tp,T.} be the multiple tasks
assigned to the ith defender. Based on the assigned task’s
arrival time and location, the defender will generate its motion
commands to follow the trajectory (u;). The trajectory
means that D; executes tasks 7}, Ty, and T, in a sequence.

IV. DECENTRALIZED APPROACH FOR MRST-MTA

In the previous section, the PDP was formulated as an MRST-
MTA problem. In the section, we present a decentralized ap-
proach for the ST-MTA problem.

Using the sensor information, the defender robots can identify
potential intruders who will attempt to enter the territory at
location A; and at time ¢7. Owing to the partial observability
conditions, all the intruders may not be visible to a defender.
The task of neutralizing the intruder is first converted into a
spatiotemporal task 7} (A;,t}). For the sake of brevity, in the
rest of this article, T;(4;,t}) is denoted by Tj.

In order to protect a convex territory, the defenders will be as-
signed multiple spatiotemporal tasks in a decentralized fashion.
This requires the defenders to navigate in a sequence to specific

locations (1) at specific times (¢*) to neutralize the intruders. The
objective of a DMRST-MTA is to find an optimal sequence of
defenders’ motions such that the defenders collectively capture
the intruders. Here, the optimal sequence implies the sequence
that minimizes the total distance traveled by a team of defenders,
and this sequence of defenders’ motion is a trajectory to be
followed by a defender to neutralize the intruders.

Let us consider that the defender D; can detect only a few
intruders at time ¢, denoted by the set O;. Let the total number
of detected tasks in the set O; be M. Note that the union
of all such sets is equal to the total number of the tasks at
any given time ¢, i.e., | J;c; O; = T. The sequence in which
a defender D; executes the spatiotemporal tasks is p;, where
wi € {0; | 2}Mi. Owing to the partial observability condition
and overlapping search regions, some intruders are observed by
many defenders. Hence, the defenders need to form a consensus
among themselves to determine which intruders are assigned to
which defender.

The multiple spatiotemporal tasks are assigned to defenders
such that the overall cost to the team of defenders is minimum.
In the next subsection, the costs for the spatiotemporal tasks
consisting of both the spatial and temporal loss functions are
described.

A. General Cost Function Formulation

Let the available tasks for the ith defender be O;. The defender
D, finds a locally optimal sequence (1) to neutralize its tasks
in O;. The current position of the defender D; is Dj. At the
beginning, the optimal sequence p; is set as &. To find the
optimal sequence based on the available task O;, it is necessary
to define a general cost function that combines both the spatial
component and the temporal component of the task 7, and the
same is given as follows.

1) Spatial Loss Function L3 (T;): The spatial loss depends
on the defender’s position and the intruder’s position. The spatial
loss is the sum of the distances traveled by the defender to reach
the arrival location of an intruder and a fraction of the distance
traveled by the intruder from its current position to its arrival
location. The distance traveled by a defender for neutralizing
the task T depends on the distance that needs to be traveled by
the defender D; from the location D; (p;, j) (location of the task
previous to T; on trajectory ;) to the neutralizing point A ;. The



spatial loss function is defined as
Li(Ty) = &5 = Di (pas )iy +0ll g = ), (D

where 7 € (0,1) is the scaling factor; the second component
reflects the intruder’s distance to reach the perimeter. For a trivial
case, if the defender is already at the location A, the first term
becomes zero; then, the second term provides the possibility
for the defender to neutralize another task and does not force
it to wait for the task 7). The defender D; should be assigned
to another intruder I, if the intruder I; is far away from the
territory. If the intruder I is far away, the cost will be high, and
the defender will be assigned to some other low-cost tasks. If
the intruder I; is closer to the perimeter, then the second term
will be small, and the defender will be assigned to the task T7;.

For example, a defender D; plans its trajectory p =
{T1,T»}; then, the spatial loss is computed as

Li(Th) = (|21 = Dlly +nll (2 = 1)l ®)
L3 (T3) = |lh2 = Mlly + 0l (A2 — I3) ][5 ©

2) Temporal Loss Function L%(T;): Before computing the
temporal cost, the defender checks the feasibility of reaching
the location 2 ; within the arrival time of the task (intruder) (7).
The time spent by the defender D; for the previous task in a
sequence fi; is t%(u;, 7). The task is said to be feasible if and
only if the following conditions are satisfied:

o < 1% = Deui
- Vbnax

T} is feasible if (10) is satisfied. The time available is a very
important aspect for execution of a task. Let us consider a task
T, at time 2 s, task T} at time 3 s, and task 7. at time 4 s,
and all three tasks are time feasible. Now, the time available for
tasks T}, and T, (in sequence {T,, Ty, T..}) is the same, but they
should be executed in a time order; T}, should be executed prior
to T.. From this example, it is clear that few tasks can have same
time availability, but they may arrive at different times. In such
scenarios, the priority should be given to the tasks with lesser
arrival times.

The temporal loss function should reflect the exact time of
arrival and the time available for a defender to execute a task after
executing the previous task in the trajectory. Hence, the temporal
cost function is selected as a product of the time available for the
defender and the arrival time of the intruder. Mathematically, the
temporal loss function L (77 ) defined for defender D; to execute
task 7 at time ¢7 is given as

< (t§ =t (pirg))  (10)

an

LH(Ty) = t9(t5 — ¢ (ui, j)), if task j is feasible
! 00, if task j is infeasible

where t¢(1;, j) = O for the first task on a trajectory; as 7 is the
first task in trajectory p;, defender D; directly starts executing
assigned to task T}.

For example, a defender D, plans trajectory 1 = {11, T%};
then, the temporal loss is computed for feasible trajectory

Ly (Th) = #5(t] — 0)
Li(Ty) = t5(t5 — 7).
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3) Composite Loss Function L;(T;): A general composite
loss function for a spatiotemporal task can be defined as

Li(Ty) = f(L{(Ty), Li(Ty)).

The characteristic required by a composite loss function is to
have a small value when either of the spatial or temporal loss
is small. If the spatial loss value is large and the temporal loss
value is small, then a composite loss should have a small value
to reflect the urgency. If the temporal loss value is large and
the spatial loss value is small, then the composite loss should
be small so that priority will be given to the task that requires
lesser distance to be traveled. The multiplication function in the
composite loss function satisfies the above requirements. For
the PDP problem, we have selected the product form for the
composite loss function

12)

Li(Ty) = L (Tj) Li(Ty). (13)

7

It may be noted that the spatial and temporal loss functions
are defined for only task 7; and its previous task and not for the
entire trajectory. In addition, the loss function does not involve
all the tasks carried out by the defender D;. First, we compute
the total loss function for the trajectory u; as the summation of
all the composite losses of tasks in the trajectory

Li(ps) = Z Li(T}).

JEM;

(14)

It should be noted that this total loss function for the trajectory
does not consider the sequence in which these tasks are done;
it just accumulates the loss values for each of the tasks present
in the trajectory. Hence, a general cost function is defined for a
task T in the trajectory ;. The general cost function ¢;; (p;) is
based on the effective position of the task 7 in the trajectory 1;
and is given by

. {minngm Lih ifj € py
cij(pi) = A

ifj & pi
| - | is the cardinality of the set, and u; ®,, {j} denotes that
task 7’ is added after the nth element trajectory ;. As the task
T} is added at any location, the new task’s cost added to the
trajectory is the difference between the total loss function of the
new trajectory and the original trajectory. If task 7’ is not in the

trajectory, then the cost value is co.

en{it _ I
v 15)

o,

B. Decentralized ST-MTA Problem

A spatiotemporal task requires that the defender should be at
the arrival location of an intruder at its time of arrival. The team
of defenders has to execute all the tasks, and the objective is to
minimize the total cost required for executing the tasks. Each
defender D; plans its trajectory (u;) and executes its assigned
tasks in sequence. Thus, (16) defines an integer programming
problem for the trajectory computation. C'(u;) denotes the cost
of the trajectory of defender D);, and a decision variable §;;
denotes whether task T’ is in the trajectory of defender D;. In this
way, an optimization problem that minimizes cost is formulated
to obtain the trajectory of the defender.
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The spatiotemporal multiple-task assignment problem aims
to assign each of the M, tasks to the available N defenders such
that a task is assigned to only one defender. A defender can
execute only the detected tasks. A defender D, has detected few
tasks O;; then, it can execute the tasks present in O;. The cost
of assigning a task 7} to the defender D; is c;;. The tasks are
assigned such the total cost is minimized.

The task assignment problem is defined as

N M,
mln ZZCU ,ul ij (16)
i=1 j=1
N
such that Y 6;; <1 VjeT (16a)
=1
6i; €{0,1}  V(i,j)€eDxT  (16b)

The constraint in (16a) enforces that the task is assigned only
to one defender. Equation (16b) is a condition on the decision
variable d;;, which states whether the defender D; is assigned
to the task T;. A defender is allowed to bid only observable
tasks. Hence, the constraint given in (16¢) is added to enforce
the assignments only to observable tasks, which, in turn, reduces
the complexity. One can also relax this constraint and obtain a
better solution at the cost of complexity.

This problem is complex as the cost is a function of the
trajectory. This NP-hard problem is solved in two steps. In the
first step, each defender D; computes its own locally optimal
trajectory p;. In the second step, using the locally optimal
trajectory of each defender, a task is assigned to the defender
who has the lowest cost.

B. Consensus-Based DMRST-MTA Approach

The DMRST-MTA approach is carried out in two steps.
In the first step, the local cost-optimal sequence of tasks for
every defender is computed. Each defender greedily computes
its trajectory while minimizing the cost of locally (only for
that individual) computed trajectory. Now, each defender had
computed its own trajectory without the consideration of other
defenders and their trajectories. Then, they share this infor-
mation among themselves with the provided communication
setup. The computed trajectories might have conflicts; hence,
a conflict resolution is required. The defender with the lowest
cost for the task is assigned to the task. The defenders modify
their local cost-optimal trajectories based on the assigned tasks
over consensus. The defenders will repeat their local trajectory
computation and global trajectory generation steps until global
trajectories become the same as the locally computed trajecto-
ries. Both these computations are given next, and they are also
summarized as Algorithms 1 and 2

1) Algorithm I1: Computing the Local Optimal Trajectory:

Lety; € Rf"f be the vector of winning (smallest) bid values for
all the spatiotemporal tasks available at time ¢. For defender D;

Algorithm 1: Local Trajectory Generation by Using the
Composite Cost Function (CBBA for Defender 7 at Iteration

q)-
I: input O%, bi(q — 1), pi(g — 1), yi(g — 1), z:(¢ — 1)
2: Initialize b;(q) = b;(¢—1); pi(q) = pilg —1);
vilg) =yila—1);  zi(q) =zi(g—1);

3:  conflict resolved = 0;

4: while conflict resolved = 0 do % Auction Algorithm;
50 ¢y = ming,q|,, ‘L’“@"{j} Lt Vi € O\b;(q);

6: hij =(cij <wij(q), Vi€ O

7. J; = argmin; c;;.hij;

8: nl J; = argminj Lfi’@"{j};

9: (Q) ( ) @end Ji;

100 pilq) = pi(q) S, ,, Jis

11: Yi,J; ( ) Ci, J;»

120 2 5.(q) =1
13:  Call Algorithm 2
14: end while
(Remark: minimization over all co value is taken as co. All
oo means that the task 77 is infeasible along path 1;)

% consensus algorithm;

and task 77, y; is initialized as 3/;; = 00. The trajectory and bun-
dle are initialized as null, i.e., u; = b; = 0. The vectorindicating
winning defender is initialized to zero, i.e., z; = 0. Without loss
of generality, the winning bids (y;), winning defenders list (z;),
trajectory (1;), and bundle (b;) of the (¢ — 1)th iteration are
used as initial condition at the gth iteration.

As a first step, the defender computes the costs for all the
observed tasks from its initial position and bids for a task with
minimum cost, as shown in line 5 of Algorithm 1. Then, the
defender decides whether its own cost is less than the minimum
bid for that task. I(-) is an indicator function, which is unity
for a true argument and zero otherwise. If the cost is smaller
than the known bid value, the defender bids for the task. This is
executed using line 7 of Algorithm 1. Then, the defender adds
this task to trajectory, and thus, the initial trajectory is fixed.
Each defender generates its own local cost-optimal trajectory to
execute the tasks. Then, defenders freeze those local trajectories
and communicate their trajectories with their associated costs.
A global trajectory is computed using a consensus among all
the defenders using Algorithm 2. After having a consensus,
each defender computes its own trajectory starting from its new
initial position (the position of the last task in the trajectory) and
computes the cost for the observed tasks that are not in trajectory.

2) Algorithm 2: Global Trajectory Selection Algorithm: Al-
gorithm 2 solves the MTA problem for a given fixed trajectory
;. As trajectories for each defender are fixed, the cost matrix
(C) is constant. The given MTA problem reduces the fixed cost
matrix to find a minimum cost for each task. Multiple defenders
may bid for a single task, and this creates a conflict between the
trajectories. The conflict between multiple defenders for a single
task is resolved by finding a minimum bid for that task. After
conflict resolution, the winning bids, the winning defender, and
the trajectories for the defenders involved in the conflict will be



Algorithm 2 Computation of a Feasible Global Trajectories
(Consensus by Defender ¢ at Iteration q).

1: input b*, ;*, y* z* (data received from defender k
via synchronized communication);

2: if z; = () then

3 y,ljj =00

4: endif

5. if zj; = k then

6 if 2;; = k then

7

8

Update
: else
9: if Yki < Yij then
10: Update
11: end if
12: end if
13: end if
14: if zf; = i then
15: if 2}; = k then
16: Reset
17: end if
18: end if
19: if 2}, =p; p # {i, k} then
20: if z;; # p then
21: if y,; (= yrj) < yi; then
22: Reset
23: end if
24: end if
25: end if
26: ifz, =z, Vi,kel
27: conflict resolved = 1
28: end if

29: Update : y;; = Yrj, 2ij = 2kj>
30: Reset: y;; = 00, z;; = 0;

modified. The winning defender will update the vectors for the
winning task, as shown in line 29 of Algorithm 2. In addition,
some of the defenders may have to remove the same task from
their trajectories. As one task becomes invalid, the rest of the
trajectory after that task becomes invalid, and hence, defenders
must discard the trajectory from the first unassigned task.
Algorithm 2 gives the detailed steps involved in the global
trajectory generation process. After computing the winning tra-
jectory, winning bids, and winning defenders’ list, each defender
regenerates a locally optimal trajectory. Then, the defenders
share their bid values, and the global trajectory is then com-
puted. This procedure is repeated until all local trajectories are
unchanged in the global computation. In a nutshell, the local
trajectories are modified until they become globally valid.

C. Convergence of the Algorithm

The loss function for a trajectory L; () is defined in (14). The
composite loss function for a trajectory (L;(y;)) is a monotone
function; the function value increases with a newly added task.
Here, a newly added task in the trajectory p; increases the loss
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function exactly by the loss value of the individual task. Now,
from the definition of the cost function given in (15) for task T’
in the trajectory p;, the monotone condition can be written as

cij(pi) < ¢ij(p; ®n j)-

The characteristic of the above condition is similar to the
condition presented by [13, eq. (7)]. Note that DMRST-MTA
minimizes the cost, whereas Choi ef al. [13] maximize the
cost. Since the spatiotemporal cost is a monotone function, the
convergence proof given in [13] will hold for DMRST-MTA.

VI. PERFORMANCE EVALUATION OF DMRST-MTA

This section presents the results of a detailed performance
evaluation of the DMRST-MTA approach using simulations.
First, we present the simulation results for a typical scenario that
clearly illustrates the working of the proposed approach for an
increasing number of intruders. Next detailed Monte Carlo study
results are presented to evaluate the performance of the proposed
approach under different scenarios. Finally, the performance of
DMRST-MTA is compared with the decentralized AP approach.

The PDP considered here is the protection of a synthetic
convex territory region shown in Fig. 2. The vertices of the
considered territory are (20,0), (0,—20), (—30,—10), (—20,20),
and (10,30). For the simulation study, the number of defenders
(N) is set to 3, and the number of intruders (M;) at time ¢ is
limited by 6. Any defender can neutralize an intruder within a
neutralizing distance (r), and this is set at 5 m. The velocity of
the intruders (V7) is selected as 3 m/s. The maximum velocity
of all the defenders (V;*) is constrained at 4.5m/s.

A. Simulation Study

At any given time ¢, a total of six spatiotemporal tasks are
available. The results for a single initial condition are presented
here. The defender’s assignments of the intruders at different
times are shown in Fig. 4.

Fig. 4(a) shows the initial condition. The defender’s sensing
region is shown in a shaded region, and a defender can be
assigned to the observed intruder. Fig. 4(a) shows that three
defenders can sense only four intruders. As only four intruders
are sensed, three defenders create their trajectories to capture
the observed intruders. Here, we can see that D3 is unassigned.

Fig. 4(b) shows the scenario at 4 s. Defenders can sense
all six intruders. The defenders are assigned to the intruders
in a sequence; D will neutralize I; first, and then, it will go
for I5. First, the assigned intruder is shown by an * mark, the
second by a diamond, and the third by a square. The defender
D1 senses [ and I3; Do senses Iy, I, and Ig; and D3 senses
Iy, 15,15, and I4. Fig. 5 shows the sensed intruder by each
defender, and the assigned intruders are shown by the dark color.
Defender D can sense intruders I, I, and Ig. From these three
sensed tasks, two tasks {75, T} are assigned to Ds. Defender
D5, executes tasks by following trajectory po = {T5,Ts}. The
sequence of tasks can also be observed in the time axis of the
assigned tasks, where 75 comes before 7. The spatiotemporal
figure shows the time dimensions of the task, and one can
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Fig. 5. Spatiotemporal task assignment in spatiotemporal dimension. The
spatial location is denoted by angular position with respect to the center of
the territory. o shows the observed tasks, and assigned tasks are shown by .

observe that the defenders will execute the assigned tasks as
per increasing order of time.

Fig. 4(c) shows the scenario at 7 s, where D; has captured the
intruder [y, and there are only five remaining intruders. Even
though the number of intruders is changed, the same algorithm
gives the same previously planned assignment. D; is assigned
to I3, and the remaining assignments are unchanged. Fig. 4(d)
shows the scenario at 7.6 s, where D5 has captured /5 and is now
assigned only to Is. Fig. 4(e) shows the scenario at 11 s, where
D3 has captured the intruder 1. Now, there are three intruders
and three defenders. The assignment is the same as planned.
Fig. 4(f) and (g) shows the capturing of the remaining intruders.

The intruders are randomly changing the heading angles; the
path of each intruder is shown in Fig. 4(h).

From the simulation results, one can observe that a smaller
number of defenders can protect the territory against the larger
and varying number of intruders. Defenders can also neutralize
intruders who undergo small heading variations. The success of
the defense depends on the speed ratio, interintruder separation
distance, and the sensing range of the defenders. The effects of
these parameters are studied next.

B. Performance Evaluation Using Monte Carlo Simulations

Monte Carlo simulations are performed by varying the speed
limits of the defenders, sensing radii of the defenders, and
interintruder time separations. The velocity of the intruder is
kept constant, and the maximum velocity of the defender is
varied. A total of 15 intruders are considered in a single run,
and they come from random positions over a time interval. At
a time instant, at most six intruders are considered. Here, 500
randomized simulations have been conducted for each of the
Monte Carlo study. When all the intruders are captured in a
simulation run, it is called success. The success percentage is
computed as

# ful simulati
successful simulations _ 100,

Success (in %) = # total simulations

Fig. 6 shows the result that as the defender’s speed limit
increases, the success rate to capture the intruders increases.
The success rate is approaching 100% as some randomized
simulations may have infeasible tasks due to insufficient tempo-
ral separations between consecutive tasks. Fig. 6(a)—(c) shows
that for a given intruder velocity, as the defender’s velocity
increases, the success rate improves. The simulations have been
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TABLE I
100 SUCCESS RATE OF THE DEFENSE WITH VARIATIONS IN VARIANCE AND SPEED
9 OF DEFENDERS. V; = 2m/s, N = 3, AND M; = 6
80 -
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o
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8 50 5 96 % 95.6% | 95.4% | 95%
o
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C. Robustness Study
20
0 The proposed DMRST-MTA mainly uses the heading direc-
""" A, =% tion of the intruder for the computation of the spatiotemporal
0 5 10 15 20 25 30 35 40 45 50 tasks. In order to understand the effect of measurement un-

Minimum radial distance between intruders in meter

Fig. 7. Variation in interintruder separation distance N =3, M; =6,
Vi =3m/s, V3% = 6m/s.

conducted with different intruder velocities. For the lower in-
truder velocity, the success rate is higher. For higher intruder
velocity, the defender needs even higher velocity to capture
multiple intruders. A higher sensing range helps the defender
to detect the intruders earlier and plan accordingly. Fig. 6
shows that the success rate increases with increasing sensing
range.

The next set of randomized simulations were carried out by
varying the interintruder distance separations. We have used the
same setup as used for the number of intruders, except that
the newly added intruders have minimum separation in their
arrival times. This interintruder distance provides feasibility for
a smaller number of defenders to capture more intruders. Fig. 7
shows that when the interintruder distance separation increases,
the success rate increases. If the interintruder separation is
large, then the defenders can easily capture a large number
of defenders. This helps for strategy making for an intruder;
if the interintruder separation is small, then the intrusion rate
increases. In addition, these simulations were carried out by
also varying the sensing radius. As the sensor radius increases,
the planning time for the defender increases. The defender can
coordinate properly within the defender team, and hence, its
success rate improves. Fig. 7 shows that, here also, the success
rate increases with increasing sensing radius.

certainty of the intruder heading angles on the PDP, we have
performed simulations by adding noise to the measurements in
the heading angles of the intruders.

A zero-mean Gaussian noise is added to the heading direction
of the intruders. The variance of the noise is proportional to
the distance of the intruder from the boundary. When intruders
are far away from the boundary, the measurements will not be
accurate, resulting in higher variances. As the intruder comes
closer to the boundary, sensors become more accurate, and the
variance decreases. We have considered that the variance varies
linearly with respect to the distance; the value of o is highest at
a distance of 55 m (sensing radius of the defender) and zero at a
distance of 5 m. The parameters considered for the simulations
are Ry = 55m and V; = 2m/s. Table I shows the success rate
of the perimeter defense with uncertainties in the heading angle
measurements.

Next, a Brownian noise is added to the measured heading
direction of the intruders. The simulations with the Brownian
noise scenario results in a success rate of 90.5% for Vp = 4 m/s
and 94.6% for Vp = 5m/s.

From the results, one can clearly see that the effect of the
Gaussian noise in the measurement of the heading angle of the
intruder and the effect of the Brownian noise in the measure-
ments on the success rates are negligible.

D. Performance Comparison

The decentralized AP method was proposed in [11] for pro-
tecting a circular territory against radially incoming intruders.
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TABLE II
AVERAGE PERCENTAGE AND STANDARD DEVIATION OF CAPTURED INTRUDERS
OVER 100 RUNS FOR NAIVE, AP, AND DMRST-MTA APPROACHES

Uniform von Mises Bimodal Time-varying
Naive 64.9 £ 3.2 58.8 £ 3.6 64.8 £ 3.2 58.2+ 3.1
AP 64.9 £ 3.2 724+ 3.1 67.8 £2.9 65.6 +4.1
DMRST-MTA (£2) 65.6 +4.5 | 77.7+ 4.5 | 68.81+-4.8 71.24+4.8
DMRST-MTA (92) | 64.3 4.1 | 77.7+ 3.6 | 69.8+4.0 70.0 + 5.2

Defenders compute adaptive partitions by estimating the distri-
butions of the intruders, and then, defenders follow a path to
capture a maximum number of intruders in that partition. The
proposed DMRST-MTA approach is capable of protecting a con-
vex territory with partial observability against multiple intruders.
For a fair comparison of both approaches, we have considered a
restrictive case for DMRST-MTA to match the conditions given
in [11]. We have considered the same simulation setup, where
the territory is a unit circle, and intruders are radially moving
toward the territory with a speed of 0.5 m/s and a speed ratio of
1. The intruders are spawn according to a Poisson process with
an arrival rate of 4 over a period of T' = 30 s.

The studies are conducted for the following distributions: 1)
uniform distribution; 2) von Mises distribution with a mean =
0 and k = 2; 3) bimodal distribution, which is generated by
combining two von Mises distributions with a mean of 0 and a
mean of 2.5; and 4) time-varying distribution, which is generated
by changing the mean of the von Mises distribution at every 10
s to a mean whose values are {0, 7, 37/2}.

The results for the different distributions are given in Table II.
The results with the proposed DMRST-MTA, where the defender
can operate inside and on the perimeter, are given in the row
of DMRST-MTA (€2). For comparison purpose, the defenders
are restricted to operate only on perimeter, and these results are
shown in the row of DMRST-MTA (052). From Table II, one can
see that the proposed DMRST-MTA approach performs better
in all cases compared to both naive and AP approaches. For
the uniform and bimodal distribution, the success is improved
by 1%, while for von Mises and time-varying distribution, the
success is improved by 5% compared to the adaptive portioning
approach.

Overall, based on results, one can say that the DMRST-MTA
is a scalable solution to neutralize more intruders with a smaller
number of defenders. It can also handle partial observability and
is robust to uncertainty in the estimation of the spatiotemporal
tasks.

VII. CONCLUSION

In this article, a new DMRST-MTA approach was presented
for solving the PDP. In the problem studied here, a smaller num-
ber of defenders with partial observability among themselves
were defending a convex territory against a large and varying
number of intruders. An intruder was estimated to reach the
perimeter at a specific location and at a specific time based on
the velocity of the intruder. A spatiotemporal task was defined
for a defender to reach that specific location at that specific
time to neutralize that intruder. The PDP was converted into an

MRST-MTA problem. A modified CBBA, based on the compos-
ite loss function and the general cost function, was used to solve
the problem of assigning defenders to multiple intruders in a
scalable decentralized fashion. Monte Carlo simulation studies
clearly showed that the speed ratio, arrival rate, and sensor radius
significantly influence the mission success. If the speed ratio
is higher (3 or more), then the success rate is higher and can
reach 100%. As the interintruder radial distance increases, the
success rate increases linearly. If the sensing radius is greater
than the maximum distance between any two points in the
convex territory, then defenders achieve better performances.
The DMRST-MTA approach shows 1-5% improvements in
success percentage for different arrival distributions of intrud-
ers compared to the decentralized AP approach. The proposed
DMRST-MTA approach is robust against uncertainties in the
heading direction of the intruders. Further work is needed to
develop a method to find an optimal utilization of a dynamic
number of defenders to handle any number of intruders and also
handle agile intruders.
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