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Abstract— Multi-robot collaboration in large-scale environ-
ments with limited-sized teams and without external infras-
tructure is challenging, since the software framework required
to support complex tasks must be robust to unreliable and
intermittent communication links. In this work, we present
MOCHA (Multi-robot Opportunistic Communication for Het-
erogeneous Collaboration), a framework for resilient multi-
robot collaboration that enables large-scale exploration in the
absence of continuous communications. MOCHA is based
on a gossip communication protocol that allows robots to
interact opportunistically whenever communication links are
available, propagating information on a peer-to-peer basis. We
demonstrate the performance of MOCHA through real-world
experiments with commercial-off-the-shelf (COTS) communi-
cation hardware. We further explore the system’s scalability
in simulation, evaluating the performance of our approach as
the number of robots increases and communication ranges vary.
Finally, we demonstrate how MOCHA can be tightly integrated
with the planning stack of autonomous robots. We show a
communication-aware planning algorithm for a high-altitude
aerial robot executing a collaborative task while maximizing
the amount of information shared with ground robots.

The source code for MOCHA and the high-altitude UAV
planning system is available open source'.

I. INTRODUCTION

Air-ground collaboration has proven to be an effective
approach to performing autonomous large-scale exploration
of unknown environments [1], [2], [3]. Unmanned ground
vehicles (UGVs) provide stable platforms for large sensors,
and can safely approach and inspect objects of interest on the
ground. However, the sensors’ field of view and range can
be limited by terrestrial obstacles like trees and the UGV’s
motion is constrained by traversability limitations and speed
considerations.

Unmanned aerial vehicles (UAVs), by contrast, are not
confined to two-dimensional motion, can avoid many obsta-
cles by flying at higher altitudes, and can provide vantage
points that cover more of the scene. However, UAVs expend
significantly more energy on locomotion [4]. Therefore,
heterogeneous robot teams can harness the advantages of
both air and ground vehicles when exploring large-scale
environments to outperform either modality alone.
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Fig. 1.
to enable communications between a UAV and three UGVs. The UAV first
communicates with robot 2 and exchanges information. Middle: The UAV

Top: Visualization of the real-world experiments using MOCHA

acts as a data mule transmitting robot 2’s information to robot 3, which
itself propagates the information to robot 1. Bottom: Autonomous robots
during our heterogeneous exploration experiments: the Falcon 4 UAV and
Clearpath Jackals.

In this context of robot collaboration, a reliable communi-
cation system is critical for successful mission completion.
Communication is necessary for coordinating goals, sharing
maps, and informing operators about the progress of a
mission [2], [5], [6]. Existing works focus on addressing the
challenges of data fusion [7], development of robust con-
sensus algorithms [8], [9], efficient task allocation [10], and
probabilistic and graph-theoretic approaches for achieving
collaborative behavior [11], [12]. However, most frameworks
do not address the specific needs of multi-robot collaborative
missions when guarantees on communication capability can-
not be provided. Instead, they attempt to maintain connectiv-
ity [13] or establish links in a predictable fashion at desired
rendezvous points [14], [15], [16]. Nevertheless, when team
sizes are limited and the physical scale of the environment is
large, it makes sense to allow vehicles to move out of each
other’s communication range in order to maximize the area
explored by the team in a finite amount of time. As such, we

2610



Robot 1

Goal
Goal Selector : Software Interface

S

: g
) : Pose 8
Pose Estimator - —=— gstware Interface | 5
- Mapper
Object Mapper Software Interface

Fig. 2. Communication stack architecture from a single robot point of view.
A shared configuration file defines the topics committed to the database
and network topology, which generates the required software interfaces and
synchronization channels.
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would expect individual vehicles to be operating in isolation
or forming small communication cliques for most of the task
execution time in real-world settings.

In this work we present MOCHA, a communication and
coordination framework for collaboration in large-scale en-
vironments with a limited number of robots. We assume
that the individual communication range of each robot is
a small fraction of the environment’s total size. MOCHA
adopts a gossip communication strategy, where two or more
robots exchange information pairwise whenever they are in
communication range. Gossip approaches have numerous
benefits [17]: they converge to a global consistent state,
are simple to implement and analyze, are robust to network
disruptions, and are particularly well-suited for low-volume
exchanges such as those in robotics applications with rela-
tively small teams. MOCHA provides most of the advantages
of consensus algorithms [18] for communication without the
computational complexity. Moreover, as the communication
between robots is negotiated, MOCHA incurs less channel
contention than flooding protocols [19].

We provide a complete system for real-world robot team
communication, including a usable software stack to enable
further multi-robot research in the field using commercial-
off-the-shelf (COTS) communication hardware. To sum up,
our contributions with MOCHA are:

e An open-source collaboration framework for robots
operating with intermittent communications, extensively
tested through in multiple multi-robot deployments
in real-world [2], [20] and simulations experiments.
Existing and future coordination algorithms can be
incorporated into our framework for large-scale field
deployments of heterogeneous robot teams.

e An open-source planner for a high-altitude UAV that
demonstrates the utility of using MOCHA to inform
autonomy for actively optimizing communications.

II. RELATED WORK

Communication in field robotics can be separated into
two paradigms: 1) ensured network connectivity and 2)
opportunistic communication.

A. Ensured Network Connectivity

Ensured network connectivity approaches rely on guar-
anteeing constant communication between all robots. These
approaches require deploying enough agents to cover a
particular area, some of them acting as relay nodes, and
constructing a mesh network where packets can be routed

]U RID |8 TID | Time [s] | Time [ms]

Fig. 3. MOCHA header bit field. RID stores the robot ID, whereas TID
stores the topic ID. Our communication system can manage a maximum of
256 nodes, each with up to 256 topics.
between the nodes. Ad-hoc networks with the proper routing
protocols [21] or COTS solutions, such as mobile ad-hoc
mesh networks (MANETS), can generate appropriate mesh
networks. For instance, in [14], robots can perform a mis-
sion while keeping connectivity through reactive controllers.
Other works focus on deploying robots in specific configu-
rations [13] to guarantee continuous communication [22].
Ensured network connectivity systems are advantageous
when the nodes require real-time feedback from an operator
to provide high-level commands. For instance, some teams
at the DARPA SubT challenge deployed MANETSs nodes,
generated mesh networks to extend communications among
all nodes, or used wired backbones to extend communica-
tion [5].

B. Opportunistic Communication

Opportunistic strategies do not aim to maintain con-
nectivity, but rather take advantage of it when available.
Opportunistic communication offers significant advantages
over ensured network connectivity approaches: by relaxing
the fully-connected constraint, the number of nodes in the
network can be reduced, and mobile agents can act as data
mules [23], propagating messages far beyond the communi-
cation range of the wireless transceivers.

Recently, DDS-based [24] approaches with ROS 2 [25]
have been used for communication in multi-robot settings,
such as CHORD [26]. However, ROS 2/DDS approaches
based on the reliable QoS are only suitable for short inter-
mittent disconnections, as networks become congested when
a node reconnects after an extended period of time. The au-
thors aimed to improve congestion management when nodes
reconnect after a long period of inactivity in ACHORD [27].
They did this by modeling communication channels and
using communications-aware coordination based on the size
of message queues. Still, there is a limit to how long robots
can explore since they need to get within communication
range periodically to flush their queues.

Compared to existing solutions, MOCHA is completely
opportunistic. It does not require periodic rendezvous, radio
deployments, or continuous communications between robots.
Our communication approach is robust and predictable and
reduces network congestion by cleverly propagating only the
latest information available from each node. Similar to [27],
we provide metrics to inform higher-level planning decisions
in the nodes. Our framework, however, does not impose
restrictions on how long the nodes can explore without
communication.

III. METHODS

A. Distributed Communication System

The architecture of the communication stack for each robot
in the team is shown in Fig. 2. The communication stack is
composed of the following elements:
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« Database (DB) Server: a key-value storage that records
all the system’s messages. Robots can store messages
produced locally through software interfaces or get
messages from other robots through a synchronization
channel. The DB provides a simple API to store and
retrieve messages. To reduce network traffic, all pay-
loads are throttled and compressed with LZ4. It is worth
noting that data from each robot is stored separately,
allowing robots to store-and-forward other agents’ data.

o Software Interfaces: These interface the rest of the
robot middleware with MOCHA. For instance, when
using ROS, the software interfaces subscribe to other
ROS topics and perform the required DB API calls to
insert the data into the DB Server. Conversely, when
the DB server receives messages from another robot,
the software interfaces publish the messages in the
namespaced ROS topics.

o Synchronization channels: perform the peer-to-peer
synchronization between two nodes. The synchroniza-
tion channels are based on ZeroMQ [28], following
the request/reply model. We have experimentally proven
that this approach provides the highest reliability for in-
termittent communication. The synchronization process
is described in detail in Sec. III-A.2.

1) Message Headers: MOCHA relies on a key-value
storage model. All messages are stored in an in-memory
database on each robot, where the key is the message header,
and the value is the binary payload of the message. Headers
are computed when a robot inserts a message into its own
database.

A header is composed of the following elements, shown
in Fig. 3:

o RID and TID: These fields identify the robot and topic

ID of the message, respectively.

e Time [s] and Time [ms]: store the local robot time that

produced the message.

MOCHA relies on a configuration file shared among all
nodes that describes the different nodes in the network, the
topology, and which topics are published by each robot. RID
and TID are computed from the configuration file.

2) Synchronization: 'The synchronization process is
shown in Fig. 4. For simplicity, we will consider the point
of view of a client robot fetching information from a remote
server. Any node in the system can perform the client or
remote server role, and in general, perform both roles in
different exchanges.

The client starts by requesting the lists of headers from the
server, which is a concatenated stream of all its most recent
headers. The header list size is S, = Zi r;, Where r; is the
number of topics provided by robot i on the network. As the
size of the header is only 6 bytes (Fig. 3), the exchange of
all the headers is a fast operation that usually happens within
a single ZeroMQ frame?. This is crucial to keep the amount
of information exchanged bounded: a client ¢ can request at
most Sj — r; messages in the worst-case scenario.

2https://rfc.zeromq.org/spec/13/
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Fig. 4.  Synchronization procedure for the distributed communication
system. Any node in the system can perform the client or server role. Bold
text represents the action of MOCHA in the robot, whereas the text in
italics represents the message transmitted to the other peer. We consider the
synchronization complete when the client reaches the end of interaction
stage.

End of interaction

The client robot compares its local list of headers with
the one from the remote server and decides which messages
to request based on the timestamp field (i.e. requesting
messages that are newer than the locally stored messages).
Messages are requested in order based on their predefined
priority. Payload transmissions are performed individually
through synchronization channels. The client commits the
message into its database once a transmission from the server
is successful.

The client does not immediately discard old messages
for a particular RID and TID to remove potential race or
lock conditions during the communication exchange. This
scenario occurs when three robots form a communication
chain: A — B — C. In this case, C' may request information
from A through B, while B may be updating messages from
A directly.

In case of disconnection, there are two possible scenarios:

e Short-term disconnection: ZeroMQ can recover from
intermittent disconnection, and a message may continue
transmission. A polled timeout of 5 seconds was set for
this condition in our experiments.

o Long-term disconnection: The synchronization fails be-
fore reaching the end of interaction stage. The synchro-
nization is interrupted and it will be performed again
from the beginning if opportunity allows. In this case,
the client would request a new list of headers. Only the
messages that have not been synchronized previously
will be requested.

3) Additional Features: MOCHA requires no explicit
clock synchronization between nodes, as the message for
a particular RID may only be modified by the robot that
produced it. Thus, all the header data processing on the
client side compares only previous timestamps from the same
robot.

The synchronization procedure can be triggered based
on information from the physical layer (PHY), such as a
predefined signal-to-noise ratio (SNR) or a received signal
strength indicator (RSSI) threshold. Alternatively, a recurrent
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Fig. 5. State machine describing the communication-aware exploration

mission for the UAV. Transitions between states occur when timers elapse
(timeout) or when an event occurs, such as finding a ground robot or ending
communications. In our experiments, we used ¢; = 3min, { = 2min,
ts = 45s, and t. = 20s.

synchronization timer can be set for every communication
channel.

Finally, while our system does not explicitly support send-
ing incremental updates of topics, the user may aggregate
small messages into larger database updates which reduces
network overhead substantially and allows the synchroniza-
tion complexity to scale linearly with the number of topics
rather than the number of messages. For example, if we
desire to transmit the history of poses of a robot to a
ground station, we could concatenate these poses into a
single message and commit it into the database.

B. Network and Communication Metrics

MOCHA provides high-level information about the com-
munication status between nodes. These include:

o Last synchronization time with a particular node.

o Link quality, measured as round-trip time (RTT) and
network bandwidth. Metrics from the network physical
layer can also be provided, such as SNR or RSSI.

o Status of the exchange: idle, comm start, comm end,
timeout.

IV. EXPERIMENTS
A. Communication-aware Exploration

We leveraged the metrics provided by MOCHA to inform
the planning stack for a high-altitude UAV. This experiment
builds on our previous work [2]: the UAV performs an explo-
ration task in an unknown environment by following a set of
predefined waypoints. While exploring the environment, the
aerial robot generates a semantic map transmitted to multiple
ground robots in the field. Ground robots use this map to
localize themselves, find objects of interest (such as cars),
and plan trajectories toward these objects of interest, which
we refer to as goals.

We observed that when the UAV performs only explo-
ration and passive communication, increasing the number
of ground robots resulted in diminishing returns as maps
are not transmitted back to ground robots regularly. The
communication-aware exploration proposed in this section
addresses the shortcomings of our previous work.

In our strategy, the UAV transitions between two main
modes: exploration and communication. The state machine
describing the algorithm is shown in Fig. 5. The UAV starts

Fig. 6. Communication-aware planning. Top: A high-altitude UAV per-
forms an exploration task on a set of predefined waypoints and transmits the
aerial map to ground robots deployed in the field (INIT and EXPL states).
Bottom: The UAV transitions to a search task (SEARCH state), searching
for UGV 1 using predefined routes. Red lines represent the no-fly zones.

its mission with an initial exploration task (INIT), following
a predefined set of waypoints. After a predetermined time,
it transitions to a search task (SEARCH), where it seeks
one of the ground robots to communicate in a round-robin
fashion. This search is performed using the same waypoints
as the exploration task, planning new routes between them,
and avoiding no-fly zones. The last known position of the
ground robot or the robot’s current goal are used as heuristics
for where to search. If the ground robot is found, the UAV ac-
quires the current position of the ground robot and proceeds
to transition to COMM, where it flies over the new robot
position to maximize communication bandwidth until all
communications are finished. Otherwise, the UAV transitions
into a new exploration task (EXPL), where it continues
to explore waypoints. If the exploration task finishes (all
waypoints are reached), the UAV only performs search tasks.

We defined the UAV waypoints manually for safety rea-
sons, but alternatively, these can be generated automatically
with a coverage algorithm. The UAV performs passive com-
munication during EXPL and INIT states too, but the quality
of the channel deteriorates rapidly as the UAV flies away
from the ground robots. The UAV mission ends when the
battery level falls under a pre-specified threshold, and the
safety pilot manually lands it.
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Configuration Performance Message wait

Comm Mean
Radius UAVs  UGVs ?‘;&]us time 1‘[48‘;3“ f:]’

[m] [min]
5 1 3 36.70% 23 0.17 0.87
5 1 5 70.00% 16.4  0.18 1.29
5 1 10 76.70% 15.8 0.53 5.13
5 2 3 40.00% 19.7 023 1.44
5 2 5 73.30% 18.6  0.24 2.42
5 2 10 70.00% 15.2  0.63 6.90
10 1 3 46.70% 16.5 0.32 1.80
10 1 5 55.60% 149  0.40 2.85
10 1 10 76.70% 14 1.33 13.89
10 2 3 53.30% 14.1 0.61 3.27
10 2 5 70.00% 13.8  0.62 4.93
10 2 10 73.30% 11.7  1.11 13.95
20 1 3 50.00% 14.6  0.38 2.66
20 1 5 55.60% 13.7  0.49 3.76
20 1 10 86.70% 14 1.47 25.73
20 2 3 43.30% 16 1.05 6.02
20 2 5 66.70% 12.1  0.95 8.43
20 2 10 75.60% 13.8 391 55.39
30 1 3 40.00% 16.1  0.36 2.62
30 1 5 66.70% 149 0.95 6.85
30 1 10 93.30% 139 3.21 3545
30 2 3 60.00% 18.3  1.20 6.60
30 2 5 62.20% 12 1.50 12.08
30 2 10 73.30% 10.5 6.80 80.92

TABLE I
SIMULATION RESULTS FOR MULTI-ROBOT EXPERIMENTS.
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Fig. 7. Total bandwidth evolution for two real-world experiments with one
UAVs and three UGVs. We can observe that communications are sporadic,
with extended silent periods when robots are not within communication
range.

B. Real-world deployments

We deployed the system described in Sec. III on our
autonomous platforms, shown in Fig. 1:

e Ground robots: Clearpath Jackals, fitted with AMD
Ryzen 3600 CPUs and an NVIDIA GTX 1650 GPU.
These robots perform navigation and obstacle avoidance
using an Ouster OS1-64 LiDAR.

« Aerial robots: our Falcon 4 UAV [29] was used for high
altitude operations. This robot is equipped with a U-blox
F9P GPS, a downward-facing OVC camera [30], and a
PX4-based flight controller. This system executed the
communication-aware exploration algorithm described
in Sec. IV-A.

We tested both Rajant MANETSs as well as ad-hoc WiFi
with Babel [21] for the PHY, both working at 2.4 GHz.
Experimentally, we observed that the Rajant radios perform
better than WiFi+Babel, particularly since routing tables
were created faster and the association time was lower.

To decrease network congestion, we did not use the mesh
capabilities of the Rajant nodes and only performed one-hop
communication. We triggered the synchronization procedure
when the RSSI threshold was greater than 20 dBm.

We performed tests in three locations, shown in Fig. 8.
These locations showcase distinct communication conditions,
from open spaces to dense urban environments. Experiments
ran for 116 accumulated minutes, and the ground robots trav-
eled an accumulated distance of 17.8 km. The real-time band-
width evolution during two experiments in these locations
is shown in Fig. 7. We observe that the bandwidth spikes
sporadically only when robots are within communication
range. Compared to the literature [27], MOCHA achieves
similar bandwidth rates with far sparser communication, as
the system can support extended periods of isolation between
nodes. 99.5% of the 1720 interactions in these experiments
finished successfully from header exchange to transmission
end, and only seven interactions were interrupted. This can
be explained by the high RSSI chosen to trigger communi-
cations. More importantly, we do not observe any clogging
of the network when robots return to communication range.

C. Simulation Experiments

We performed simulation experiments with the twofold
goal of 1) analyzing the behavior of MOCHA over varying
team configurations (i.e., number of UAVs and UGVs) and
communication ranges and 2) stressing the capabilities of
MOCHA over congested communication regimes.

We used real-world data from our experiments to design a
transmission model between robots which we implement in a
photorealistic, physics-based simulator in Unity with ROS in-
terfaces (Fig. 8). Furthermore, our simulated robots used the
same perception and planning stack as our physical robots,
which emulated realistic latencies and noise in our system.
We limited the total experiment time to 30 minutes. Robots
performed the communication-aware exploration mission de-
scribed in Section IV-A. For configurations with multiple
UAVs, the second UAV only performed a SEARCH task.

1) Transmission Model: We implemented a transmission
model parameterized by exponential distributions describing
latency per byte transmitted

— Az
Flany =0T T2 M)
0 z < 0.

where A is related to the rate of the channel. We fitted
three different distributions for the different stages of the
communication: One for the header request (A\), one for
each piece of data transmitted ()\;), and one for the end
of communication message (\.). These distributions aim to
model the communication exchange latency as a Poisson
point process. Experimentally, we obtained: )\, = 2.67,
Ae = 0.51, and Ay = 7.63.

We imposed the constraint that only a single robot can
broadcast on the wireless channel at a time to simulate
network contention. This is a worst-case scenario, as real-
world experiments exhibit spatial multiplexing when node
cliques are well separated.
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Real-world

Simulation

Fig. 8.

Top: Real-world environments used for experiments. Left: urban environment showcasing tall buildings and cars. Center: semi-urban environment

with open spaces and grass fields. Right: rural environment with dense forest. The areas for these environments are 62500 mZ2, 105000 m2 and 157000 m?
respectively. Bottom: Environment for simulation experiments. Left: Unity-based simulation overview, with a total area of 62570 m?. Right: Bird’s-eye

view of the semantic map captured by the UAV in the simulator.

2) Experimental Results: Tab. I summarizes our simula-
tion configurations and results. We limited the communica-
tion radius to mimic different RSSI thresholds that trigger
communication. We evaluated two performance metrics: the
number of goals found, and the mean time to goal. We
also evaluated the average message wait time and standard
deviation, as a measure of channel contention.

The results indicate that task performance is primarily
driven by the number of UGVs and channel contention.
As expected, the number of found goals increases with the
number of UGVs. Across fixed communication radii (or for
fixed transmission power for the radios), the 1 UAV / 10
UGVs teams consistently outperform other configurations in
terms of the number of found goals. Moreover, for a single
UAV increasing the radius of the communication also has
a positive impact. Teams with 3 and 5 UGVs generally
benefit from an additional UAV that acts as a data mule.
However, when operating with 10 UGVs or with a 30 m
communication radius, the benefit of additional connectivity
is offset by increased contention, which leads to decreased
task performance.

The average time to goal, on the other hand, improves
with larger teams and larger communication radii. Target
disambiguation is an important factor for time to goal, and
disambiguation messages are less affected by contention
as they have a high priority and a small size. Moreover,
larger communication radii and an additional UAV helped
the ground robots acquire maps and make initial plans more
quickly, further improving time to goal.

V. CONCLUSION

In this work, we proposed MOCHA: a resilient, gossip-
based opportunistic communication and coordination frame-
work for multi-robot field deployments. MOCHA enables
large-scale collaboration between teams of heterogeneous

robots, without imposing limitations on disconnection time,
and provides network and communications metrics that can
be exploited to inform higher-level autonomy behaviors. We
also presented an example of communication-aware explo-
ration by an aerial vehicle.

We performed extensive testing of MOCHA in simulation
and real-world experiments. We explored the limitations of
our method as the number of agents increased, and we
showed that network contention does not affect performance
significantly in our 1 UAV / 10 UGVs simulation. Thanks
to spatial multiplexing, where multiple robots can transmit
simultaneously if they are separated enough, our system
scales well when both the size of the environment and the
number of robots grow. A higher number of nodes may
reduce network performance due to contention, particularly
if the communication radius is comparable to the size of the
environment. In these situations ensured network communi-
cation schemes may be preferable.

Incorporating network models from the environment based
on the semantic map obtained from the UAV is an appealing
path for improvement. For instance, ground robots could
plan routes towards dynamic rendezvous points, maximizing
communication probability with other nodes in the system.

Finally, we should note that our system does not require
any time synchronization between nodes. If strict temporal
ordering of the updates is require, we can introduce a
Lamport clock [31] as described in [32].
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