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Abstract— Modern algorithms allow robots to reach a greater
level of autonomy and fulfill more challenging tasks. However,
on-board limitations regarding computational and battery re-
sources are hindering factors regarding the deployment of such
algorithms particularly on mobile robots. Although offloading
a majority of the algorithmic components to the edge or even
cloud offers an attractive option to leverage massive computing
power in robotics applications, safety and reliability remain
critical issues. This paper presents a minimalistic safety fallback
mechanism when offloading mobile robot navigation to the
edge, that ensures safe and collision-free navigation even in the
presence of failures in the connection between the on-board
and edge-devices. We show the effectiveness of our approach
through extensive testing in three different relevant scenar-
ios in a simulated warehouse environment. Our experiments
demonstrate the effects of different fallback strategies and show
how our proposed approach is able to ensure safety while
allowing the robot to continue its mission during an interrupted
connection and thus avoiding unnecessary downtime.

I. INTRODUCTION

Mobile robot systems are an integral component of the

factories of the future. Due to the mobile systems’ limitations

regarding on-board compute and power resources, there

is an increasing interest in edge computing solutions for

Autonomous Mobile Robots (AMRs) [1], i.e., employing

remote compute platforms (edge) within the same local

network to reduce the communication latency compared to

cloud computing. Edge and even cloud robotics [2] have

emerged as an attractive option to leverage high computing

power and large storage spaces in the robotics domain.

However, transferring computational workloads from the

robots’ on-board computing platform to the edge-/cloud-

continuum introduces additional challenges such as limited

network bandwidth, increased latency and unreliable wireless

communication. Although these issues are investigated in

current research, safety considerations and their implications

on task performance are still important open issues [3].

In this paper, we focus on the safety aspects of transferring

algorithmic components from the robot’s on-board compute

to a remote edge compute platform. As example application,

we consider AMR navigation employing the modern Navi-

gation2 stack [4] included with the Robot Operating System

(ROS2) [5]. Therefore, we containerize the navigation stack

and use Kubernetes to deploy the containers in an edge-

server with only the low-level sensor and actuation nodes

remaining in the robot’s on-board container as depicted
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Fig. 1. System overview.

in Fig. 1. That is, the robot’s perceived raw sensor data

is transmitted to the navigation container running on an

edge-server, where the navigation modules (i.e., localization,

global and local path planning) are executed and only the

final velocity command is sent back to the robot to control the

actuators. From a safety perspective, the weak spot in a real-

world deployment of such a system is the wireless connection

between the robot’s on-board compute and the navigation

components running in the edge. In case this connection gets

interrupted, a correct and collision-free performance of the

navigation task can not be guaranteed anymore. The simplest

and still safe solution would be to detect a broken commu-

nication, stop the robot and wait until the communication

is reestablished. However, in a large-scale manufacturing

environment, even a short downtime of one robot could lead

to significantly increased costs [6], [7]. Another option could

be to leave the calculation of the velocity commands on

the robot to ensure collision-free navigation. However, for

scalability reasons, the goal is to keep the robot hardware

and software setup as simple and lightweight as possible.

In this paper, we propose a minimalistic fallback mech-

anism for edge-based mobile robot navigation, that ensures

safe, collision-free navigation without stopping the naviga-

tion task unless a safety-critical situation occurs, which keeps

the impact on the navigation task performance at a minimum

level. We demonstrate the feasibility of our approach by

extensive evaluation in a simulated warehouse environment

in three different relevant navigation scenarios.
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II. RELATED WORK

There is a large variety of research directions focusing

on leveraging the enormous potential offered by the edge-

/cloud-continuum for robotics [2], [8], [9]. Particularly, em-

ploying edge-/cloud-systems in robotics enables exchange

of knowledge [10] between individual robots or, going

even further, centralized algorithms [11], sophisticated multi-

robot collaboration [12] and the creation of a digital twin

[13]. Another research direction is offloading compute-heavy

and resource-hungry algorithmic components to the edge to

reduce the robots’ on-board power consumption and thus

increase their battery-lifetime [14]. However, transferring

computational workloads to a remote compute platform

always comes at the cost of additional latency for data

transmission and thus there is always a trade-off between

network bandwidth and latency vs. on-board compute [14].

Hence, some research has focused on investigating the opti-

mal allocation of algorithms in edge-/cloud-robotics systems

[15] as well as the orchestration problem including mixed-

criticality considerations [16]. [16] focuses on extending

the Kubernetes scheduling system with real-time criticality

specifications such that the orchestration scheme prefers to

deploy real-time critical containers on on-board devices.

Other recent efforts have emerged to combine the de-facto

standard robotics framework, the ROS2, with cloud-native

tools like Kubernetes [17], [18].

Recently, there also have recent efforts focusing on of-

floading the navigation components of AMRs and deploying

them in the edge [19] or even the cloud [20]. In their real-

world experiments, [19] particularly focus on investigating

the communication latency when the robot moves from one

access point the environment to another one. However, safety

remains an important issue when offloading algorithmic

workloads such as the entire AMR navigation stack to a

remote compute platform in the edge or even cloud [3],

which has received less attention compared to other aspects

of edge-/cloud-robotics.

III. FAULT TOLERANT NAVIGATION

DISTRIBUTED BETWEEN ROBOT AND EDGE

A. Offloaded robot navigation

Over the last decade, the Robot Operating System (ROS)

[21] has become the de-facto standard for software and

application development as well as academic research in the

robotics domain with its successor ROS2 [5] being targeted

towards industrial applications and product-level readiness.

ROS2 comes with its own navigation framework, namely

Nav2 [4], a highly configurable and flexible stack for mobile

robot navigation. In this paper, we containerize the Nav2

stack with the help of Docker [22] and we use Kubernetes

[23] to deploy these containers on different computation plat-

forms within one Kubernetes cluster. We run the navigation

stack in one container deployed in an edge-server separated

from the robot’s low-level control, which is still executed on

the robot’s on-board compute platform. The navigation part

consists of Adaptive Monte Carlo Localization (AMCL) [4],

ID Short name Edge Robot

1 no countermeasures Nav2 low-level control

2 network safestop Nav2
network safestop before

low-level control

3 safety fallback Nav2
safety fallback before

low-level control

4
navigation &

safety fallback
Nav2

fallback controller and

safety fallback before

low-level control

TABLE I

OVERVIEW OF THE FOUR DIFFERENT ON-BOARD FALLBACK

STRATEGIES.

[24] for localizing the robot in combination with the NavFn

global planner implementing Dijkstra’s algorithm [4], [25]

for global path planning and the DWB [4], [26] controller for

local path planning as well as Nav2’s behavior tree navigator

for coordination.

B. Potential failures

In case the connection between the robot and the nav-

igation components running in the edge gets interrupted, a

correct and collision-free performance on the navigation task

can not be guaranteed anymore. There are multiple issues

that can cause such an interrupted connection. In this paper,

we focus on two possible failure cases, namely a commu-

nication error and a failure of the navigation components

in the edge including a stateful recovery mechanism. From

the robot’s perspective, both failure cases are identical with

no more velocity commands being received from the edge

server. The difference is in the edge’s perspective: in case of

a communication failure, the edge container stops receiving

sensory data and thus the navigation components in the edge

are unable to update their internal belief about the robot’s

state and, once the communication is restored, need to handle

discrepancies between new incoming sensory data and their

outdated internal belief, which leads to high uncertainty.

In case of an application failure, the robot continues to

transmit sensor and odometry data, which could be used by

the orchestration to recover from the application failure by

restarting the failed component and initializing it with the

last known healthy state and the robot data received since

then.

C. Fallback strategies

Table I gives an overview of the different fallback strate-

gies investigated in this paper. In setup 1, there is no on-

board fallback enabled and the robot relies on the velocity

commands from the edge container to be correct and received

on time. We describe the other setups employing on-board

fallback strategies in following paragraphs in detail.

1) On-board network safestop: In its simplest form, our

on-board fallback approach to mitigate an interrupted con-

nection between robot and edge permanently checks that the

last velocity command is valid, i.e., sufficiently up to date.

In case the delta δt(v) = tnow − tlast vel between the current

time tnow and the time the last velocity command has been

received surpasses a certain threshold ε , i.e., δt(v) > ε , we
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Fig. 2. Overview of the on-board fallback obstacle safety-layer

set the robot’s velocity to 0 until an new, up-to-date velocity

command is received from the edge container. Although

this strategy ensures that the robot is safe and not actively

colliding with anything, it impairs the robot’s navigation task

performance, which could be undesirable.

2) On-board fallback obstacle safety layer: To improve

the availability of the robot during network connection

failures, it is necessary that the robot can continue its

driving mission, even if no new velocity commands arrive

at the robot. However, if the robot continues to follow an

outdated velocity command, collisions with obstacles in the

environment can occur. Therefore, we foresee that a safety

layer runs locally on the robot. The objective of this safety

layer is to detect obstacles within a safety critical distance

dsa f e to the robot and in this case enforce a stop of the

robot. For this purpose, we use the safe concept depicted in

Fig. 2, that is based on the perception approach proposed

in [27], which is available as sample application within

Intel’s Robotics SDK1. On our robots used for evaluation,

the perception module uses a RealSense depth camera and

creates a costmap containing all safety relevant obstacles.

Then, for each obstacle an evaluation is conducted, during

which the distance of each object towards the robot is

compared against a user-defined safety region around the

robot (e.g., defined by the robots stopping distance). If the

object is located within this safety region, we enforce a stop

of the robot.

As a result of this safety concept, the robot can continue

to drive with the last received velocity command until its

safety region is violated. In other words, there is no need

to stop the robot immediately upon detection of a network

failure, instead the robot can continue to operate in a safe

manner until it is too close to an object in the environment.

3) On-board fallback navigation and obstacle safety: The

fallback obstacle safety layer as described in Sec. III-C.2

allows the robot to continue driving even in the presence of

a failure of the connection between the robot’s on-board and

navigation container in the edge. However, without additional

on-board navigation capabilities, the robot is doomed to

drive with the last know velocity command. Therefore, we

introduce a minimalistic on-board fallback controller, that

is running in addition and prior to the fallback obstacle

safety layer on-board. Similar to network safestop in Sec. III-

C.1, we check the temporal difference δt(v) = tnow − tlast vel

since the last received velocity command. If this delta is

1https://amrdocs.intel.com/docs/2.0/index.html

(a) (b)

Fig. 3. Visualization of our simulation scenarios with the robot being
located at its start location. The green star indicates the navigation goal
of the robot whereas the red circle indicates the area where the simulated
communication loss is triggered.

below a certain threshold, i.e., δt(v) <= ε , the incoming

velocity command is considered sufficiently up-to-date and is

forwarded unaltered to the fallback obstacle safety module.

Note that this approach does not increase the robot’s on-

board computational load and thus energy consumption dur-

ing normal mode, as the fallback navigation is only activated

in case of connection failures. If however, the last velocity

command becomes outdated, i.e., δt(v) > ε , the fallback

navigation module switches to an on-board navigation mode.

During normal operation, the fallback navigation module,

in addition to the last velocity command, also stores the

last plan, i.e., a sequence of poses P = (pi)
n
i=1 with pi =

(xi,yi,θi), which is transformed from the map frame into the

robot’s coordinate frame. This transformation is necessary,

since once the connection to edge is interrupted no more

global localization information are available to the robot. To

follow this plan, we employ a variant of the simple pure

pursuit controller [28], which determines the closest point far

enough from the current robot position probot using a given

lookahead distance dL, i.e., pL = pi ∈ P with ∥pi − probot∥ ≥
dL and ∥pi−1 − probot∥ < dL. With a given desired linear

velocity νlin, we can now set the velocity command to
(

vx = νlin,vy = 0,vθ = 2·yi

∥pi−probot∥

)

and send it to the fallback

obstacle safety layer for the collision safety check. Note

that for this formulation to work, all coordinates need to be

in the robot’s base frame. However, while the connection

to the edge and thus the robot’s localization module is

interrupted, only localization based on dead reckoning can

be performed. That is, while the wireless communication

between the robot and the edge is interrupted, the robot’s

navigation performance is heavily dependent on the quality

of the odometry.

This fallback strategy allows the robot to continue driving

by following the last received global plan until its safety

perimeter is violated, and thus continue its navigation mis-

sion until either the communication disruption is resolved or

an unknown obstacle blocks its path.

IV. EXPERIMENTS

A. Simulation scenarios

We evaluated our approach in three simulation scenarios

within the AWS warehouse environment in Gazebo Ignition
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(a) Scenario A (b) Scenario B (c) Scenario C

Fig. 4. Visualization of the robot’s trajectory during selected runs with our 4 setups in each scenario. Filled circles indicate the robot’s position as
estimated by the AMCL localization module. The size of the circles indicates the time since the last AMCL update, i.e., circles with bigger radius show
positions where the robot stopped moving.

ID Task Description Img

A straight drive 4 m forward communication loss after 1 m Fig. 3a

B straight drive 4 m forward
communication loss after 1 m,

then spawn box in front of robot
Fig. 3a

C
drive around corner into

corridor between boxes

communication loss

right before corner
Fig. 3b

TABLE II

OVERVIEW AND DESCRIPTION OF ALL 3 SCENARIOS.

[29], [30]. Fig. 3 depicts the scenarios in a top-down view

with the robot (blue circle) being located at its starting

position, the green star and red circle indicating the robot’s

navigation goal and the robot’s location when the communi-

cation interruption occurred. Fig. 3a shows scenarios A and

B, where the robot needs to drive in straight line towards its

goal when the communication loss happens (scenario A). In

scenario B, the robot has to reach the same goal location as in

scenario A, but shortly after the communication is interrupted

an obstacle is created in front of the robot. Fig. 3b shows

scenario C, where the robot has to drive around a corner

into a narrow corridor to reach its navigation goal with the

communication interruption being triggered right before the

corner.

B. Experimental Setup

To compare and evaluate the different on-board fallback

strategies proposed in Sec. III, we conducted extensive

testing with the simulation scenarios defined in Sec. IV-A.

We use ROS2 [5] Galactic as middleware and chose the AWS

warehouse [30] in Gazebo Ignition Fortress [29], [31] as

simulation environment. As described in Sec. III, we focus

our experiments on a connection loss of variable length as

failure to be investigated. From the robot’s perspective, no

incoming velocity commands could be either a loss of the

communication channel or even an application failure in the

edge. To emulate these failures, we deploy an additional

ROS2 proxy node inside the robot container that subscribes

to a set of user-specified topics (here, sensor messages to be

sent from robot to edge and velocity command and plan

messages to be sent from edge to robot) and, in normal

mode, simply forwards them unaltered. In communication

loss mode (triggered via ROS2 service call), this node pauses

the transmission for the user-specified duration and thus em-

ulates a communication loss. By only blocking the message

sent from the edge-container to the robot, we emulate an

application error in the edge including some (non-existing)

stateful recovery mechanism where all navigation modules

are in an healthy and up-to-date state at the end of the failure.

By interrupting the communication in both directions, we

emulate a communication failure, where the edge modules

continue to run without receiving sensory data and need to

handle discrepancies between new incoming sensory data

and their outdated internal belief once the communication

is restored.

We compare the performance of each of our fallback

strategies for a communication loss with a duration of 1 s,

2 s, 8 s and 15 s and conduct 100 runs per experiment to

achieve statistical significance.

C. Qualitative Results

Fig. 4 visualizes one trajectory as estimated by the AMCL

module from one selected evaluation run for each of our

three scenarios and all four fallback strategy setups with a

fixed connection loss duration of 8 s. During the connection

loss, the AMCL module in the edge continued to receive

sensor and odometry data from the robot during the inter-

rupted connection. Each circle indicates the location where

AMCL performed an update, while the size of the circles

visualizes the time that has passed since AMCL performed

its last update. That is, circles with larger size correspond

to locations where the robot did not move. Without any

on-board fallback strategies (no countermeasures), the robot

continues to drive with the last known velocity command

once the failure occurs, whereas with safety fallback enabled,

the robot continues driving similarly but stops in case of

an imminent collision. In contrast, the network safestop

strategy makes the robot stop moving and thus pauses the

navigation task once the last velocity command is outdated.

Finally, with the navigation and safety fallback strategy, the

robot continues following the last known global plan while

being protected by the safety fallback avoiding collisions.

Although we observe the expected behavior of the fallback

strategies in these selected runs, we need to confirm this on

a statistically significant amount experiments. Additionally,

we observe that when the connection between robot and edge

is interrupted in both directions, the localization module in

the edge only receives sensory and odometry data after the

connection is restored and thus “jumps” to the new position
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Fig. 5. Evaluation of the deviation from the ideal path in scenario A.

duration of
connection loss

1 s 2 s 8 s 15 s

Scenario →
Setup ↓

A B C A B C A B C A B C

1 0 % 0 % 0 % 0 % 0 % 0 % 0 % 100 % 100 % 12 % 100 % 100 %

2 0 % 0 % 0 % 0 % 0 % 0 % 0 % 0 % 0 % 0 % 0 % 0 %

3 0 % 0 % 0 % 0 % 0 % 0 % 0 % 0 % 0 % 0 % 0 % 0 %

4 0 % 0 % 0 % 0 % 0 % 0 % 0 % 0 % 0 % 0 % 0 % 0 %

TABLE III

AMOUNT OF COLLISIONS IN 100 RUNS PER FALLBACK SETUP AND

SCENARIO DEPENDING ON THE DURATION OF THE CONNECTION LOSS.

with high uncertainty and needs some time to recover. This

effect occurs particularly in scenario A where the incoming

sensory data before and after the lost connection is very

similar and thus ambiguous.

D. Quantitative Results

1) Collision avoidance: Firstly, we investigate if the on-

board safety fallback strategies are reliably able to protect

the robot from colliding with obstacles. Table IV-C shows

the amount of collisions for each scenario and setup over

100 experimental runs. As expected, only the setup without

on-board countermeasures leads to collisions, particularly for

longer connection interruptions, where the robot crashes in

every trial in scenario C for loss duration 8 s and 15 s. In

contrast, all safety fallback strategies are successfully able

to protect the robot from collisions. The 12 % collisions

in scenario A for a connection loss of 15 s arise from the

robot significantly deviating from the ideal path leading to

collisions with shelves in the warehouse (visible at the top

of Fig. 3a).

2) Navigation task performance: Next, we are also in-

terested in the robot’s ability to continue its navigation mis-

sion during an unexpected communication failure. Therefore,

we evaluate the overall navigation time Tnav = tgoal − tstart ,

where tstart and tgoal denote the time when the robot started

navigating and the time when it reached its navigation goal

respectively. Additionally for scenario A (straight driving

without unknown obstacles), we also evaluate the deviation

from the ideal path, which is a straight line with y = 2.

Fig. 6. Visualization of all 100 ground truth trajectories in Scenario A for
all evaluated setups in comparison to the ideal path depicted as a black line.

Therefore, we project the (ground truth) 2D positions of the

robot’s trajectory Probot = (xi,yi)
n
i=1 to the ideal path, i.e.,

Pideal = (xi,2)
n
i=1 and calculate the deviation as d = p̂i − pi

with p̂i ∈ Pideal and pi ∈ Probot .

Fig. 5 shows the deviation from the ideal path in scenario

A over 100 experimental runs for each setup, whereas Fig. 7

shows the navigation time for all on-board setups in each

scenario. For both, the network safestop and the fallback

navigation and safety strategy, we observe a constantly low

deviation from the ideal path independent from the duration

of the connection loss, whereas the deviation increases

significantly for the other strategies (1 and 3) for longer con-

nection interrupts. This behavior is due to the fact, that these

strategies continue driving during the interrupted connection

with the last known velocity command. If this contains

an angular component or if the robot is slightly rotated

away from the navigation goal pose, the robot constantly

moves away from the ideal path and thus the deviation

accumulates over the duration of the interrupted connection.

Fig. 6 visualizes this behavior showing all 100 (ground

truth) trajectories for scenario A with significant deviations

from the ideal path for strategies 1 and 3 while having to

drive for longer duration without valid velocity commands

from the edge-container. In contrast, the network safestop

strategy stops once the connection is interrupted and only

continues to drive once the robot receives up-to-date velocity

commands from the edge container again, which results in

a low path deviation but also increased navigation times

(cf., Fig. 7a). Similarly, the fallback navigation and safety

strategy continues to drive along the last known global plan

using odometry-based localization and is thus able to achieve

constantly low deviations from the ideal path combined with

smaller navigation times compared to the network safestop

strategy.

Fig. 7 depicts the time the robot takes to reach its naviga-

tion goal as box-plots over 100 evaluation runs for each sce-

nario (Fig. 7a, 7b, and 7c show the results for scenario A, B

and C) and fallback strategy (y-axis of the plots in Fig. 7). For

scenario B, we observe almost identical task performance for

all fallback strategies, as they all need to stop the navigation

task either due to the connection loss or due to the unknown

obstacle spawned in front of the robot after the connection to
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(a) Scenario A (b) Scenario B (c) Scenario C

Fig. 7. Evaluation of the navigation time for varying durations of the connection interruption for our on-board fallback strategies over 100 experimental
runs per strategy.

the edge is interrupted. Without a safety fallback, the robot

collides with the unknown obstacle for the longer durations

of the connection loss. For scenario A, the navigation time

without a safety fallback and the obstacle safety fallback

strategy remain almost constant across varying times of the

connection loss, expect for the largest duration. We already

observed, that this increased navigation time corresponds to

the aforementioned large deviation from the ideal path. The

navigation time of the network safestop strategy increases

corresponding to the duration of the connection loss. The

navigation time of the fallback navigation and obstacle safety

strategy increases slightly (proportionally to the duration

of the connection loss) due to the robot driving with a

slightly lower velocity during the connection loss. Finally

for scenario C, we observe that the navigation time for

the network safestop and obstacle safety fallback strategies

increases proportionally to the duration of the connection loss

as the robot again needs to stop the navigation task either due

to the connection loss or due to an imminent collision with

the boxes in front of the robot after the connection to the

edge is interrupted. Only the navigation and obstacle safety

fallback strategy is able to fulfill its navigation mission in

consistently low time even for the longer duration of the

interrupted connection. As mentioned before, reason for the

slightly increased navigation time for a longer duration of

the drop is the (user-specified) lower velocity with which

the robot navigates while the connection is interrupted.

Note, that all results and discussions presented in Sec. IV-

D referred to an interrupted connection in both directions.

Although we observed a difference in the robot’s behavior

in selected runs of scenario A, there was no statistically

significant difference regarding navigation time or deviation

from the ideal path when interrupting the connection only

from robot to edge or in both directions.

V. DISCUSSION

A. Conclusion

In this paper, we have introduced three different on-board

fallback safety strategies to handle connection failures when

deploying AMR navigation in the edge instead of the robot’s

on-board compute. Such deployment schemes are prone to

failures in the (mostly wireless) connection between the on-

board and offloaded algorithmic components. Through exten-

sive testing in simulation, we have demonstrated that with a

minimal on-board fallback navigation component combined

with an obstacle safety layer, the robot is reliably able to miti-

gate failures in the connection between robot and edge/cloud.

Even over a longer duration of an interrupted connection, the

robot is able successfully avoid collisions and continue its

navigation mission. We demonstrated the feasibility of our

approach through extensive testing in a simulated warehouse

environment in three relevant use-case scenarios. It is worth

noting however, that the improvements in terms of reduced

navigation time compared to the simpler network safestop

during long running navigation tasks heavily depends on how

often a communication failure actually occurs. For instance,

if the communication fails only once for 10 s during a 8 h

navigation task, the percentage by which the navigation

time increases using the simple network safestop over the

fallback navigation is less significant compared to twenty

10 s communication failures during a 5 min navigation task.

B. Future Work

In this paper, we have shown how to mitigate failures

in the connection between the low-level control in the on-

board robot container and the navigation stack in the edge

container. In future work, we aim to mitigate other failures

such as errors of the algorithmic components running in the

edge and how to mitigate such failures through a stateful

handover, i.e., continuously storing the last healthy state of

the edge-components. The failing component can then be

recovered by either triggering a complete restart or running

a fallback variant in the background that takes over upon

failure and providing the stored state of the failed component.

Such a stateful handover in combination with the on-board

fallback strategies proposed in this paper will increase safety,

availability and stability of edge-based AMR navigation.

Another option for future work would be to incorporate

the safety grid of the obstacle safety-layer into the fallback

controller to avoid unmapped obstacles to further improve the

on-board fallback navigation during failures. Finally, we aim

to investigate the safety and orchestration aspects of scaling

up to a multi-robot system with collaborative algorithms in

the edge and/or supporting the AMRs through static sensors

in the infrastructure.
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