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AdvGPS: Adversarial GPS for Multi-Agent Perception Attack
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Abstract— The multi-agent perception system collects visual
data from sensors located on various agents and leverages
their relative poses determined by GPS signals to effectively
fuse information, mitigating the limitations of single-agent
sensing, such as occlusion. However, the precision of GPS signals
can be influenced by a range of factors, including wireless
transmission and obstructions like buildings. Given the pivotal
role of GPS signals in perception fusion and the potential
for various interference, it becomes imperative to investigate
whether specific GPS signals can easily mislead the multi-
agent perception system. To address this concern, we frame
the task as an adversarial attack challenge and introduce
ADVGPS, a method capable of generating adversarial GPS
signals which are also stealthy for individual agents within
the system, significantly reducing object detection accuracy.
To enhance the success rates of these attacks in a black-box
scenario, we introduce three types of statistically sensitive natu-
ral discrepancies: appearance-based discrepancy, distribution-
based discrepancy, and task-aware discrepancy. Our extensive
experiments on the OPV2V dataset demonstrate that these
attacks substantially undermine the performance of state-of-
the-art methods, showcasing remarkable transferability across
different point cloud based 3D detection systems. This alarming
revelation underscores the pressing need to address security
implications within multi-agent perception systems, thereby
underscoring a critical area of research. The code is available
at https://github.com/jinlong17/AdvGPS.

I. INTRODUCTION

Although the single-agent perception system gets ad-
vanced performance in many autonomous driving scenarios,
it still has considerable sensing limitations due to the chal-
lenges of occlusion and perception range. Benefited from the
recent research of multi-agent perception system, the visual
data from sensors on nearby agents can be shared to the
ego-agent as information fusion to improve the perception
range and overcome occlusion challenges [1]. During the
visual data sharing from nearby agents to the ego-agent,
one important and necessary step is to project the visual
data from the coordinate systems of nearby agents to the
uniform coordinate system of the ego-agent via homoge-
neous transformation [2]. This homogeneous transformation
based uniform coordinate projection requires their relative
pose (localization & heading) from nearby agents to ego
agent [2]-[4], which is determined by their GPS signals.

However, it is a common sense that the GPS signals
might have unavoidable errors in the real world [2], [5].
GPS signal accuracy can be affected by a variety of factors,
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Fig. 1: Illustration of AdvGPS for multi-agent perception
attack. Here we use Vehicle-to-Vehicle (V2V) cooperative
perception in autonomous driving as an example. Ego vehicle
might receive the shared visual information from other CAVs
with the adversarial GPS signal, leading to significant false-
negative and false-positive detection errors.

such as wireless transmission, building obstacles and so
on. This paper uses Vehicle-to-Vehicle (V2V) cooperative
perception in autonomous driving as a study example of the
multi-agent perception system. The previous work [5] shows
that simply adding random GPS signal noises in a specific
range could result in spoofing attacks to Connected and
Automated Vehicles (CAV). In the research domain of V2V
cooperative perception, whether adversarial GPS signals can
easily mislead the multi-agent perception system is never
studied before as an open question.

To investigate the above open question, we model the task
as an adversarial attack challenge and introduce a novel
method AdvGPS capable of generating adversarial GPS
signals which are also stealthy for nearby CAVs, significantly
reducing object detection accuracy of the ego vehicle. As
illustrated in Fig. 1, when the adversarial GPS signals within
a small/stealthy range are added to the nearby CAVs, it
will generate significant false-negative (missing) and false-
positive detection errors for the ego vehicle. We formulate
the AdvGPS attack in the black-box setting, because the
prior knowledge of the target perception model is usually
unknown. To enhance the success rates of the AdvGPS attack
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in the black-box scenario, we introduce three types of statis-
tically sensitive natural discrepancies for multi-agent percep-
tion attack: appearance-based discrepancy, distribution-based
discrepancy, and task-aware discrepancy.

Using the publicized dataset OPV2V [1], we conducted
extensive experiments and the experimental results demon-
strate that the proposed AdvGPS attacks substantially under-
mine the performance of state-of-the-art V2V cooperative
perception methods, showcasing remarkable transferability
across different point cloud based 3D detection systems. This
alarming discovery emphasizes the critical need to confront
security implications in multi-agent perception systems, thus
highlighting a pivotal research area. Our contributions of this
paper can be summarized as follows.

o To the best of our knowledge, we propose the first
research of adversarial GPS signals which are also
stealthy for the V2V cooperative perception attacks,
denoted as AdvGPS.

o We propose three statistically sensitive natural discrep-
ancies in AdvGPS to enhance the multi-agent perception
attack in the black-box scenarios, i.e., appearance-based
discrepancy, distribution-based discrepancy, and task-
aware discrepancy.

o The experimental results on the publicized OPV2V
dataset demonstrate that our AdvGPS attacks substan-
tially undermine the performance of state-of-the-art
methods and show outstanding transferability across
different point cloud based 3D detection systems.

II. RELATED WORK

Cooperative Perception in V2V. Multi-vehicle perception
systems have arisen to address the inherent limitations of
single-vehicle sensing by harnessing information exchange
among multiple vehicles. Researchers have frequently in-
corporated collaboration modules to enhance efficiency and
overall system performance. Typically, these systems employ
three fundamental schemes for multi-vehicle observation
aggregation: raw data fusion at the input stage, intermediate
feature fusion during processing, and output fusion. State-of-
the-art approaches often opt for sharing intermediate neural
features augmented with contextual information about the
environment. This choice makes a favorable balance between
accuracy and bandwidth requirements [1], [6]. Notably,
methods such as Attfuse [1] and V2VAM [7] leverage
attention mechanisms to fuse multi-vehicle features for 3D
object detection. Additionally, the integration of the popular
Vision Transformer has been introduced to capture complex
spatial interactions among multiple agents, like V2X-ViT [6],
and CoBEVT [8]. While these methods have exhibited
impressive performance in the context of V2V perception,
their robustness against adversarial GPS attacks remains an
under-explored research.

Deployment of Cooperative Perception. Multi-agent per-
ception systems offer numerous advantages but are accom-
panied by challenges such as localization errors, commu-
nication latency, adversarial attacks, and lossy communi-
cation. These development challenge can easily diminish
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Fig. 2: Illustration of V2V cooperative perception pipeline
with LiDAR data coordinate projection from CAV to Ego.
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the benefits of collaborations [6], [9]. Several strategies
have been proposed to enhance robustness. For instance,
V2X-ViT employs a Vision Transformer to mitigate GPS
localization errors and sensing information delays during
intermediate collaboration [6]. To address localization errors,
[10] proposes a pose regression module that learns correc-
tion parameters to predict accurate relative transformations
from noisy data. The Lossy Communication-aware Repair
Network (LCRN) [4] is introduced to address packet loss
issues in communication. A Multi-agent Perception Do-
main Adaption (MPDA) framework [11] is proposed for
cooperative perception to bridge the domain gap for multi-
agent perception. Nevertheless, V2V cooperative perception
performance relies heavily on GPS signals, which might be
susceptible to real-world attacks. This challenge might lead
to a significant degradation in perception performance. This
paper investigates GPS attacks in the context of 3D object
detection tasks within V2V cooperative perception.
Adversarial Attack. Adversarial attacks have garnered sig-
nificant attention, primarily focused on generating pertur-
bations designed to mislead deep learning models into
producing incorrect predictions [12]. These attacks can be
categorized into two main types: white-box attacks [13], [14],
where the attacker possesses full knowledge of the target
model, and black-box attacks [15], [16], which are generally
less effective as the attacker lacks access to the target model’s
internal details. In autonomous vehicles, GPS spoofing poses
a substantial threat to vehicle localization, involving the
transmission of false signals to deceive a vehicle’s GPS
system. Previous research has highlighted the dangers of GPS
spoofing for autonomous vehicles operating in real-world
scenarios [14], [17]. Notably, constant bias and gradual drift
attacks are common GPS attack methods [5]. Additionally,
recent work [17] introduced a position-altering attack (PAA),
employing a GPS spoofer to mislead a vehicle to a fictitious
location. In this paper, we introduce the new concept of GPS
attacks into the V2V cooperative perception systems.

III. V2V PERCEPTION PIPELINE AND MOTIVATION

The V2V perception pipeline, as illustrated in Fig. 2,
initiates by selecting an ego vehicle from among the CAVs to
create a spatial graph that encompasses nearby CAVs within
the communication range. These nearby CAVs project their
LiDAR data into the ego vehicle’s coordinate frame using a
Homogeneous Transformation Matrix (HTM) based on both
the ego vehicle’s and their own GPS poses. Subsequently,
the pipeline proceeds with feature extraction, where each
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Fig. 3: Pipeline of AdvGPS for multi-agent cooperative perception attack. Dash lines indicate the back propagation.

CAV employs its own LiDAR feature extraction module.
These extracted features are aggregated and fused via a
feature fusion neural network. Finally, the fused feature maps
are used for 3D bounding-box regression and classification,
ultimately facilitating advanced cooperative perception in
autonomous driving.

To elucidate this process with an example, let us define
the ego vehicle’s GPS pose as G4, and the GPS pose
of a neighboring CAV as G.4,, Where both poses contain
six variables [z, v, 2,05, 60,,0.]. The CAV can perceive the
environment via its own sensor and get the point cloud
data denoted as P.,, € R**™ that contains a set of 3D
points {P; | i = 1,2,--- ,m}, where each point P; is a
vector and contains the homogeneous coordinates [z, y, z, 1].
We can use a Homogeneous Transformation Matrix (HTM)
Tiav—sego € R**4 to project/transform the point cloud of
CAV to the uniform coordinate system of ego vehicle by

)

where P.q, 40 denotes the transformed point cloud of
P.q, in the ego coordinate system. The HTM T qy—ego

r t
, where r € R3%3 and t € R3*! are
. 01><3. 1 . . .
the rotation matrix and translation matrix, respectlvely. Then,
the HTM T'(qy—ego can be extracted/calculated via

Tcav—>ego = HTMExtracl(Gegoa Gcav)a

Pcav%ego = Tcav%egoPcav )

format is

2

where HTMEact(+) is an inverse function (matrix compu-
tation as defined in [2]) of homogeneous transformation to
calculate the HTM based on the GPS poses of two entities,
i.e., Gego and Gqy. According to the pipeline, GPS signals
play a critical role in the V2V perception. Nevertheless,
the accuracy of GPS signals is easily affected by diverse
factors, and we aim to explore whether some specific GPS
patterns could fool the V2V perception easily. To this end,
we formulate the task from the view of an adversarial attack
and propose the AdvGPS against the multi-agent perception
in Sec. IV. Our goal is to search the adversarial GPS of
CAV (ie., Geaw € [2,9,2 2,0, 0 6.]) that can lead to an

adversarial HTM via Eq. 2. In the real world, adversarial
GPS signals can be concealed within the range of actual
stealthy GPS errors.

IV. ADVGPS AGAINST MULTI-AGENT PERCEPTION
A. Overview

We propose AdvGPS and present the whole pipeline in
Fig. 3. Specifically, we formulate V2V cooperative percep-
tion system ¢(-) for LIDAR-based 3D object detection as

(b(Pcam Pegoa Gca'u) = (P(FUSion(FcavHegoa Fego))7 (3)

where Foqyeq0 = Encoder(Teqp—egoPeqv) and Fego =
Encoder(P.4,) denote the features of the two point clouds
P ov—ego and P.g,, Fusion(-) is a network to fuse the two
features, and (-) is the regression and detection header for
object detection [1]. It aims to exploit adversarial attacks on
GPS signals to deceive any point cloud based 3D detection
models in a black-box setting. We calculate an imperceptible
noise-like perturbation under the guidance of a classic 3D
object detection model and add it to the original CAV GPS
pose to obtain an AdvGPS pose. This corrupted AdvGPS
pose can then mislead any other detection models in a black-
box setting. Our AdvGPS attack perturbation is stealthy to
be confused as normal GPS signal errors. To enhance the
success rates of attacks in black-box scenarios, we consider
three objectives to optimize adversarial GPS: appearance-
based discrepancy, distribution-based discrepancy, and de-
tection task-aware discrepancy. We define the optimization
over the adversarial GPS signal G, as:

arg max(ADqpp + wDaist + {Dyask) “4)
Geaw
subject t0 {2, — [7,5llloe < €ory
15 = 20 < € )

”[éx»éyaéz] - [emey»ez]”oo < €0,,0,,0. 5

where A\, w, and ¢ are the balance weights and 1s are
used for them in our experiments. As the three responses
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of the V2V cooperative perception system ¢(-) defined in
Eq. 3 using Gequ, Dgpp represents the appearance-based
discrepancy before and after the GPS attack, Dy is used to
measure the distribution-based discrepancy between original
CAV set and AdvGPS CAV set, and D, accounts for the
task-aware discrepancy using a classic 3D object detection
model. Our goal is to maximize the objective function by
tuning AdvGPS pose G4y, Which includes six parameters
%, 7, 2,0,, éy, éz], meanwhile we constrain the GPS signal
perturbation within the range of normal stealthy GPS errors
in real world via the e values by Eq. 5.

B. Appearance-based Discrepancy

The appearance-based discrepancy focuses on the dif-
ferences between the original CAV projected point cloud
Pori —ego and the AdvGPS-based projected point cloud
padv —yego- The cooperative perception performance is di-
rectly affected by the appearance difference when fusing
into the ego vehicle’s perception system. To efficiently dis-
rupt cooperative perception performance through appearance
difference, our D,p,, can be defined as the appearance
difference between these two point clouds by tuning the
AdvGPS pose G4, via the mathematical expression:

P(Ldv )7 (6)

cav—+ego

Dapp = LMSE (POM

cav—ego’

where Lj;sp(-) is the mean squared error (MSE) loss
between the two point clouds.

C. Distribution-based Discrepancy

After encoding, we obtain a set of original features by
the GPS poses of Original CAV Set and a set of attacked
features by the adversarial GPS poses of AdvGPS CAV Set.
We investigate the correlations between statistical differences
and the distribution of these features. Some previous stud-
ies [12] have found that statistical differences are positively
associated with distribution differences. To maximize the
discrepancy distance between the feature distributions of the
original features For and attacked features F%  we use
maximum mean discrepancy (MMD) [18] to measure the
distance of them. Let Fo% = {F¢"} and Fodv = {Fgdv}
represent a set of original and adversarial features after
encoding. Our goal is to generate adversarial GPS poses
capable of degrading cooperative detection performance in
terms of feature distributions. This can be defined as:

Daist = Lyap (FOTH, Fov), (7)

where Lysyp(-) represents the MMD loss between the two
intermediate features after encoding.

D. Task-aware Discrepancy

Intuitively, given the LIDAR point clouds from ego vehicle
and surrounding CAVs (i.e., P.g, and P,,), a pre-trained
cooperative detection model is used to simulate the target to
be attacked. In our experiments, the pre-trained cooperative
detection model uses the classic 3D object detection model
VoxelNet [19] as encoder and a simple self-attention module
as the fusion network. Then, based on the Eq. 3, we get the

predicted detection results and calculate the loss according
to the ground truth (i.e., Y). Lppr is the task-aware discrep-
ancy to mislead the pre-trained cooperative detection model,
which can be formulated as

Dtask: - LDET(¢(PCOL’U7 Pego, écav); Y)7 (8)

where Lpgr(-) is denoted as the detection loss including
regression and classification of 3D bounding boxes. Please
note that the above pre-trained cooperative detection model
to simulate target to be attacked is classic and simple in 3D
point cloud detection, which is different with other state-of-
the-art V2V cooperative perception models, so our AdvGPS
still follows the black-box attack setting.

E. Implementation Details

To implement our AdvGPS for V2V cooperative per-
ception attack, we follow the general adversarial attack
procedure: @ We set the additive perturbation g to Gege
and obtain the original CAV pose to calculate the HTM.
® Based on the HTM, we calculate D,,, for the projected
point cloud. ® We feed the projected point cloud into an
encoder to generate the intermediate feature and calculate
Dyise- ® The intermediate features are then inputted into
the fusion network to calculate Dy,s;. ® We perform back
propagation and compute the gradients of g with respect to
the loss functions. ®@ The sign of the gradients is used to
update additive perturbation g by multiplying them with a
step size, then adding g to the G.4,,. @ We calculate a new
synthesized T cqy—sego Via Eq. 2 and repeat steps @ to ® for a
defined number of iterations. We set the number of iterations
to 10. To conceal within the range of actual GPS errors, we
follow the statistics presented in [20], which indicates that
the real-world GPS signal’s average localization error, height
error, and heading error are 1.118 meters, 1.395 meters and
0.141 degrees, so we set €54, €, and €g, g,9, as 1.118,
1.395, and 0.141 respectively to avoid significant offsets.

V. EXPERIMENTS
A. Experimental Setups

Dataset: We conduct GPS attack experiments on the publi-
cized OPV2V dataset [1] for V2V cooperative perception
tasks. OPV2V [1] is a publicized open-source simulated
dataset for V2V perception, which is collected in CARLA
and OpenCDA [3]. Following the default setting of OPV2V
[1], we use 594 frames in the digital town of Culver City,
Los Angeles with the same road topology used as the testing
set for all methods.

3D detection methods: We selected the five state-of-
the-art cooperative perception methods as the point cloud
based 3D detection models, i.e., AttFuse [1], F-cooper [24],
V2VAM [7], V2X-ViT [6] and CoBEVT [8]. All methods
leverage the anchor-based PointPillar method [25] to extract
visual features from point clouds because of its low inference
latency and optimized memory usage.

Evaluation metrics: We assess the final 3D vehicle detection
accuracy for our proposed framework performance. Similar
to prior works [1], [6], we set x € [—140, 140] meters, y €
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TABLE I: Quantitative results of GPS attack: 3D detection performance on V2V Culver City testing set of OPV2V dataset.
We show the Average Precision (AP) at [oU=0.5. The best and second best attacked performance among five state-of-the-art

cooperative perception methods are respectively highlighted using red and blue color.

Model CAVs' Pose  No Attack  RBA [5] FSGM [21] IFSGM [22] PGD [23] PAA [17] AdvGPS
Wb/Bb.  Wb/Bb. Wb Bb. Wb. Bb. Wb. Bb. Wb. Bb. Bb.
No Fusion | 0557 | | | | - | - | -
Attuse [1] Gayz 0018 0.657 0572 0583 | 0626 0638 | 03567 0612 | 0550  0.561 0.502
Gaul 0.669 0.571 0579 | 0624 0626 | 0572 0597 | 0540 0559 0.499
Gayz 0.526 0.508 0550 | 0443 0601 | 0422 0583 | 0421 0527 0.299
F-Cooper [24] Gall 0898 0.538 0510 0549 | 0436 058 | 0419 0562 | 0413 0524 0.298
Gayz 0.568 0.565 0593 | 0523 0653 | 0516 0628 | 0523 0563 0.422
V2VAMTT] Gl 0920 0.584 0.566 0592 | 0523 0638 | 0513 0607 | 0520 0557 0.433
A Guyz 0.589 0.59 0615 | 0573 0671 | 0546 0644 | 0533 0533 0.433
VIX-VIT (6] G 0928 0.597 0.600 0615 | 0575 0658 | 0549 0628 | 0529 0529 0.434
Gayz 0.570 0.570 0592 | 0547 0649 | 0517 0624 | 0498 0559 0.397
CoBVET (8] Gall 0904 0577 0568 0592 | 0545 0634 | 0520 0610 | 0493 0553 0.403
B i
B il
’ R
(a) No Attack [24] (b) RBA [5] (c) IFSGM [22]
(d) PGD [23] (e) PAA [6] (f) AdvGPS

Fig. 4: 3D detection visualization on attacking V2V model CoBEVT [8]. Blue and red 3D bounding boxes represent
ground truth and prediction. Purple arrows: detection errors. Green point cloud: by ego vehicle. Other-color point clouds:

projected to ego coordinate by nearby attacked CAVs.

[—40,40] meters as the evaluation range, where all CAVs
(in the range of [1,5]) are included in this spatial range.
We employ Average Precision (AP) at the Intersection-over-
Union (IoU) threshold of 0.5 as the accuracy metric.

Attack settings: To evaluate the effectiveness of our Ad-
vGPS attack on the V2V perception pipeline, we compare it
with three commonly used attack methods on CAVs’ GPS
poses: Projected Gradient Descent (PGD) [23], Fast Gradient
Sign Method (FGSM) [21], and Iterative Fast Gradient Sign
Method (IFGSM) [22]. Additionally, we include two current
GPS spoofing methods: Random Bias Attack (RBA) [5]
and Position Altering Attack (PAA) [17]. FGSM, IFGSM,
PGD, and PAA are gradient-based attack methods, following
the same implementation settings described in Section IV-
E. RBA can be implemented by applying uniformly dis-
tributed random bias within the same range settings (e y,
€. and €g, 9,0,) as in Section IV-E. We use the Adam

optimizer [26], and all models are executed on two RTX 3090
GPUs. We conduct both black-box and white-box attacks to
assess the vulnerability and transferability of the cooperative
perception methods. These attack scenarios are described as:

o White-Box Attack (W.b.): All attack methods utilize
PointPillar [25] as the encoder and AttFuse [1] as the
feature fusion network. The adversarial GPS informa-
tion of all attacked CAVs for the entire duration of
the frames is saved to be used for attacking other
cooperative perception methods.

e Black-Box Attack (B.b.): We employ VoxelNet [19]
as the encoder and a naive self-attention model as
the feature fusion network in training. We save the
adversarial GPS information of all attacked CAV's across
the entire frame duration to be used for attacking the
unseen PointPillar [25] encoder and other state-of-the-
art fusion methods of cooperative perception.
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B. Quantitative Evaluation

GPS attack performance analysis: Table I overviews the
GPS attack results on the 3D object detection task. We
conducted attacks on three parameters [z,y,z] and all six
parameters [x,y, 2,05, 0,,0,] of the CAV poses Gqy, de-
noted as Gg,. and Gy, respectively. In the White-Box
Attack scenario, all attack methods demonstrated the abil-
ity to degrade the detection performance of state-of-the-
art (SOTA) intermediate fusion methods. For instance, the
traditional random bias method RBA [5] achieved 58.9% for
Gyy- and 59.7% for G,;; when attacking the V2X-ViT [6]
model. In contrast, the gradient-based PAA [17] achieved
53.3% for G, and 52.9% for Gy, both of which reduced
the performance below that of No Fusion. This indicates
that GPS attacks can easily undermine the advantages of
collaboration among intermediate fusion methods. In the
Black-Box Attack scenario, AdvGPS outperforms all other
attacks across various SOTA fusion methods (See Table I).
When attacking the G, of CAV poses, AdvGPS achieved
29.9% on F-Cooper [24], 42.2% on V2VAM [7], 43.3% on
V2X-ViT [6], and 39.7% on CoBEVT [8]. These results
exceeded the second-best attacks by approximately 12.1%,
9.4%, 10.0%, and 10.1%, respectively. Our AdvGPS, lever-
aging three types of statistically sensitive natural discrep-
ancies, i.e., appearance-based discrepancy, distribution-based
discrepancy, and task-aware discrepancy, effectively reduces
object detection accuracy and demonstrates remarkable vul-
nerability and transferability in multi-agent perception tasks.
Furthermore, when comparing the results of the Black-
Box Attack setting for AdvGPS with the White-Box Attack
results for all five attacks, AdvGPS consistently achieves
the highest attack success rate. Comparing the results of
attacking all six parameters Go;; and only G, reveals their
similar performance, which indicates that directly attacking
the position of CAVs’ poses Gy, is an efficient approach
to reduce computation complexity while maintaining excep-
tional attack performance in real-world scenarios.
Sensitivity analysis of GPS parameters: We have con-
ducted a sensitivity analysis for each parameter of CAV poses
Gcqv in Table II. Even when operating within the boundaries
of typical GPS errors, both the PAA [17] and our AdvGPS
methods remain effective in significantly reducing object
detection accuracy for two ViT-based models, namely V2X-
ViT [6] and CoBEVT [8]. Intuitively, among all six param-
eters, attacking the positional parameters x and y of CAVs’
poses is the most efficient approach within a small range
of GPS pose changes, highlighting their sensitivity within
the V2V cooperative perception system. Furthermore, when
we set the positional parameters [z,y, z| to have maximum
GPS bias [1.118,1.118, 1.395] meters of the actual measured
GPS errors in real world [20] and attack Attfuse [1], we
obtained a AP 65.1% at ToU 0.5, close to the performance
by RBA [5], which has less degradation than our AdvGPS.
It demonstrates that the gradient optimization based attack
methods are better than the non-gradient attack.

Ablation study: As shown in Table III, our comprehensive

TABLE II: Attack results of various GPS parameters
under the setting of Black-Box Attack. We show the
Average Precision (AP) at IoU=0.5.

Model Attack & g 2 6 Oy 6.
4 PAA [17] | 0.676 0615 0783 0.802 0802 0.801
VIXVIT 6] AqvGPS | 0453 0396 0737 0802 0.800  0.801
PAA [17] | 0.664 0609 0759 0784 0781 0.783
CoBEVT [8]  "sqvGPS | 0450 0377 0732 0785 0780 0783

TABLE III: Ablation study of proposed AdvGPS attack
under the setting of Black-Box Attack. The six parameters
of CAV GPS pose G,; are used to attack CoBVET [8].

Dapp Ddist Dtask AP@IoU=0.5
0.904 (No Attack)

v 0.423 (-0.481)

0.532 (-0.372)

v 0.634 (-0.270)

v v 0.403 (-0.501)

ablation study reveals that all three components within our
AdvGPS attack framework contribute significantly to the
degradation of detection performance on CoBVET [8]. In
the context of the Black-Box Attack setting, the inclusion of
Dapp> Daist, and Dy, results in performance degradation
by 48.1%, 37.2%, and 27.0%, respectively. This nuanced
analysis emphasizes the effectiveness of our design. It is
evident that our proposed AdvGPS attacks significantly un-
dermine the performance of state-of-the-art V2V cooperative
perception methods.

3D detection visualization: Under the Black-Box Attack
setting, we compare the visualizations of different attacks
and showcase their impact on CoBEVT [8] in Fig. 4. It is
noteworthy that our proposed method achieves the best attack
success rate with a notable increase in false-negative and
false-positive detection errors, as highlighted in Fig. 4. Ad-
ditionally, as shown in Fig. 4, we project the attacked point
clouds (other colors) from nearby CAVs to the coordinate
system of ego vehicle (green color), then we can discover
that the attacked point clouds by our AdvGPS has small point
cloud shift (similar to random bias), which verifies that our
AdvGPS attack is stealthy.

VI. CONCLUSIONS

This paper pioneers the investigation of adversarial GPS
attacks within the multi-agent cooperative perception sys-
tems. Introducing AdvGPS, our method generates subtle
yet effective adversarial GPS signals that stealthily mislead
individual agents, leading to a significant reduction in object
detection accuracy. To bolster the effectiveness of the Ad-
vGPS attacks in black-box scenarios, we introduce three sta-
tistically sensitive natural discrepancies: appearance-based,
distribution-based, and task-aware discrepancies. Extensive
experiments conducted on the OPV2V dataset highlight the
substantial performance degradation caused by our AdvGPS
attacks across various point cloud-based 3D detection sys-
tems. This groundbreaking discovery underscores the press-
ing need to address security concerns within multi-agent
perception systems, marking a critical frontier in research.
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