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Abstract— With the proliferation of autonomous vehicles
(AVs) comes the need to ensure they abide by safe driving
properties. Specifying and monitoring such properties, however,
is challenging because of the mismatch between the semantic
space over which typical driving properties are asserted (e.g.,
vehicles, pedestrians, intersections) and the sensed inputs of
AVs. Existing efforts either assume for such semantic data to be
available or develop bespoke methods for capturing it. Instead,
this work introduces a framework that can extract scene graphs
(SGs) from sensor inputs to capture the entities related to
the AV, and a domain-specific language that enables building
propositions over those graphs and composing them through
temporal logic. We implemented the framework to monitor
for specification violations of 3 top AVs from the CARLA
Autonomous Driving Leaderboard, and found that the AVs
violated 71% of properties during at least one test. Artifact
available at https://github.com/less-lab-uva/SGSM.

I. INTRODUCTION

Autonomous vehicles (AVs) are quickly approaching
wide-spread public-road deployment, with several companies
already leveraging fleets of AV taxis in multiple US cities [1],
[2]. However, deployments of full AV systems have led to
multiple human and animal fatalities [3], [4], [5], [6], [7]
and have shown failures while interacting with emergency
vehicles [6], even when the system correctly identifies the
emergency vehicle [8]. While some analysis from the com-
panies deploying AVs suggests that AVs are involved in
fewer collisions that pose risk of injury compared to human
drivers [9], [10], we continue to see AVs violate required
driving behavior with grave consequences.

Ideally, AVs would be deployed without latent faults due
to extensive validation and verification [11], [12]. However,
the inherent complexities of these systems and the long-tail
of potential scenarios make it infeasible to provide complete
and strong guarantees [13], [14]. These limitations have
motivated the use of runtime monitors that can evaluate com-
pliance of safety specifications during deployment [13], [14],
[15], [16], [17]. However, current monitoring mechanisms
are inadequate for checking driving behavior as they cannot
account for the spatiotemporal distribution of entities (e.g.,
other vehicles, pedestrians, traffic signals) that may influence
the AV driving behavior, and which can only be obtained
from complex multi-dimensional sensors like camera and
LiDAR. Alternatively, approaches that do account for driving
behaviors do it through bespoke, handcrafted translation
between the monitor’s input, e.g. sensor input, or internal
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LTL; Formula for y:
G((— hasStop & X hasStop) — (X (hasStop U (isStopped | G(hasStop)))))
Atomic Propositions:
hasStop: | relSet( Ego, isIn) N relSet(stopLine, controlsTrafficOf) | > 0
isStopped: | filterByAttr(Ego, speed, Ax: x <€) | =1

— hasStop

hasStop &
— isStopped

hasStop &
—1sStopped True

— hasStop &
isStopped

hasStop &
isStopped

— hasStop &
- isStopped

hasStop & isStopped

Fig. 1: LTL for safe driving property, Atomic Propositions
over the image sensor data, and DFA for property g

system state, and the semantics of the safety specifications,
limiting generalizability (as per related work in Section V).
A key challenge with developing monitors for the driving
behavior of AVs is the mismatch between the semantic
space over which typical road properties are asserted (e.g.,
cars, stop lights, intersections) and the input space of AVs
which are typically in the form of sensed data (e.g., images,
radar, point clouds). As a motivating example, consider the
following rule (¢9 in Table I) from the Virginia Driving
Code § 46.2-821 “The driver of a vehicle approaching an
intersection on a highway controlled by a stop sign shall,
immediately before entering such intersection, stop at a
clearly marked stop line [...]” [18]. Evaluating this property
requires extracting information about road lanes, stopping
signals, e.g. stop signs, painted markers, etc., which lanes
the signals affect, and if the vehicle occupies those lanes.
To address these limitations, and building on our previous
work on SGs [19], we propose a framework for SG Safety
Monitoring, SGSM, that enables the specification of road
properties for AVs and their automated synthesis as part of a
system monitor. The approach builds on two key domain-
specific components: 1) a spatial scene graph generator
(SGQG) that can extract rich scene representations from sensor
inputs for the AV domain into SGs that abstract the entities
related to the AV, and 2) a domain-specific language (DSL)
that enables a developer to define programmable queries
over the SG and compose the output of those queries as
part of discrete metric temporal logic properties that can be
monitored at runtime. Together, the SG and DSL offer a rich
space to express common road properties relevant to AVs that
can be automatically encoded as a runtime monitor.
Returning to the motivating example, Fig. 1 shows the
safety specification described in linear temporal logic over
finite traces (LTL ), the atomic propositions (APs) expressed
in our DSL, and the deterministic finite automaton (DFA)
automatically synthesized from the LTL; formula. Fig. 2
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Fig. 2: AV (TCP) running an intersection without stopping. Top: AV Camera Images. Middle: sub-SG for checking safety
property. Bottom: Atomic Propositions evaluated from SG and updated state of the DFA shown in Fig. 1 leading to violation.

shows a snippet of a time sequence in which an AV passes
an intersection controlled by a stop line without stopping.
The top row shows the AV’s camera input, while the second
row shows the subgraph of the SG relevant to the property
extracted from each input image. As the AV approaches
the intersection, the stop line appears in the graph with
the relationship that it “controlsTrafficOf” the lane that the
ego vehicle (ego from now on) is in; yet, ego’s velocity
remains consistent. The APs and states shown at the bottom
correspond to the transitions and state of the DFA at that
time; note that as the input sequence progresses, and the
stop line is included in the SG but ignored by the AV, the
DFA moves toward and finally enters the failure state, S4,
indicating a violation.

We introduce the first domain-cognizant, general, and
extendable approach for the specification of AV safety
driving properties that can be encoded for automatic
monitoring during runtime. The approach is domain-
cognizant in that it bridges the gap from raw sensor data
to primitive propositions that capture domain concepts. It is
general in that it is independent of the AV implementation,
only requiring access to external inputs and outputs, e.g.
sensor data and AV control commands, from which SGs
can be derived. It is extendable in that the DSL building
blocks can be combined to encode properties beyond the ones
we study. We implemented the approach in CARLA [20]
to explore its capabilities in simulation for 3 AVs from
the CARLA leaderboard competition. We find that these
AV systems, though highly performant under the existing
competition metrics, consistently violate driving rules—in
50% of executions the AV crossed into opposing traffic (1)
and in 73% of executions the AV ignored a stop sign (t9).

II. BACKGROUND

We briefly survey work that is foundational to our ap-
proach, including SGG to extract scene semantics, formu-
lations of propositions over graphs, and temporal logic to
specify sequences of proposition values.

A. Scene Graph Generation (SGG)

SGG is an emerging area of research focused on extracting
relationships between objects from sensor data, e.g., from an
image input inferring a pedestrian is on a crosswalk. SGs are
directed graphs [21], with a vertex set V' that represents the

set of entities captured by a sensor, e.g., camera or LiDAR,
and a set of directed edges (u,v) € E describing their
relationships. More formally, an SG,

G=(V,E:V—V,Ego€eV,
kind:V — K,rel : E+ R,att : VUE — M)

has a distinguished E'go vertex and functions to access the
entity kind of a vertex, the relation encoded by an edge, and
attribute values of vertices and edges. A map M is used to
associate attribute values with each type of attribute.

SGGs can be configured to work with different sets and pa-
rameterizations of entities and relationships, and can capture
additional attribute information, e.g., the color of the traffic
light. This allows SGs to be tailored to different domains.
In recent years, many SGG techniques have been devel-
oped [22] leveraging object detection systems (e.g. [23],
[24]) to detect different entities, and then extract relationships
between them. In the realm of AVs, more tailored SGGs
have been proposed [25], [26], [27], that leverage domain-
specific semantics like road types, vehicle types, and static
or dynamic entities. Our framework uses an SGG to extract
graph based abstractions of sensor data from the world, and
our study builds on an SGG that operates in CARLA.

B. Graph Properties

There is a rich literature on methods for specifying proper-
ties of graphs. Given the relational nature of graphs, proper-
ties could be specified as queries in relational algebra [28] or
in more specialized graph query languages built on relational
algebra primitives [29], [30]. Using such methods one can
formulate a wide range of property specifications. For ex-
ample, one can express that “a graph contains a stop signal
that controls the lane ego is in” by combining primitives
relational join and set infersection as follows:

join(Ego,isIn) N join(stopsignal, controls) # ()

where stopsignal = {v: v € V Akind(v) = stop signal}.

In this work, we focus on core primitives that can be
used to specify properties like the one described above. In
addition to standard set operations, those primitives include
join (relSet) and a primitive that allows selecting a subset of
vertices based on properties of their attributes (filterByAttr).
More complicated properties can be expressed over paths by
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Fig. 3: SGSM Framework overview. SGSM offline phase at the top, and online phase at the bottom.

composition and iteration using these primitives. Executable
specifications built in this way are appropriate for runtime
monitoring, in contrast to more declarative approaches [30].

C. Linear Temporal Logic

Linear Temporal Logic (LTL) is a formal language that has
been widely used for modeling and analyzing systems with
temporal aspects, including embedded and cyber-physical
systems [31], [32], [33]. An LTL formula ¢, is satisfied
by an infinite sequence of truth valuations of APs [34].
There are logic operators: And (), Or (V), Not (—), etc.,
and temporal operators: Next (X'), Until (U), Always (G),
Eventually (F). By leveraging these range of operators,
LTL allows for the precise specification of the system’s
behavior over time. For runtime monitoring, we use LTL
over discrete, finite traces (LTL¢) [35]. An LTL ¢ formula can
be automatically converted to a DFA that validates whether
a finite trace satisfies the property [36], [37] as shown in
Fig. 1. LTL; does not provide a language for specifying the
APs themselves; rather, the APs must be evaluated before
being consumed by the LTL; formula.

III. FRAMEWORK

SGSM (Fig. 3) has two phases to enable the specification
and runtime monitoring of driving properties for AVs.

A. Overview

1) Offline: SGSM assists developers in formally specify-
ing driving properties prepared by domain experts, such as
those found in a driving manual, in a computable format
that is checkable at runtime. The assistance comes in the
form of a DSL, called Scene Graph Language (SGL), that
allows the developer to define LTL; formulas and evaluate
propositions on the SG and ego’s state. The developers begin
by converting the specification into an SGL function, and
define the sampling rate at which the property needs to
be checked. Once the specification is written as an SGL
function, it is incorporated into a system monitor during the
online phase to check for property violations.

2) Online: As ego senses the environment, it provides
data to the system under test (SUT) to produce a decision
output for the vehicle. SGSM provides a runtime monitor
(green box) to check for property violations by processing
sensor data and appending the decision output to create SG*.
It then evaluates the SGL function over SG*, updates the
LTL; DFA, and outputs if the property holds or is violated.

B. DSL: Scene Graph Language (SGL)

We introduce SGL, which combines LTL and a set of SG
querying functions, to facilitate the specification of driving
properties. The functions are:

relSet computes the join of a set of vertices and a relation.

relSet: (V1 CVire R)— Vo, CV
Vo ={va:v1 € Vi A (v1,v2) € E Arel(vy,ve) =1}

For example, the set of lanes controlled by a stop sign
is relSet(stopSigns, controlsTrafficOf). SGL also supports
relSetR — the join of the transpose of the given relation.

filterByAttr selects a subset of vertices, V7, whose at-
tribute, m, satisfies a given predicate, f.

filterByAttr : (Vi CV,me M, f: T bool) — Vo CV
Vo ={v:v e Vi Atype(att(v)[m]) =T A f(att(v)[m])}

For example, filter ByAttr(traf ficLights,lightState, Az :
z = Red) yields the red traffic lights. See Table III in the
online appendix for SGL encodings of the properties studied.

Other Operations. SGL includes standard operators for
numeric comparison, boolean logic, and set manipulation
which are used to convert from vertex sets to APs. For exam-
ple, whether ego has a throttle attribute below a given thresh-
old, ¢, is specified by |filter ByAttr(Ego,throttle, \x :
x < €)] = 1. SGL also defines a discrete metric operator,
$[N][AP], to ease the LTL specification over repeated APs
by unrolling the AP N times using the X" operator. The APs
are the building blocks for specifying different aspects of
the AV’s environment and can be combined with temporal
operators through LTL to express temporal relationships in
the AV’s behavior, enabling a precise characterization of its
actions and responses in dynamic environments.

C. Monitor

The monitor has two main modules:

1) Representation creation: This module consumes sen-
sor data to estimate the state of ego and to produce an SG
through the SGG component. The resulting SG is enriched
by the SG annotator component with information about the
SUT’s output, and the state of ego to produce SG*.

2) Property evaluation: This module takes in SG* and an
SGL function containing the LTL s property. It first evaluates
each AP by querying SG*, and then uses the AP values
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to update the DFA state. Depending on the DFA state, the
monitor returns whether the property holds or is violated.

Table IV in the online appendix gives a complete list
of APs computed to evaluate the properties studied. These
APs yield an understanding of the spatial and temporal
distribution of entities related to ego. For example, 19 checks
if ego responds to stop signs by evaluating the hasStop and
isStopped APs. hasStop is true iff the set of lanes controlled
by stop signs and lines (stopSignLanes) intersect with the
set of lanes ego is in (egoLanes) is non-empty, which would
indicate that ego is being directed to stop. isStopped is true
iff the set of ego with speed < € (egoStopped) is non-empty,
indicating that ego is stopped.

IV. STUDY

We aim to answer the following research questions:

o RQ#1: What driving properties can SGSM express?
e RQ#2: Can SGSM find safety violations in AV systems?

A. Setup

To evaluate SGSM’s ability to act as an automatic safety
monitor, we need a common execution environment on which
to run several AV systems to monitor.

1) Common Execution Platform: For running the study,
we used the CARLA simulator for urban driving [20], which
is widely-targeted for AV development due to its realistic en-
vironments, complex traffic simulation, and ability to model
a variety of relevant road scenarios. CARLA holds a com-
petition called the Autonomous Driving Leaderboard, which
provides preconfigured scenarios to challenge the community
to create systems that can drive autonomously. The challenge
includes a variety of towns, 10 different scenarios, each one
of them defining a different traffic situation, and a set of
routes. We evaluated the 3 top-ranked systems [38] as of
June 2022, using the provided evaluation routes for Town05,
that includes 2-lane roads and 3-lane highways; 4-lane and
T intersections; traffic lights, stop signs, crossing lanes; and
pedestrians, cyclists, cars and trucks.

We developed an SGG in the form of a Python module
that interfaces with the CARLA API to extract the relevant
entities, their attributes, and compute their relationships with
each other and the road structure. The SGG uses ground truth
information from CARLA to include all entities within a
50m by 50m area horizontally centered on ego and vertically
offset to include 45m ahead of ego. We adopt the default
entity and relationship scheme from prior work on SGs for
AVs [25], [19], enriched with additional information about
which roads and junctions lanes belong to. Our unoptimized
SGG and annotator take on average 288 ms to create a single
SG* and our monitor takes 67 ms to evaluate all properties on
it using an Intel Xeon Silver 4216 CPU @ 2.10GHz, 128 GB
of RAM, and one Nvidia Titan RTX. While our simulation-
based SGG uses ground truth information to eliminate the
effects of sensor noise in our study, the current trajectory
of SGG research in conjunction with the availability of HD
maps for AV systems is promising for implementation of
SGSM on real-world systems.

2) AV Systems Evaluated: Each AV takes in a list of
waypoints from the route and produces at each frame a
control for steering, throttle, and brake; each system has
different sensors and software. Interfuser [39] consists of
a Deep Neural Network (DNN) with a transformer [40]
architecture, and a controller that generates a set of actions
for ego. It takes 3 images from 3 RGB cameras and a cropped
center image to focus on distant traffic lights, a LiDAR
point cloud, and the GPS coordinates and computes a set
of waypoints, an object density map, traffic light state, stop
sign presence, and if the vehicle is in a junction. These are
fed into the controller to produce the output. TCP [41] takes
in 1 image from an RGB camera, ego’s speed, and the GPS
coordinates and uses a DNN composed of a CNN-based
image encoder using ResNet34 [42], and two GRU [43]
branches for trajectory and control predictions. LAV [44]
consists of a perception DNN, motion planner, and controller.
The DNN consumes 3 images from 3 RGB cameras and a
LiDAR point cloud, and outputs a BEV map which is fed
to the planner along with the next waypoint coordinates to
produce the next 10 future waypoints. The waypoints are
passed to the controller along with a braking signal from a
binary DNN classifier to compute the output.

B. RQ#I1. Properties Evaluated

To evaluate SGSM’s ability to encode safe driving prop-
erties relevant to AV systems, we selected 9 properties from
the laws and best practices of the Virginia Driving Code [18].
Laws were selected to yield a set of properties within scope
of current AV systems and diverse in both temporal aspects
required to analyze the property compliance and richness of
the SG structure required to evaluate the APs.

Table I shows the successful encoding of those properties,
with their relevant statute, a short English summary, and their
encoding using the APs over the SG* composed through the
LTL formula. Additionally, the number of states in the DFA
is shown as a measure of temporal complexity. We note that
precisely encoding the semantics of the law is challenging.
Returning to the stop sign example, the APs are evaluated
over the LTLy formula to track if isStopped is true at least
once between hasStop becoming true and later becoming
false, indicating that ego stopped while being controlled by
the stop sign. This is a necessary but insufficient specification
to meet the criteria under the law; notably, this does not
check that the vehicle stopped at the stop line rather than
before, nor does it enforce separate stops for successive stop
signs along the same lane.

As 4,17, and g contain a threshold parameter, we
instantiate 3 versions of each, for a total of 15 monitors.
For 14, S € {5,10,15}™ was chosen to represent parking-
lot, urban, and suburban driving speeds. For 7, empirical
studies found that lane changes take 4.6s on average with
a std dev of 2.3s and max of 13.3s [45]; thus we select
T € {5,10,15}s to represent the average, 2 std dev, and
beyond max. For 15, we select T' € {5,10,15}s as the time
to clear the intersection as a left turn across a 4 lane road at
10mph takes 5s, and we allow for a buffer factor of 1 —3x.
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TABLE I: Properties implemented in SGL to address RQ#1

¥ VA Code English Summary of Property LTLf Formula over SG propositions #StaDtS?
11§ 46.2-804  Ego vehicle cannot be in the opposing lane G(—isOppLane) 2
o § 46.2-802  Ego vehicle cannot be out of the road. G(—isOf f Road) 2
Y3 §46.2-802  If ego vehicle is in the rightmost lane, then ego vehicle should G (isInRightLane A —isJunction 2
not steer to the right. — isNotSteer Right)
14 §46.2-816  Ego vehicle should not be behind another entity in the same  G(isNearColl — —isFasterThanS) 2
lane whithin 4 meters while travelling at a speed > S.
5§ 46.2-816  If ego vehicle is between 4 and 7 meters of the closest vehicle  G((isSuper Near A —isNearColl)A 3
in the same lane and then comes within 4 meters of a vehicle X(isNearColl) — X(isNoThrottle))
in the same lane, throttle must not be positive.
e § 46.2-888  If the ego vehicle is moving and there is no entity in the same  G(—isStopped A —(isSuperNear V isNearColl)A 2
lane as the ego vehicle within 7 meters, and there is no red —hasRed N\ ~hasStopA
traffic light or stop sign controlling the ego vehicle’s lane, then X (—(isSuper Near V isNearColl)\
the ego vehicle should not stop. —hasRed A\ —hasStop) — X (—isStopped))
17§ 46.2-804  If ego vehicle is not in a junction, then ego vehicle cannot be ~ —F$[N|[isMultipleLanes A —isJunction] N+1
in more than one lane for more than 7" seconds (/N samples).
g § 46.2-833  Ego vehicle must exit junctions within 7" seconds (N samples). = F$[N][isOnlyJunction] N+1
g9 §46.2-821  Once the ego vehicle detects a new stop signal controlling its  G((—hasStop A X (hasStop)) 4
lane, it must stop before passing the stop signal. — (X (hasStop U (isStopped V G(hasStop)))))

We note that while some parameters can be expressed
in SGL, others are reliant on the parameterization of the
underlying SGG. In 4, ¥5, and g, we use 4 and 7 meters
as the distance thresholds because these correspond to the
‘near collision’ and ‘super near’ relationship used by prior
AV SGGs [25], [19]. Further, the underlying laws do not
provide concrete values, e.g. the law from 5 says “[...] a
motor vehicle shall not follow [a vehicle] more closely than
is reasonable and prudent [...]” (emphasis added) [18].

C. RQ#2. Violations Observed

As described in RQ#1, we derive 15 properties from
the Virginia Driving Code and use SGSM to implement a
monitor for each property. We ran each AV system through
the 10 evaluation scenarios of the CARLA leaderboard and
separately evaluated all 15 properties at a rate of 2H z.

Table II shows how many of the 10 routes resulted in a
violation for each AV system for each of the 15 properties.
Note that since the properties are defined as global properties,
we track only the first violation, for a maximum of 10
possible violations per AV system per property. We find that
the number of violations ranges from 51 for TCP to 72 for
Interfuser (over 150 possible violations). Fig. 4a shows an
instance of Interfuser violating v;; as the road curved to the
right, Interfuser did not steer right enough and drifted into
the opposing lane. Fig. 4b shows LAV violating 15, turning
left through a junction too sharply, exiting the junction into
the median between two lanes. While this is not off of the
road bed, the SGG denotes it as off road because it is not
part of a defined lane of traffic. Fig. 2 shows TCP violating
19 over a series of frames. TCP approaches a junction with a
marked stop line, but it does not stop and enters the junction.

The property violation statistics also give insights into
the driving style of the AVs. None of the AVs violated 1)y,
meaning that they maintained sufficient follow distance from
lead vehicles. However, we also see that Interfuser and TCP
violated 1/ over more than half the routes, i.e., they stopped
in the middle of the roadway. While we do observe 9 cases
where this stoppage is unjustifiable, in 4 other cases we
observe that the AV is stopping due to a stopped vehicle

ahead of it but farther than the 7 meters prescribed in g,
and in the remaining 4 cases there is a traffic light that
is transitioning out of red. This highlights the difficulty in
concretizing the parameters used in the specification given
the imprecise definitions in the driving manual; 7 meters may
be acceptable depending on circumstances. This is further
shown in the performance across the parameterizations of
17 and 1g. As T increases, the specification is more relaxed
which leads to fewer violations; e.g. TCP reduces from 8
violations to O under g when T is increased from 5 to
10. Although TCP eliminates all violations, Interfuser and
LAV do not improve as rapidly. This may point to different
AV’s optimizations; they likely did not optimize for junction
crossing times, and instead may have prioritized moving
cautiously through a junction leading to slower transits.
Overall, the study highlights three features of SGSM.
First, it showcases how it enabled the specification and
monitoring of driving properties that included entities like
lanes, vehicles, and traffic signals; their attributes like speed
and color; and their relations like is in, controls, and opposes.
Second, it shows how SGSM can be parameterized to support
a rich set of property types, from stateless to temporal,
over propositions that are easily accessible through the scene
graph. Third, it provides evidence of SGSM’s generality as
per its direct application to monitor three distinct systems.

D. Threats of validity

In this work we showed the feasibilty of implementing an
SG-based monitor and its utility for checking safety property
specifications based on driving rules. The external validity of
our results, however, is bounded by our use of simulation
to create the SGs using ground truth data. Working in
simulation enabled us to construct an SGG module that
generates accurate SG representations of the world to judge
the cost-effectiveness of the framework as a whole, but we
recognize that it will be necessary to consider SGGs using
various sensor types and in the wild. Moreover, CARLA
suffers from the simulation-reality gap [46], so deploying
the approach in the real world will be necessary to assess its
generalizability. Similarly, more complex operational domain

15581



(a) Interfuser violates 1. Missed road curve, crossed into opp. lane.

(b) LAV violates 1)2. Left turn missed lane and drove into median.

Fig. 4: Interfuser and LAV safety violations.
TABLE II: Count of Routes (10 total) with Property Violations by AV System to address RQ#2

Property | 1 | 2 | v¥3 P4 Vs | Ye U7 g 19 | Total
System S=5 S=10 S=15 T=5 T=10 T=15 T=5 T=10 T=I15
InterFuser 3 0 10 0 0 0 3 9 10 5 5 10 5 5 7 72
TCP 6 0 10 0 0 0 2 6 5 3 3 8 0 0 8 51
LAV 6 1 10 0 0 0 3 2 8 6 5 10 6 1 7 65
Total 15 1 30 0 0 0 8 17 23 14 13 28 11 6 22 188

properties should be specified and checked. The internal
validity of our results are related to our implementation of
SGSM, and to overcome this threat we released an artifact.

V. RELATED WORK

Prior work has built specialized monitors for AV software
subcomponents such as trajectory prediction [47], collision
avoidance [48], or interfaces between AV components such
as the CAN bus [15], [49] or through ROS topics [50].
These efforts include propositions over simple types, e.g.,
“disengaged cruise control” or “traveled for 2 seconds”. Prior
work has also examined monitoring end-to-end systems.
Desai et al. propose using observable trajectories to monitor
path following and safety buffers using signal temporal logic
(STL) [51]. Stamenkovich et al. use system-independent
runtime monitors that observe only the external inputs and
outputs to check properties specified in LTL [14]. Morse
et al. [52] characterize spatial relationships between sensed
objects and robot behaviors, by using graph representations
and First Order Logic (FOL), that can be used for runtime
monitoring. However, these techniques assume there is a
mapping from the sensed inputs to the semantics of the APs.

The introduction of machine-learned components to pro-
cess multi-dimensional sensors complicate the design of
monitors due to the black-box nature of such components
and their ability to perform previously separate subtasks end-
to-end. Grieser et al. provide a mechanism for monitoring
a limited set of safety properties based on LiDAR point
clouds [53], however, it is not generalizable to other sen-
sors or properties. Work in shielded reinforcement learning
aims to learn [54] or enforce [55] safety properties for
agents specified in temporal logic and has shown to increase
robustness of learned behaviors. But again, extracting the
APs used in the specification requires either limiting the
propositions to those already consumed by the agent or
additional effort to extract the relevant semantics, both of
which limit generalizability. Anderson et al. try to overcome
this issue by introducing Spatial Regular Expressions for
pattern matching over perception streams containing spatial
and temporal data, leveraging object detection networks [56].

Nonetheless, it can only reason about relationships given by
bounding box overlap, and misses richer types of relation-
ships like proximity between entities or traffic semantics.
Another line of related research has explored different
ontologies in the AV domain [57] for scenario-based testing
[58], [59] and for situation assessment and decision making
[60], [61], [62]. The main limitation of these approaches,
however, is that the ontologies are completely tied to the
SUT, thus only encoding the information needed by the
system and making them nongeneralizable. Our previous
work on SGs for AV testing [19] demonstrated the utility
of SGs as a basis for measuring coverage of nontemporal
properties, but does not provide a mechanism to express and
automatically check the rich properties studied here. Closer
to our abstraction, Majzik et al. envisioned using a graph-
based ontology of the environment with STL to monitor
system performance [63], but defines no properties for self-
driving cars. Our work extends and formalizes this notion
with: a spatial-relation graph that can be computed from
external, system-independent inputs, a graph-semantics logic
DSL and LTL; that can specify safety-critical properties;
and we demonstrate that this approach can automatically find
property violations at runtime for AV driving systems.

VI. CONCLUSION

Ensuring that AVs’ behaviors abide by safe driving prop-
erties is key to their successful deployment. Specifying and
monitoring such properties, however, is challenging as they
depend not just on the AV but also on related entities
that influence its behavior but are not readily accessible.
This paper introduces SGSM, a framework to support the
specification of safe driving properties and their automatic
synthesis into an AV runtime monitor. It provides a general
mechanism based on scene graphs to abstract relevant entities
from sensor inputs and a domain-specific language to enable
property specification over those graphs. The study shows
the expressiveness of the DSL for specifying real driving
properties and the generality of the monitoring mechanism
through its application to 3 off-the-shelf AV systems where
it uncovers various driving violations.
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