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Abstract—We  propose a new system named
DOS®(Deployment Operating System for Robots) for
reliably deploying any data-driven robots in both production
and simulation environments. Compared to existing systems,
DOS® features a unique CI/CD (continuous integration and
continuous deployment) architecture which allows us to
seamlessly integrate agile development and reliable operation
in a fully automated fashion. With this CI/CD architecture,
this paper mainly introduces three essential components that
uniquely differentiate DOS® from existing robotic systems:
(i) An environment adapter that provides a systematic and
robust approach to handle the deployment complexity in real
world environments; (ii) A data replay reservoir that provides
a unified data model supporting arbitrary robotic decision
models; (iii) An analytical profiler that collects any set of
user-defined performance metrics for system optimization.
DOS® significantly increases the reliability and maintainability
of the deployed robotic systems. To illustrate this point, we
compare DOS® with more traditional approaches on deploying
a navigational robot in a challenging working environment
with many new corner case scenarios. Our results show that
DOS® outperforms traditional approach in great magnitudes in
terms of deployment time and operational robustness.

[. INTRODUCTION

We propose DOS®, a system designed for reliably deploy-
ing modern Al-enhanced robotics. The system is lightweight
but powerful to run on the cloud for simulation and on a
real-world production level. In recent years, machine learning
models are applied and run on the backend as a service
every day on various domains, e.g., recommendation system,
language translation and image recognition. Ubiquitous appli-
cation leads to a large team with more developers involved.
How to improve the efficiency of cooperation encourages lots
of large cloud service like AWS, GCP and Azure to provide
complicated toolchains to address large-scale deployment. A
great many of pipeline orchestrators also develop tools for
CI/CD for machine learning applications. On robotic area,
there are platforms [1]-[6] researchers designed for managing
and interacting with deep learning models. The key problem
here is that components of these heterogeneous platforms
are deeply bound to cloud services and their architect. It
also leads to the relatively heavy configurations and learning
cost for a new application. This motivates us to develop a
lightweight but fully functional system specially designed
for robotic deployment. With the clear division of tasks and
modular design, the system can help the team to minimize
crunch between developers and get fast feedback.

While facing the deployment of robotic applications, we
extract three essential components based on our robotic

Fig. 1: This figure shows DOS® deploy a collision-free navigation
algorithm to a swarm of robots. (Turtlebot Burger). The right-top
figure is the Operating page where viewing from the coach robot
(Pyrobot). User can manually move the robot by the joystick the
page provides.

deployment experience. Firstly, the environment is volatile
and complex, most of the platforms whether from industry or
academic research hardly consider the environmental adaption
of models. The change in the environment is always delivered
as non-consecutive events. It has an essential difference
compared to continuous and unified query data. These events
can either be images, text or environment observations.

The system should be able to change the company’s model
with the external context. We first need a model reservoir to
manage the pre-trained policies to achieve this. While the
model is running, we also want to know how everything is
going. Another module collects metrics like runtime CPU,
Memory and GPU usages for showing the system’s state.
These metrics are valuable for later system optimization.
For example, if the user finds the system is under high-
intensity operation, the system can automatically calculate
how many extra computational resources it needs to balance
the workload. On the other hand, users have customized
criteria for the model’s performance. The system can return
these evaluations and do further optimization based on that.

We argue that deployment and delivery for robotics need
custom software abstractions and toolsets. To address the
above challenges, we propose DOS®(Deployment Operating
System), a production-level system for deploying the modern
data-driven robot applications. DOS® contains programming
abstractions, shown in Figure 2. (i) an environmental adapter
following the unified interface. We acknowledge the complex-
ity of events, so one single instance taking care of all problems
facilitates the maintainability and scalability of the system. In
this instance, we devise multiple handlers, each with expertise
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Fig. 2: The overall architecture of the system. DOS® system can interact with both simulators and the real-world. Starting
from the environmental adaptor, the system first detect is there any event happened, then feeds the observation to the model
and executor, after that it saves the data to the data replay reservoir. This first partition is continuous deployment. The
continuous integration part is that Analytic Profiler will examine the performance of the model and system, then make

modifications based on the analytic report.

large variety of robotic applications, the models are different
in many aspects depending on users’ cases. DOS® offers
a simple and unified model API supporting easy plugins
of users’ customized models. (iii)) An analytical profiler
that collects runtime metrics for optimizations. DOS® also
provides a user-friendly UI to faciliate robotic development
and deployment.

The rest of the paper is organized as follows. Section 2
introduces recent machine learning deployment system both
in academic and industry. Section 3 presents the concept,
implementation and components of the DOS® system. Section
4 evaluates DOS® in the context of a participant study. We
shows the reliability and convenience of our system. Finally,
section 5 provides conclusions and future work.

II. RELATED WORK

Continuous Development / Continuous Deployment.
Continuous deployment is a software application that can
automatically deploy the software in production. The incre-
mental updates of the model are efficiently released and tested
[7]. CD extensively interacts and builds upon continuous
integration. Humble et al. [8] introduced some CD examples
with guidelines. A common CD includes several stages. Each
stage will have a specific tool to finish the job [9]. Canete
et al. [10] proposed an energy-efficient deployment in edge-
based infrastructure. Ahmadighohandizi et al. [11] present a
framework for IoT applications. They design the workflow
under the continuous deployment principle. Sokolowski et al.
proposed an IaC (Infrastructure as Code) system automating
deployment coordination [12]. Mysari et al. proposed a
CI/CD pipeline using Jenkins [13]. Amazon Web Services

(AWS) provides several specialized commercial services
for CI/CD for robotic applications. AWS RoboMaker is a
development studio integrating Gazebo simulator [14]. It
mitigates the toughness of robotic development by containing
preconfigured tools and simulators. To deploy the application
to hardware, AWS IoT Greengrass 2.0 [15] provide an
example of deploying the robotic applications to a fleet using
their modular, self-contained units. Teixeira et al. investigate
CI/CD techniques in robotic repositories (ROS packages)
[16].

Machine Learning DevOps. Traditional software DevOps
aims to improve the efficiency, quality and robustness of the
development lifecycle [17]. MLOps is this process specifically
applied to Machine Learning area. Compared to traditional
DevOps, MLOps is more data-centric. Development stages
are orchestrated around a data center [18]. Multiple works
have been made to different aspects of data preparation and
processing [19]-[24]. Currently, there are a large number
of ML DevOps tools on the market. Most of them provide
training and inferencing the ML jobs, which leads to that they
are deeply interwoven with cloud service vendors. Argo CD
[25] is an application deployment and lifecycle management
tool based on Kubernetes. MLFlow [26] is an open-sourced
ML platform that provides the whole lifecycle of ML pipeline.
Vertex Al is an artificial intelligence platform running on GCP
(Google Cloud Service) providing the building and deploying
of ML models. KServe [27] is an inference platform on
Kubernetes previously called KubeServing. As we can see,
due to the nature of their full-cycle functionalities, all these
methods are deeply binding to at least one cloud service. For
robotic applications such as patrolling in the supermarket
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or navigation task in our case study, cloud-to-edge transport
cost considerable latency. Thus, once the model is trained, it
needs to be deployed on the robot rapidly. Our lightweight
DOS® is specifically designed for it. In academia, Ease.ML
[28] is a management system specially designed for MLops, it
divides the development of machine learning application into
eight sub-process that covers the whole lifecycle of CI/CD.
MLbase [29] provides declarative abstractions for ML tasks
and the ability to adapt the learning algorithm.

III. SYSTEM DESIGN

DOS® contains three key components:(i) an environmental
adaptor that handles all kinds of triggered events, (ii) a replay
reservoir that stores the data points for incremental modifica-
tion of the deployed models, and (iii) an analytical profiler
that monitors and save the system-wise and model-wise
user-defined metrics. The CI/CD paradigm is a methodology
that automatically develops and deploys the applications in
every stage. We pre-trained the deploying model, but that
doesn’t mean it never change ever since running. The complex
environment leads us to adjust the model using methods like
transfer learning [30] or online reinforcement learning [31].
To achieve this goal, we implement analytical profiler for
extracting model performance and data reservoir that buffers
the most recent data for continuous online development.
Furthermore, the analytical profiler also has the functionality
of system analysis because the workload system is burdening
has a non-negligible influence on model performance. It
is also reponsible for recording and optimize the model’s
performance.

In the following sections, we use a mobile robot navigation
task to illustrate each component of DOS®. We suppose the
model is reinforcement learning based. The model generates
a velocity command and passes it through ROS.

A. Environmental Adaptor

Robots encounter a plethora of unexpected accidents every
day. We don’t want them to get stuck or disfunctional when
doing their job. We hope to implement this adaptor that not
only acts as an extensive collection of event handlers but
also has an intelligent scheduler that can assign the event to
a specialized handler. It will send a notification asking for
human intervention if it can’t find an appropriate one among
all handlers. In such case, human operator needs to write a
new handler for the unseen event. The handler’s structure
is unified, it only takes a few definitions to create a new
instance. Our environment adapter considers contingencies
during deployment. It sets up a specific handler for each type
of event. The adapter’s initialization and calls are shown in
Figure 3. Here we consider three environmental emergencies:
warnings of being too close to the walls, out of battery and
broken internet connection. DOS® is implemented as a library,
with a definition of name, message type and on_call function,
it can quickly bring the robot back into operation. There
is also another kind of event caused by multiple potential
reasons. For example, the robot spins in one place. There
could be no input feeding to model, unexpected value in

Obstacle Caution

Al &

- Y

Low Battery Warning

Network Handler

19

Spin Handler

Scheduler

=

Network Warning

Fig. 3: Three example events the robot may encounter. The
environmental adapter scheduler will subscribe to the event
and assign it to the corresponding handler.

command or hardware problem. Then the scheduler needs to
figure out the problem by using information from the analytic
profiler or loop over all the handlers to see if anyone has
solved it. We scale our adaptor to different kinds of message
tools.

B. Data Reservoir

Experience plays a crucial role in modern robotics learning
methods. The learners consume a large amount of data
for each time of training. Lots of reinforcement learning
libraries provide replay buffer like OpenAl Baselines [32],
Ray RLIib [33] and ChainerRL [34]. These libraries mainly
provide algorithm implementations and do not put particular
focus on replay buffers. It exists only as a necessary part
of the ecosystem. Our data replay reservoir is a critical part
of CI/CD system. We introduce our data replay reservoir
for its high capacity and flexibility. It can efficiently store
the customized data generated during deployment. We take
the same mobile robot navigation task to go through the
efficient functionality of this module. The navigation task
takes in acquired sensor data like odometry and lidar
sensor data. The lidar data consists of several consecu-
tive frames. Each frame is represented by a list of beam
distances. User reconstruct all these raw data into unified
obs_t. Data replay reservoir store the transition by call-
ing replay_buffer.add(obs_t,action, reward,
obs_tpl,done). When moving to the training stage,
use replay_buffer.sample( batch_size,mode)
to retrieve the data points. Batch size is the number of
transitions required by this epoch of training. To use the
samples stored in replay reservoir, we offer three modes:
random, recent, and prioritize. Random mode retrieves
samples of batch size using a randomly generated index of
all data points. The recent mode only returns the last samples.
Prioritize mode returns a tuple of batch size transition with
weights added.

C. Analytic Profiler

Analytic Profiler consists of two main modules for a
different purpose. The first is the module designed for the
evaluation of the model. We can use the loss, accuracy and
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Fig. 4: Analytical profiler first retrieves required messages from
middleware like ROS and host utilities provided by DOS® system.
Based on user-defined rules, it then picks a candidate model from
model registry and use canary release to update new policy to the
whole fleet.

total rewards as criteria depending on the algorithm user
deploy. These metrics are indispensable in hyperparameter
tuning [35]. Tuning methods like bayesian optimization,
reinforcement learning-based optimization and grid search
consume and make decisions based on these metrics. A
user-defined metric like the warnings of too close to the
wall also belongs to the model performance category. The
second aspect we tend to profile is the system-wise metrics
including GPU-specific and host-specific [36]. We list the
metrics in Figure 4. Under the context of mobile navigation
tasks, since it’s equipped with onboard computers with limited
computational resources. If the CPU and memory usage are
too high, we need to switch to a small model or concatenate
the observations to one laser frame etc. Since DOS® is
supposed to support massive deployments, we also implement
canary release which will update a small group of robots to
check the availability before rollout to the whole fleet.

IV. EVALUATION

To evaluate the usability and reliability of DOS® ’s interface
which can help developers efficiently deploy and monitor their
programs, we first conduct a user study with 50 participants
from various backgrounds. We ask participants to deploy
a navigation policy to a mobile robot with customized
environmental adapter and analytical profiler. Once finished,
the whole system can be deployed with one click from the
GUI provides as 7a shows. Participants can also monitor
the status and receive the run-time summary. We further
investigate each modules’s functionality by plotting some
metrics as the robot run in Section IV-C. As a robotic
deployment operating system, it is a common demand to
have the ability to apply to a massive number of robots.
So in Section IV-D, we deploy policy to 6 Turtlebot3
burger robots to show system’s scalability.

A. Environment Setup

We prepare several mobile robots, one server hosting
DOS® and three collision-free navigation policies in advance.
The details are listed below.

Real Robot. Specifically, we install our system on
a mobile robot platform Turtlebot3 burger. This
robot is equipped with LDS-01, a 2D LIDAR sensing
360 degrees with 0.12 to 3.5 meter range and a scan
rate of 300 &+ 10 rpm. We limit the robot’s maximum
speed to 0.1m/s. The on-board computer of burger is
Raspberry Pi 3. The robot has all the drivers and ROS
Kinetic installed and configured, so the participants do
not need to make any additional changes to it. The bot
publishes the following necessary topics for complete deploy-
ment /scan, /odom, /cmd_vel, /battery_status,
/is_crashed. /scan data is the lidar sensor data, it’s an
array consisting 360 float numbers, each number represents
the beam range of a certain degree. It’s the most valuable input
for collision-free decision model. /odom is the odometry
data recording the position and velocity compared with the
start location. /cmd_vel is the action command controls the
robot’s linear and angular velocities. It’s also the only output
of the model. /battery_status and /is_crashed are
the event messages for environmental adapter. The handlers
subscribe to its corresponding topics and deal with policies
set in advance. The robot connects to the same local network
as server, so the information can also pass to it.

Server. The computer used as a server is an Intel NUC
11 mini with Linux 20.0 installed. DOS® system including
backend and frontend server is running and linked using
roslibjs [37]. We also installed ROS and Stage simulator [38].
The ROS master node is running on server and the messages
can be transferred from the real robot. Utilizing the GUI
DOS® provides, participants can complete their deployment
and monitor the status of robots from their remote laptops.

Navigation Algorithms. In order to test the generality
and robustness of our system, we consider the following
three reinforcement learning-based navigation methods: (i)
CFNDRL [39], a collision-free navigation policy trained by
path-following integration of the environment difficulty. (ii)
CADRL [40], an agent-level decentralized method with each
agent accesses precise state information. (iii) DRLMACA
[41], a fully decentralized method in which the same policy
is trained for all agents in several multi-agent environments.
All these three algorithms take the laser data and odometry
information as input. DOS® has a clear interface for users to
replace the models.

Participants. We expect our participants have some
backgrounds either in having used machine learning models
or having hand in robotic development. We pick up 20
participants, 14 from Computer Science, 4 from Computer
Engineering and 2 from Mechanical Engineering Department.
We divide them into two groups, one group utilizes DOS® to
finish a deployment task, and another uses python scripts to
wrap up the functions required by themselves.

B. RQI: Does DOS® effectively support CI/CD process for
robotic application?

To answer RQ1, our study mainly focuses on measuring
agile CI/CD and the user-friendly interaction of our system.
Although all the required information is published using ROS
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Fig. 5: The blue bar represents the group using DOS®, the orange
one is the group who needs to wrap everything by themselves. We
use kernel density estimation (KDE) to show the main distribution
of the two groups’ evaluation. Participants’ ratings on preference
degree. 1 is least recommended, and 5 is strongly recommended.

topics, we do not expect participants have rich experience in
ROS. The instruction gives detailed and precise DOS® API of
how to subscribe and publish specific messages. We set up a
computational environment and prepare the navigation model
in advance. Participants’ job is to write the three modules
in separate files. Users need to inherit the superclass we
provide for environmental adapter and customize their own
handlers. The robot’s states are transported from the robot by
ROS. Users must process it to the observation that fits the
replay reservoir’s data model. The instruction also provides
an example of writing switching rules based on too-close
warning quantity. DOS® will take the rest of the work to
get the data and utilize them to successfully deploy this
navigation algorithm. We ask participants to finish the task
within two hours. After the experiment, we collected feedback
with evaluation metrics designed to show the accessibility of
our system.

We collect several objective questions in the following: 1)
How much time do you spend deploying using DOS®? 2)
How many successful times you deploy among 5 tries? 3)
How many lines of code do you write to deploy the model?
and subjective feedback like 4) What rating you would like to
recommend the system from 1—5, 5 is strongly recommended.
5) What improvements do you think DOS® can make?

As Figure 5a shows, using DOS® can greatly save time.
Average time participants use DOS® locates in 40-60 min
zone while the group using traditional method takes around
one more hour to deploy. We found that most time traditional
method group spend is to integrate the different modules
into one operable program. We give each participant 5

opportunities to run their deployment on the real robot. We
count how many times they successfully move the bot using
the policy we provide. Resorting to the modularity of our
system, as long as the participant strictly follows our defined
API, the whole system is robust and error-free. We use Lines
of Code (LoC) to represent the conciseness of programs that
aim to complete the same task. We found the most significant
difference is that group using the traditional method writes
a large part of code to construct redundant events handlers.
And the other challenging part is to develop a mechanism
using relatively less code that can seamlessly run the program
for a day.

The remaining questions are about the scoring of DOS® and
one open question of suggestions participants may have. Some
advise further support of ROS2 or another language like C++
for acceleration.
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Fig. 6: After the successful deployment of the models, we test the
system’s performance based on the total number of warnings and
odometry data. In our navigation algorithm, we count a warning
number while the minimum value in one frame of laser scan is less
than 0.2m. The odometry data is the distance robot traveled in 5
minutes. Using the analytical profiler in DOS®, the different models
can be seamlessly switched by certain rules. (c) shows the exact
moment and the total number of warnings when system switches
model. The orange star is the real-world deployment and the blue
circle is the simulation deployment. Map in (d) is reconstructed from
the real test environment. The green box represents the turtlebot
with the same range of scan.

C. RQ2: How do modules of DOS® facilitate the users after
deployment?

As a complete deployment system, besides assisting in
developing the algorithms, it is also essential to gather
feedback on the running policy. It can switch models based on
user-defined metrics. In this case study, we deploy the policies
on the simulation environment and real-world turtlebot. Our
system is designed for 7 x 24 deployment, but here we only
deploy the same task for half an hour due to the battery
limitation of our mobile platform. Figure 6d shows the
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f. Mobile robot Monitor

Fig. 7: (a) shows the deployment page. Once users finish the customized modules, use the red button shown at the right-bottom to deploy
the policy automatically. (b) and (c) are the operating and monitoring pages of a simulated quadrupedal robot deployment. The view
occupying most region on operating page is from the camera on bot, there are also depth camera view and control joysticks on the right
side. The monitoring page displays data from analytical profiler like odometry and joint positions. (d) is the deployment to a swarm of real
world turtlebots. (e) and (f) are the operating and monitoring page from a pyrobot [42] view.

simulated environment in Stage simulator reconstructed from
the laser scan of our laboratory.

For environmental adapter, we set too-close warning, low
battery and crash handlers. When receiving the latter two
signals from the corresponding ROS topic, the GUI will pop
out a window to notice the user. These kinds of events need
user’s manual management. The too-close warnings is that
when the robot navigates too close to the obstacles, i.e, the
minimum value in one frame of laser scan is less than 0.2m.
The callback function for too-close handler is to add one
value of a counter from analytical profiler.

Analytical profiler provides advanced analytics that can
deliver useful insights based on the running summary during
a certain period. These key attributes can be applied to predict
future behaviors and optimize the model. For this example,
we record every 5 minutes odometry data (travel distance)
and the total number of warnings and use them as indicators
of the model’s performance. The rule of when to switch the
model is specified as if the total number of warnings in the
past 5 minutes is higher than a preset average value (We set
it as 40 in this experiment), DOS® will randomly pick a new
one from the model pool.

Figure 6 shows the changing number of warnings along
the operating time and the corresponding Figure 6¢ marks
the time and number of warnings when the analytic profiler
decides to switch the model. The label on each star shows
the exact transfer between models. Real-world deployment
has more warnings and odometry than simulation. We found
that’s because in simulation, some relatively thin obstacles
like table legs are not reconstructed.

D. Can DOS®help to deploy model to massive robots?

For massive deployments, we choose the same navigation
model and deploy them to 6 Turtlebot3 Burger robots,
see Figure 7d. To make the whole system more user-friendly,
we also provide operating page and monitoring page see
Figure 7b and Figure 7c. On operating page, the main screen
is the robot’s camera view. There is a joystick where user
can use to manually control the robot out of stuck. Users can
also use the menu button on the top left to switch among
robots. The monitoring page visualizes users’ interested topics
and plots them over time. While switching to new policy,
DOS® provide canary deployment as Figure 4 illustrates. The
system will update 3 out of 7 robots, if there is no error
coming out, the deployments will continue to the rest.

V. CONCLUSION

The deployment of machine learning-based robotic models
has been under rapid growth recently. However, the com-
plexity also becomes increasingly sophisticated in terms of a
plethora of frameworks and libraries. In this paper, we propose
DOS®, a robotic deployment system that introduces three
modules. Each address one of the key challenges developers
commonly encounter. Explicit division brings benefits and
efficiency on reliability and robustness. Using such a system
is a considerable strength to help cooperation and future
development among the team. We demonstrate the power of
our system by using it to deploy navigation algorithms to one
and a swarm of real-world mobile robots. For future work,
we plan to deploy multiple tasks on heterogeneous platforms
and scale the scope to more robotic applications.
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