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Safe Networked Robotics with Probabilistic Verification

Sai Shankar Narasimhan*, Sharachchandra Bhat*, and Sandeep P. Chinchali

Abstract— Autonomous robots must utilize rich sensory data
to make safe control decisions. To process this data, compute-
constrained robots often require assistance from remote com-
putation, or the cloud, that runs compute-intensive deep neural
network perception or control models. However, this assistance
comes at the cost of a time delay due to network latency,
resulting in past observations being used in the cloud to
compute the control commands for the present robot state. Such
communication delays could potentially lead to the violation
of essential safety properties, such as collision avoidance. This
paper develops methods to ensure the safety of robots operated
over communication networks with stochastic latency. To do so,
we use tools from formal verification to construct a shield, i.e.,
a run-time monitor, that provides a list of safe actions for any
delayed sensory observation, given the expected and maximum
network latency. Our shield is minimally intrusive and enables
networked robots to satisfy key safety constraints, expressed
as temporal logic specifications, with desired probability. We
demonstrate our approach on a real F1/10th autonomous
vehicle that navigates in indoor environments and transmits
rich LiDAR sensory data over congested WiFi links.

Formal Methods in Robotics and Automation, Networked

Robots, Teleoperation, Probabilistic Verification

I. INTRODUCTION

Today, an increasing number of robotic applications re-
quire remote assistance, ranging from remote manipulation
for surgery [1] to emergency take-over of autonomous vehi-
cles [2]. Teleoperation is even used to control food delivery
robots from command centers hundreds of miles away [3].
In these scenarios, network latency is a key concern for
safe robot operation since actuation based on delayed state
information can lead to unsafe behavior.

Despite the rise of robots operating over communication
networks, we lack formal guarantees for their safe operation.
Today’s approaches for robotic safety range from reachability
analysis [4], [5], [6], [7] to shielding that restricts unsafe
actions based on a formal safety specification [8], [9], [10],
[11]. However, there is little to no research that provides
such rigorous safety analysis for networked robotics. This
paper asks: How do we ensure safe networked control over
wireless networks with stochastic communication delays?

Communication delay is the cumulative time taken to send
an observation to the cloud and receive an action back at
the robot. We develop the intuition that if the interaction
between a remotely controlled robot and its environment can
be modeled as a Markov Decision Process (MDP), the com-
munication delay is analogous to sensing or actuation delays.
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Fig. 1: Safe Networked Control for Robotics: A resource-constrained
robot transfers sensor observations (RGB-D images or LiDAR point clouds)
through a wireless network with stochastic latency. At the receiving end,
a control module or a human teleoperator processes the observation to
generate the corresponding action. The action is filtered by the shield, which
enforces a particular safety specification that the robot has to maintain. The
filtered, “safe” action is then executed by the robot.

Previous works on Networked Control Systems (NCS) have
addressed MDPs with delays [12], [13], [14], but often make
restrictive assumptions about delay transitions. In our paper,
we propose Delayed Communication MDP, a novel approach
to model MDPs with delays that aligns naturally with the
transmission of observations and control commands when
operating a robot via wireless networks in practice.

Fig. 1 shows our approach, tested on an F1/10th car [15].
Our approach is extremely general - we can either have a
human teleoperator or an automatic controller running in the
cloud, including Deep Neural Network (DNN) perception
models or deep reinforcement learning (RL) based policies.
First, sensor observations are transferred via wireless links
(step 1) and processed to compute the corresponding control
command (step 2). The control command is transmitted back
to the robot and filtered by the shield. The shield is a run-
time monitor, constructed offline, that disallows actions that
violate a safety property. The shield has access to the delay
corresponding to the received control command as it runs on
the robot. Finally, the shielded action is executed to ensure
safe behavior amidst stochastic network latency (steps 3-4).
We design the shield using tools from formal verification
[16], given knowledge of the network latency and a model
of the environment transitions.

Shields, as implemented in [8], provide an absolute mea-
sure of safety. For networked control with stochastic latency,
shielding results in perfectly safe operation at the cost of task
efficiency. In this paper, we propose a shield synthesis ap-
proach that, when combined with the cloud controller, allows
the networked control system to meet safety requirements
with a desired probability. Our experimental findings indicate
that a slight reduction in the desired safety probability leads
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to a significant increase in task efficiency. In this paper,

1) We present the Delayed Communication MDP, a novel
approach that accurately models the interaction between
a remotely controlled robot and the environment, in the
presence of stochastic network latency.

2) We propose an algorithm to synthesize a shield that,
when executed with the cloud controller, guarantees the
desired probability of satisfying a safety property.

3) We demonstrate our approach in simulation as well as
on an F1/10th autonomous vehicle that must closely
(and safely) follow an unpredictable leader in indoor
environments over congested wireless networks (Fig. 1).

II. RELATED WORK

We now survey how our work relates to cloud robotics,
networked control systems, shielding, and formal methods.

Cloud Robotics: Cloud robotics [17], [18] studies how
resource-constrained robots can offload inference [19], [20],
mapping, and control to remote servers [21]. Recent work
([22]) circumvents network latency for teleoperation by pre-
dicting the intent of a teleoperator remotely and synthesizing
trajectories locally on the robot for handwriting imitation.
This approach does not scale well for resource-constrained
robots for more complicated tasks like autonomous driving
as it involves running DNNs for intent prediction.

Delayed MDPs: Numerous prior works have addressed
sensing and actuation delays in MDPs [12], [13], [14],
[23], by making restrictive assumptions about the delay
transitions. The delay is constant in [12] and [14], while it
can only increase or remain constant between consecutive
time steps in [13], halting the decision-making when the
delay reaches the maximum limit. In contrast, we make no
such assumptions. Additionally, prior works have focused on
the delay in feedback [23] or cost collection ([13], [14]) in
the RL setting. We aim to formally verify the safety of NCS.

Shielding and Safe Reinforcement Learning: Our work
builds upon safe RL techniques developed for discrete-
time systems. The shielding approach ([8], [11]) involves
synthesizing a run-time monitor that overwrites the agent’s
action if it violates the desired safety specification, aiding
in safe exploration [9]. Recent work relaxes assumptions on
the knowledge of the environment and makes the shielding
approach more practical [24], [25]. As the execution of per-
fectly safe policies restricts exploration in RL, probabilistic
shields were introduced in [10] and [26] to trade off safety for
exploration. Building on this, recent work implements prob-
abilistic shields through probabilistic logic programs [27].
The definitions of the probabilistic shield in [10] and [26]
are similar to ours but these works do not provide theoretical
guarantees for safety, which we do. Another probabilistic
shielding approach [28] focuses specifically on synthesizing
shields that satisfy bounded specifications. While the above-
mentioned works deal with shielding for safe RL, our work
focuses on developing a novel shielding approach for NCS.

The previous approaches deal with finite state models
obtained from an abstraction of the continuous state space.
[29] proposes an alternative approach using Robust Model

Predictive Shielding. Further, Hamilton-Jacobi reachability
analysis [4], [5] and Control Barrier Function methods [6],
[7] formulate the safe control problem for the continuous
system. These methods cannot express rich safety properties,
such as “maintain a minimum distance between two vehicles
when the delay is above a threshold and visit the landmark
before reaching the goal”, which is possible in our approach.

III. BACKGROUND

A Markov Decision Process (MDP) is a tuple
(S, Init, Act, AJP), where S 1is a finite state set,
Init is a probability distribution over S representing
the initial state distribution and Act is a finite
set of actions. The transition probability function
P : Sx Act x S — [0,1] is a conditional probability
distribution and hence satisfies »_, gP(s" | s,a) = 1
for every state-action pair (s,a) € S x A(s), where
A(s) ={a € Act | 3¢ €8 s.t. P(s'| s,a) # 0} is the set
of available actions for the state s. A policy 7 is defined as
a mapping from states to actions, 7 : S — Act.

We will now introduce safety properties and our approach
using the hardware setup in Fig. 1, where a resource-
constrained mobile robot must safely follow an unpredictable
leader while being controlled remotely over a wireless link
with stochastic network delays. Henceforth, we will use the
term agent to indicate any controlled entity like the robot and
environment for uncontrolled entities (like the leader car).
The agent and the environment together form the system.

To capture our desired notion of safety for the system,
we first define Sypsafe to be the set of all unsafe states.
For example, in our hardware setup, an unsafe state is one
where the distance between the two cars, d, is less than the
safety threshold dg.se (Fig. 1). Then, we define the system
to be safe if it never reaches any state in Sypsafe. This can
be encapsulated by the Linear Temporal Logic (LTL) [16]
safety specification [(J—Sypsate, Which translates to “always
(O) never (—) be in an unsafe state”. Note that our notion
of safety is now equivalent to determining the probability
with which the system satisfies the safety specification ¢ =
O-Sunsate» Which can be done efficiently. We use Vi, 90(8)
to represent the probability of satisfying , while executing
the policy 7 starting from the state s € S. The probability
with which the system satisfies ¢ is then given by the
expectation of V73, (s) over Init. To compute V7, ., we
note that the safety specification = [0=Spsafe can be cast
into a reachability specification § = oS ,sate, Which refers to
“eventually (¢) reach any unsafe state”. Now, the probability
of satisfying this reachability specification, V73, 5(s), is the
unique solution to the following system of equations [16]:

if 5 € Sunsate = Vi g(s) = Liif s 50 = V3, 4(s) =0,
else Vﬂ—M’g(S) = Es'w]P’(s/|s,7r(s)) [VﬂM’g(S/)] . (1)

This can be solved using value iteration. Then, the safety
probabilities can be computed using the relation V7 Sa(s) =
1- V”M,g(s) Vs € S. We denote the minimum and max-
imum safety probabilities, across any policy, as Vﬁ‘,}‘;(s)
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and Vﬂa’;(s) respectively. We refer the readers to [16] for
details on how they can be computed. We also denote the
minimum and maximum safety probabilities for a state-
action pair (s,a) € SxA(s) by Qﬂf‘w(s, a) and Q% (s, a)

respectively. For example, Q%a’;(s, a) is computed as

Q,r/l\l/i)fp(sv CL) = ES/NP(S"S,G) [V%a:a(sl)} . (2)

The above discussion can be extended to reach-avoid speci-
fication, = Synsafe U goal, which translates to “never (—) be
in an unsafe state until (U) the goal state (goal) is reached”.
We note that the reach-avoid specifications can also be cast
into a reachability specification, and refer the readers to [16]
for further details. We denote the policy corresponding to the

max

maximum safety probability, Vi S0(5), as the optimally safe
policy Wfaf:a, defined as ﬁj‘iﬁa(s) = argmax, Q% (s, a).
These quantities are necessary to define our shield that
can ensure a desired safety probability § for the networked
controlled system. For an MDP M = (S,Init, Act, A, P),
a shield ([8], [10]) is a function, C : S — 24°t, that maps
every state s € S to a subset of A(s). During runtime, the

shield overwrites the policy only if 7(s) & C(s).

IV. PROBLEM FORMULATION

In this section, we formally define our safe networked con-
trol problem. We make the following three key assumptions:

« The agent-environment interaction is available as an MDP
M, = (S,Init, Act, A, P), where the state and action
sets are discrete and finite. For the continuous case, we
obtain finite sets by abstracting the continuous state and
action spaces. We term this as the Basic MDP. In our
hardware setup, the state set S consists of bins of possible
distances between the cars, the action set Act consists
of bins of allowed ego-robot velocities and the transition
probability function PP captures the leader’s unpredictabil-
ity modeled using an assumed range of velocities. This
is a standard assumption since the offline computation of
safe control policies typically require knowledge of the
agent-environment interaction [4], [10], [26].

o We assume a sufficient understanding of the stochasticity
in communication delay, which we model as a transition
probability function P, with an upper bound 7, on the
delay. Later, in Sec. VI, we show how to obtain P, from
the collected time-series datasets of communication delays.

« Finally, we assume the cloud controller 7jouq is available
as a mapping from the state set S to the action set Act
for the Basic MDP. For the discrete case, this mapping is
trivial as it iS mcouq itself. For the continuous case, the
mapping can be easily obtained even for complex DNN
controllers [30]. Later, we show how to relax this assump-
tion for cases like human-teleoperation. Note that the cloud
controller m.jouq 1$ unaware of the communication delay.

We now explain the practical effects of delays on NCS.
Consider an agent sending timestamped observations to the
cloud. The cloud processes these observations to extract the
system state information, generates a corresponding action,
and appends the same timestamp to it before sending it back

to the agent. We define communication delay as the time
difference between the current time and the timestamp of the
received action. Formally, at time ¢, the communication delay
is 7; if the received action, a;, corresponds to the delayed
state s;_r,. We refer to s;_,, as the latest available system
state at time ¢. Between two consecutive time steps ¢ and
t + 1, only one of the following three events can occur.

o Case I: The agent receives no action from the cloud. This
implies that the latest available system state at ¢+ 1 is still
s¢—r, and the delay 7411 = 7+ + 1.

e Case 2: The agent receives an action with a timestamp
equal to the current time, implying no delay, i.e., 7441 = 0.

e Case 3: The agent receives an action with an older
timestamp, implying 7441 > 0 and 711 < 7.

To model these events, we represent the delay transitions
as a conditional probability distribution P, (7¢11 | 7¢), P; :
QxQ — [0,1] where Q = {0, 1, .., Tmax } i8 the set of integer
delay values. As the delay cannot increase by more than 1
(Case 1), we have P (1p41 | 7¢) =0 if 74410 > 7 + 1.

Problem: We are given the Basic MDP My, the delay
transition probability function P, with an upper bound on
delay Tyax and the cloud controller 7cjouq. Our aim is to
ensure safe networked control such that the system satisfies
the safety specification [J—S,sate With probability §, where
Sunsafe denotes the unsafe states.

V. APPROACH

Our approach to safe networked control is based on
shield construction. The shield construction for safe net-
worked control requires an MDP that is cognizant of the
delay. However, the Basic MDP M, does not account for
any delay. Therefore, from M,;, we first create a Delayed
Communication MDP (DC—MDP) that accounts for the
stochastic communication delay. This is outlined in Sec. V-
A. Consequently, in Sec. V-B, we describe our approach for
shield construction for any MDP and any safety specification.

A. Delayed Communication Markov Decision Processes

To design the DC—MDP from the Basic MDP M,;, we
first note that in the presence of delay, the state transition
model can no longer rely only on the current state s; and
the current executed action a; to determine the next state
S¢+1- This is because s; is not known when the delay is not
zero. For a system with delay 7; at time ¢, the maximum
information available about the system at ¢ is the latest ob-
served system state s;_,, and the action buffer, i.e., sequence
of actions executed from ¢t — 7, to t — 1, a4—r,,...,Q4—1.
Therefore, determining whether an action a; is safe with
respect to the property [J—Sypsate should intuitively rely
on s;_r, and at_-,,...,a:—1. Hence, we incorporate this
maximum information available about the system into the
state of the DC—MDP. Note that the action buffer’s length
is the delay 7, which can vary. So, we introduce 7y, — T¢
number of place-holder actions, ¢, to ensure the action
buffer’s length is always 7,.x. Now, we define the state
at time ¢, ¢, as (St—r,, (Qt—ryy- vy Qt—1,0, ..., ¢),7t) and
the state space for the DC—MDP as X4 € S x (Act U
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{¢})™m=x x Q, where Q = {0,1,..., Tmax} 18 the set of
all possible delays. Without loss of generality, the initial
delay, 7y is 0, i.e., the latest available system state at the
beginning of any task execution is the initial system state.
Let s1,;¢ be the set of initial states for My, then we define the
initial state probability distribution of the DC—MDP, Initg,
to only have non-zero probabilities for the states in the list
smit X {(#,0,...,8)} x {0},

Let the state 1 = (St—ry, (Qt—ryy v s Qt—1, Dy .oy D), Tt)
and the action a;. We now relate the three possible events
described in Sec. IV to the state transitions in X, .

e Case 1: T,41 = 7 + 1. The latest available
system state remains the same. Thus x4 is
(St—rys (Qt—ryy - sty Py ...y P), 7% + 1). The occurrence

of this event is governed only by the delay transition,
hence the probability of this event is P, (7y + 1 | 7).

e Case 2: T,y1 = 0. The latest available system
state is the current system state s;yj. Thus x,yq is
(8¢41,(¢,...,¢),0). This event depends on the de-
lay transition with probability P,(0 | 7) and the
system transition from s;_r, to s;4; by executing
7 + 1 actions a;—,,,...,a;, with probability P(s;11 |
Sty Qt—7ypy o+ oy at).

e Case 3: 0 < 741 < 7. The latest avail-
able system state is delayed by 7.11. Thus x4
is (St+1_7—t+1, (at_;,_l_,,-“rl yee ey Aty (ZS, ey ¢), Tt+1). Similar
to Case 2, the occurrence of this event is governed
by the delay transition with probability P, (741 | 7¢)
and the system transition with probability P(s;41—7,,, |

St—Tpy Qt—7p 5+ + s at—TH,l)‘

IP’d(le | Cﬁmat) =

Pr(req1 [ 1),
if Tt4+1 = Tt + 1

Ti41 = (St—Tm (a/t—Tu ey Aty ¢a ey (b)’ Tt + 1)
Pr (741 | Tt)z Ytmr, - Z Yi—1 Yt
St—rt+1€S S$tE€S
T++1 terms
if i1 = 0,241 = (St41, (0, .-+, 9),0)

PT(Tt+1 |Tt)z

St—7y+1€S

Yt—7y + - - Z

St—-rHrl

Yt—1i41—1 Yt—7411>
€S

Tt —T¢4+1+1 terms

if 0 < Tt4+1 S Tt
Tip1 = (8t+1frt+1, (at+17'rt+17 ..

'7at7¢7"'7¢)77—t+1)

0  otherwise,

3)
Consequently, we define the transition probability function
for the DC—MDP P : X4 x Act x Xz — [0,1] as shown
in Eq. 3. In Eq. 3, yt—7, = P(S¢—r,+1 | St—r,,at—r,) is the
one-step transition probability from the system state s;_r,
to s;—r,+1 while executing the action a;—,,. We note that
the system transition probabilities in Case 2 and Case 3
can be factorized into the 7, + 1 and 7 — 7441 + 1 terms

in Eq. 3 respectively. Now, we prove that Py is a valid
conditional probability distribution with support over the
state space X4. First we note that since the conditional
distributions P,.,y; > 0, P; > 0. Next, we show that
ZleeXd Py(x¢41 | x4, ar) = 1. Substituting the transition
probabilities from Cases 2,3 in place of the factorized terms
in Eq. 3,

Z Pg(@isr | e ae) =Pr(me + 1| 1)+

Ti41€Xqg
Pr(0] 1) 22 P(se41 | St—rps Qtorys - ae)+
St41
Tt
Z PT(TI ‘ Tt) Z ]P)(stfr’ | St—rps At—7y - - - 7a/t7‘r’71)-
T'=1 Sy _ 4t

“)

The inner summations in the second and third terms
of the right-hand side of Eq. 4 equate to 1. Hence,
szexd Pa(wer | we,a0) =3 cqPr(7' [ 7) = 1.

Thus, the DC—-MDP My is the tuple
(X4, Inity, Act, A, Py). From the definition of the
state space of the DC—MDP, we denote the unsafe
states for the DC—MDP, X,nsafe» aS a subset of
Sunsafe X (Act U {@})™max x Q, where Synsate is the unsafe
states set for the Basic MDP. In other words, the DC—MDP
state at time ¢, Tt = (St—ry, (Gt—rpy v s Qt—1, Dy .o, D), Tt),
is unsafe if s;_;, € Synsate. Additionally, we show how
to construct the DC—MDP when only 7,,x is known, and
P, is not. Since the delay is upper-bounded by Tax, the
action corresponding to the observation s;_,_. . is always
available at timestep ¢. Therefore, we take s;_,  _ as the
latest available system state and consider the delay to be a
constant and equal to 7y, Consequently, the initial delay is
set to Tmax and the action buffer is set to {(as, as, ..., as)},
where a, is the action that does not affect the agent’s state.
In our hardware setup, as is the ego-velocity of 0 m/s.

B. Shield Design for Safe Networked Control

In this section, we show how to construct a shield for
any MDP M = (S, Init, Act, A, P), a specification ¢ =
O-Sunsate and a policy 7. The shield should ensure that
when 7 is executed in the presence of the shield, the initial
state distribution should satisfy ¢ with at least the desired
safety probability §. First, we formally define the shield.

Definition 1. The e-shield, C. : S — 22, for any state
s€S, and € €[0,1] is

C(s) = { ol QL(s:0) > e} i VIRG(s) > e,
‘ {argmax, QR (s,a)} i VI (s) <.

During run-time, the action executed is different from 7 (s)
only if m(s) & Cc(s); in which case an action from C.(s) is
chosen. Hence, the e-shield is minimally intrusive. Now, we
show there exists e such that the run-time monitoring of m
by the e-shield C. provides a safety probability greater than
or equal to § for the initial states.

o)

Definition 2. The modified policy, 7. : S — Act, for any
state s € S, policy m, and e-shield Cq is
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B 7(s) if m(s) € Ce(s),
mels) = {pick from Co(s) if w(s) & Cels).

Observe that the modified policy . is a result of the run-
time monitoring of 7 by the e-shield C.. In other words, 7,
is the policy that is executed during networked control.

Proposition 1. The safety probability for a state s € S
while executing e, V1 (s), is lower bounded by me »(3)
where the MDP M. = (S,Init, Act, C,P). The lower
bound Vj{jﬁ"@(s) is a non-decreasing function of e.

Proof: First, we note that executing . for M is equiv-
alent to executing 7 for M, = (S, Init, Act, C,,P), where
the allowed action set for each state s is given by C.(s).
Hence, the minimum safety probability for M. denoted
by Vi »(s) is the lower bound for V5 (s). Now, we
show by contradiction that for ¢,€ € [0,1] and € < &,
v o(8) < vl o(s) for any state s € S. Assume for
the MDPs M. and /\/le, Vi o(8) > Vi o(8) for s € 8.
This implies that the pohcy that corresponds to V;{}{“ (s)
does not exist for M., and hence C.(s’) C Ce(s’) for some
s’ € S. But, from the definition of e-shield, if € < €, then
Cc(s) D Ce(s) Vs €S, which is a contradiction. Thus, the
lower bound on V7 (s) is a non-decreasing function of e.

Remark 1. For the MDP M = (S, Init, Act, A, P) and the
safety property o, note that the safety probability for any
s € S is upper-bounded by V3% (s). So, for the initial state
distribution, the upper bound on the safety probability is
Eq tnit [V sa( )] Hence, any choice of the desired safety
probability § should satisfy § < B init [V"“”‘ (s )]

Algorithm 1 Shield Design
Input: MDP M = (S, Init, Act,A,P), policy , safety
specification ¢ = [0=Spsate, desired safety probability &
Output: e-shield, C?.

1: Initialize e-shield, C¥(s) = A(s) Vs e S.

2: Compute Q7% (s, a) for all state-action pairs in M.

3: for ¢ < [0, 777217,... 1] do

4: Determine C.(s) for each state s € S as in Eq. 5

5: Determine the modified policy m, as in Eq. 6.

6: Compute V7 (s) for all states in S as in Sec. IIL.
7 if Eyognie [v;;,v(s)} > & then C* = C.

8: break

9: end if

10: end for

11: return C;.

The Algorithm 1 takes as input the MDP M, policy ,
specification ¢, and desired safety probability d, and outputs
the synthesized e-shield C?. In line 2, we compute the
maximum safety probability for all state-action pairs in M,
as explained in Sec. III, Eq. 2. Then, we gradually (based
on the granularity n) vary the parameter € from O to 1 until
the safety probability for the initial state distribution, while

executing the modified policy ., is greater than or equal to
the desired safety probability § (lines 3-10).

Theorem 1. (Termination with guaranteed safety). For a
given MDP M and a policy w, Algorithm 1 always termi-
nates with an e-shield, C} as in Eq. 5, such that the modified
policy me, a combination of m and C! (Eq. 6), satisfies
the safety property ¢ = UO-Synsate for the initial state
distribution with a probability greater than or equal to the
desired safety probability 6, where 6 < Eg it [V’“ax (s )]

Proof: From Proposition 1, we know that Vﬂ?,w(s) is
a non-decreasing function of € Vs € S. For € = 0, note that
Ce(s) = A(s), and therefore ﬂ“w( s5) = Vin ,»(s). More-
over, for € = 1, note that C.(s) = {argmax Qﬁ‘j’;(s a)}
from Eq. 5. This implies 7. is the same as the optimally
safe policy, 7 bafe , from Sec. III. Consequently, we have
Vi o (5) = Vm"‘x( ). Thus, VI§* _(s) is a non-decreasing
functlon of € that 11es between me »(s) and VITI (s).

Since expectation is a linear operation,
Eoomit [ViL" 90(5)] is also a non-decreasing function

of € that lies between Egomit [V%}f‘@(s)] and
Esinit [Vma’;(s)]. Therefore, for any desired safety

probability 6 < Eg it [V 1ax( )] (from Remark 1), there
exists an ¢ € [0,1] such that Eonmit [V" o(5)] > 0.

Finally, since Eginit [VMW(S)}
Eswlnit [VE?’@
Algorithm 1 always terminates with the e-shield, CZ,
guarantees the desired safety probaility 9.

is lower bounded by

(s)] (Proposition 1), we conclude that the
that

Irrespective of the choice to pick any action from C.(s)
when 7(s) ¢ Cc(s) (Eq. 6), Algorithm 1 returns an e-
shield, C¥, which guarantees the desired safety probability.
For example, one could select actions from C(s) prioritizing
either task-efficiency or safety (argmax, Q{7 (s,a)). We
also note that the shield design in [10] and [26] is similar
to our e-shield definition. However, our key novelty is that
unlike [10] and [26] which do not provide any guarantee
on achieving the required safety probability, our approach
returns C? which guarantees the required safety probability.

Remark 2. Algorithm I can be modified to yield an e-shield
even when T is not known, in cases like human-teleoperation.
Since the modified policy cannot be computed without m, we
instead check for Eg ipnit [me (s)] > 0 in line 7 of the
Algorithm 1. This guarantees safety probability of at least §
for any modified policy 7.

Hence, for safe networked control, we construct the
DC—MDP (refer to Sec. V-A), and given the safety spec-
ification ¢ = [0=Sypsafe and the cloud controller mcjouq, We
use Algorithm 1 to construct the e-shield, C}, which ensures
a safety probability greater than or equal to ¢ for the NCS.
The same can be extended to reach-avoid specifications by
casting them into reachability specifications (refer to [16]).
More broadly, our approach works for any specification that
can be cast into a reachability specification.

IEEE Robotics and Automation Letters (RA-L) paper, presented at ICRA 2024, Yokohama, Japan. Cite as RA-L paper.



IEEE Robotics and Automation Letters (RA-L) paper, presented at ICRA 2024, Yokohama, Japan. Cite as RA-L paper.

VI. EXPERIMENTS

Now, we show empirically that the shield ensures safety
in the presence of communication delays. We analyze the
behavior of the agent with shields constructed using two
different DC—MDPs: “constant delay” when only 7Ty,ax iS
known, and “random delay” when P, is modeled addition-
ally. We test on three environments,

o A 2D 8x8 gridworld simulation setup where the controlled
robot, initialized at (0,0), is tasked with reaching the
goal at (7,7) while avoiding collision with a dynamic
obstacle. Each episode runs for 50 timesteps. An episode
is considered a win if the robot reaches the goal without
colliding, a loss if there is a collision or a draw otherwise.
The cloud controller is learned using tabular Q-learning.

o A car-following simulation setup where the ego robot has
to follow the leader car with a minimum safety distance
of bm. The system state consists of relative distance and
relative velocity. The leader car can accelerate anywhere
between —0.2m/s? and 0.2m/s%, and the ego robot can
accelerate between —0.5m/s?> and 0.5m/s?. Each episode
runs for 100s. The cloud controller is a pre-trained RL
agent that maximizes distance traveled and minimizes col-
lisions with the leader. We discretize the relative distance
and relative velocity to obtain a finite state space.

o The hardware setup (Fig. 1) with two F1/10th cars [15].
The ego robot is equipped with a laser rangefinder. The
generated point cloud is transmitted over WiFi to a remote
server (the cloud). Here the state is estimated and a time-
optimal control command is sent back over WiFi to the
robot. The robot has to follow the leader as quickly as
possible while maintaining a safe distance of at least 0.2m.

For the car-following and the hardware setup, the safety
specification is O-Sypsafe, Where Synsafe consists of states
where the distance between the cars is less than 5m and 0.2m
respectively. For the gridworld, it is = Sypsafe Ugoal, where
Sunsate 18 the set of states where the robot and the obstacle
are in the same location, i.e., collision. In our simulation
environments, we experimented with the maximum delay
ranging from 0 to 3 time steps for both constant and random
delay. For random delay, we assume the is mostly 0 and
changes to other values with low probability.

How does the performance of our safe networked control
approach vary with communication delay? The safety of the
teleoperated robot reduces when the communication delay
increases. We observe this in Figs. 2a and 2d for the two
simulation setups, for the constant delay case. The set of
states for which maximum safety probability V% (s) (Sec.
III) is greater than a § value shrinks with increasing delay. It
shows that when the delay is large it is safer for the robot to
stay farther away from the dynamic obstacle (gridworld) and
for the ego robot to maintain a larger relative distance and
velocity between itself and the leader car (car-following).

The shields ensure the desired safety probability ¢ for
different delays. However, for the same safety probability,
the task performance degrades with increasing delay due
to increasing uncertainty in the system state. We show this

quantitatively for the two simulation setups with constant
delay. In the gridworld, with larger delays, the shield increas-
ingly restricts the robot from moving aggressively toward the
goal to avoid collisions. As such, it effectively sacrifices a
win for a tie. Similarly, in the car-following scenario, the
distance maintained from the leader robot increases (Fig. 2c).
We observe a similar trend in our hardware setup that runs on
a wireless network with stochastic delays (Fig. 3a). When the
delay is less than 100 ms, the average distance maintained
is less than 1.25 m, and when the delay is about 200 ms, the
ego-robot maintains a larger distance of around 1.5 m.

How does § affect the safety-efficiency trade-off? Our key
insight is that we can vary § to trade off safety for task
efficiency. We observe this in the constant delay case, where
increasing J leads to increasingly conservative behavior with
more restrictions from the shield. In the gridworld, Fig. 2f
shows fewer wins and more ties, an indicator of reduced task
efficiency. Additionally, the number of losses decreases as
safety is prioritized. Similarly, for car-following, the average
distance maintained from the leader car increases (Fig. 2c).
On the other hand, § = 0 is the un-shielded approach, which
leads to a violation of the safety specification.

How does incorporating the delay transition probability
function P affect safety and efficiency? We now illustrate
that by incorporating PP, our safe networked control ap-
proach performs more efficiently since the DC—MDP model
is more accurate. Whereas, when only 7.« is known, the
model is less accurate as it assumes the observation from
Tmax Steps before to be the latest available system state
even if the delay is small and more recent system states
are available. We compare the DC—MDP for constant delay
against the DC—MDP for random delay with T,,x = 3 in
both cases. Firstly, Figs. 2b and 2e show that the set of states
for which maximum safety probability VI3{,(s) (Sec. III) is
greater than a § value is larger when P is incorporated.
Secondly, we observe more wins and fewer draws in the
gridworld, and lower aggregate distance maintained for the
car following setup as seen in Figs. 2f and 2c respectively.
For the hardware setup, P, is obtained experimentally (see
Fig. 3d). Similar to the car following setup, the distance
maintained between the two robots is less in the case of
random delay when compared to constant delay (see Fig. 3b).
This difference in safety distance is statistically significant
with a Wilcoxon p-value < 0.001. To summarize, we infer
that incorporating P, in our DC—MDP design allows for
efficient task performance without compromising safety.

Does a minimally intrusive shield always lead to safety?
Fig. 3a shows the state trajectory in the presence and
absence of the e-shield, and the instances when the e-shield
overwrites the cloud controller of the hardware setup. The -
shield overwrites control commands when close to the leader
car (relatively unsafe), and is inactive when further away. For
example, in the constant delay case, the shield is inactive
when the distance is above ~2.25m, and still ensures safety.

What are the practical effects of discretizing the state
space and communication delay? We explain the effects
of discretization on the time taken for the DC—MDP’s
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Fig. 2: Shielding leads to safe networked control in simulations. Top row - Car following simulation results; Bottom row - Gridworld simulation results.
Figs. 2a and 2d show the set of safe initial states with maximum safety probability greater than 0.95 for the Delayed Communication MDP for the constant
delay case. The set of safe states expands as the maximum delay (Tmax) decreases. This is depicted by the legend that has multiple colors attributed to
lower latencies. Figs. 2b and 2e compares the set of safe initial states with maximum safety probability greater than 0.95 for the random and constant
delay cases with Tmax = 3 in both the cases. The set of safe states is larger in the case of random delay as the shield exploits the knowledge of the
delay transitions to allow the agent to act more aggressively. The white color represents initial states that have maximum safety probability less than 0.95.
For the gridworld setup, the obstacle is located at (4,4). Figs. 2c and 2f show that as latency increases, the system tends to be conservative, leading to
increased distances in the car-following scenario, and an increased number of ties in the gridworld case.
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Fig. 3: Real World Demonstration Results. Fig. 3a shows recorded trajectories from our hardware setup. Without our safe networked control approach,
the system fails to satisfy the safety specification “always remain at least 0.2 meters away”. However, our approach can satisfy the safety specification for
constant and random delays. Also, as seen in Fig. 3b, the shield for the random delay case exploits the knowledge of delay transitions in Wi-Fi rather than
assuming only the maximum latency, which allows the ego robot to follow the leader car at a closer distance. We set ¢ = 0.95 to construct the e-shield.
In Fig. 3¢ and Fig. 3d, we show how the delay transition probability function, P, is estimated using multiple runs of the Wi-Fi latency time-series data.
Here, P+ is a conditional probability distribution with 3 possible delays (0, 1, 2), where each delay is a bin of size 100 ms.

shield construction. We first quantify the time complexity
of Algorithm 1, which mainly depends on line 2 (maximum
safety probability for all state-action pairs). Since this is a
value iteration procedure, the time complexity of Algorithm
1 is in the order of O(|S|*|Act|) for any MDP M =
(S, Init, Act, A, P) (refer to [16]). From the Basic MDP to
DC—MDP, the state space increases exponentially with 7,5
from S| to the order of |S|(JAct| + 1)™=(7,ax + 1). So,
the time complexity of Algorithm 1 for the DC—MDP also
increases accordingly. However, note that the shield con-

struction is an offline process, and for practically observed
delay values (Fig. 3c), our approach scales well. We also
provide a comprehensive analysis of the state space size,
time taken to compute line 2 in Algorithm 1, and the size of
the synthesized shield for the DC—MDP for our simulation
environments in Table. I. Note that even for 7., = 3, the
time taken to compute the maximum safety probabilities is
only close to an hour and the shield size is less than 50 MB.
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Metrics Constant ~ Constant ~ Constant ~ Constant ~ Random
delay: 0 delay: 1 delay: 2 delay: 3 delay: 3 (max)

States 484 2420 12100 60500 75504
Car-following "o 7o) 0.015 0.044 0.299 2173 34.08

Memory (KB) 12 68 360 1978 2645

States 8192 40960 204800 1024000 1277952
Gridworld Time (s) 1.694 19.711 175.84 142444  3956.81

Memory (KB) 440 1448 6808 36210 48546

TABLE I: Run time and memory analysis for the shield construction.
In this table, we show the number of states, time taken to compute the
maximum safety probabilities (value iteration, line 2, Algorithm 1), and
the memory occupied by the shield for both the car-following and the grid-
world simulation environments. The value iteration process terminates when
the maximum change in the safety probability for any state between two
consecutive iterations is less than 10~5.

VII. CONCLUSION AND FUTURE DIRECTIONS

This paper provides a novel approach to accurately model
the networked control system transitions, in the presence of
stochastic communication delays, as an MDP. Consequently,
we use the MDP to synthesize shields for safe networked
control. We demonstrate the efficiency of our approach on
simulation and hardware setups. As future work, we believe
that exploring state space reduction techniques to handle the
exponential growth of state space in DC—MDP and exploring
solutions for continuous-time systems with delay using HJ
reachability are promising directions.
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