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Abstract— Research indicates that single-agent reinforcement
learning is vulnerable to adversarial attacks, which can lead to
decision-making errors. Similarly, multi-agent deep reinforce-
ment learning (MADRL) systems face analogous adversarial
threats. However, existing attack methods require substantial
investment in agent design and computational resources, limit-
ing the feasibility of such attacks. To address this issue, we
reformulate adversarial attacks as an optimization problem
and propose the MREFDW-GA algorithm, which integrates
dimension-weighted perturbations and a multi-stage robust-
ness evaluation function. This approach combines dimension-
weighted perturbations with a multi-stage robustness evalua-
tion function, thereby enhancing the efficiency of evolutionary
algorithms while dynamically adjusting search strategies to
escape local optima. Experimental results demonstrate that this
method can effectively execute black-box attacks by iteratively
generating adversarial perturbations, significantly degrading
the performance of MADRL systems and opening new research
avenues for efficient black-box attacks.

I. INTRODUCTION

Multi-agent deep reinforcement learning (MADRL) de-
monstrates strong potential in solving complex tasks [1]
and exhibits significant application value across multiple
domains. For instance, in autonomous driving [2], MADRL
enables vehicles to perform cooperative collision avoidance.
By allowing multiple agents to learn and interact in a shared
environment, MADRL addresses complex problems that are
challenging for traditional single-agent reinforcement learn-
ing methods [3], optimizing resource allocation, improving
system efficiency, and enabling higher-level autonomous
decision-making.

However, with the widespread adoption of MADRL, its
security threats have become increasingly prominent [1]. At-
tackers can manipulate the environment to induce abnormal
behavior in agents [4] or disrupt the learning process with
carefully crafted adversarial samples or strategies [5]. These
security risks severely hinder the deployment of MADRL
in safety-sensitive domains. Although existing adversarial
attacks designed for single-agent DRL can be directly applied
to multi-agent environments, posing challenges to MADRL,
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they often overlook the complex characteristics of multi-
agent environments, such as agent collaboration, competition
and environmental non-stationarity [6], leading to signifi-
cantly reduced attack effectiveness.

Current research on specialized attacks against MADRL
remains scarce [5]. Existing studies primarily focus on action
poisoning attacks [7] and gradient-based attacks [6],which
exhibit notable limitations: most methods assume attack-
ers can fully access agent model parameters and training
data [8]; while gradient-based attack designs face greater
challenges due to agent interactions and environmental non-
stationarity [9]. Consequently, there is an urgent need to
develop more efficient and robust adversarial attack methods
to comprehensively evaluate and enhance the security of
MADRL systems.

This study proposes an improved genetic attack algorithm
that incorporates a dimension-weighted computation mecha-
nism and multi robustness evaluation functions to achieve
systematic assessment of model robustness. We employ
genetic algorithm to attack MADRL systems, while incorpo-
rating multi-robustness evaluation functions to prevent local
optima in adversarial sample searches. The computational
dimension weighting mechanism is introduced to optimize
the population evolution process. For dimension weighting,
we implement Gaussian Process Regression (GPR) [10], a
non-parametric model that uses kernel functions to define
similarity between data points for regression prediction. This
flexibility enables GPR to adapt to complex data patterns,
unlike linear regression constrained by linear relationships
or decision tree regression prone to overfitting with contin-
uous features. GPR can autonomously learn feature impor-
tance across dimensions, facilitating more accurate modeling
in complex high-dimensional spaces [11]. Moreover, GPR
effectively handles high-dimensional inputs and nonlinear
relationships by extracting valuable information and latent
patterns [12].

The key contributions of this work are summarized as
follows:

« We modify a genetic algorithm integrated with multi-
robustness evaluation functions, effectively mitigating
the issue of converging to local optima.

« We enhance the efficiency of the evolutionary module in
the genetic algorithm by introducing an adaptive multi-
dimensional RBF kernel in GPR to calculate the weight
of each dimension in the data.

« We propose genetic algorithm-based attack strategies for
MADRL scenarios.
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II. RELATE WORK
A. MADRL Algorithms

Currently, MADRL algorithms can be broadly categorized
into policy-based methods and value-based methods. Policy-
based methods primarily select actions by directly optimizing
the policy function, such as Multi-Agent Deep Deterministic
Policy Gradient (MADDPG) [13] and Distributed Proximal
Policy Optimization (DPPO) [14]. Value-based methods,
on the other hand, indirectly optimize the policy by esti-
mating the value function of actions, such as Independent
Q-Learning (IQL) [15] and Q-decomposition Multi-agent
Independent eXtension (QMIX) [16].

B. Adversarial attacks in RL

In the realm of reinforcement learning (RL), adversarial
attacks can be broadly categorized into two types: those
targeting the agent and those altering the environment.

1) In the context of attacking the agent, early work Huang
et al. [17] Using adversarial examples to attack the
agent. Later work, Rashidc et al. [16], using RL to
generate state perturbations that minimize the agent’s
reward. Lee et al. [18] directly targeted the agent’s
actions.

2) As for environmental modifications, Mankowitz et
al. [19], Yu Wei et al. [20] , various methods have been
introduced to alter the environment, each contributing
unique perspectives and techniques to the aspect of
attacking RL environments.

Beyond the aforementioned attack strategies, MADRL is
also susceptible to a third type of attack known as poisoning
attacks. In this form of adversarial action, the attacker aims
to corrupt the learning process itself, often by injecting
malicious data or manipulating the training environment in a
way that skews the policy development of the agents.Guo
et al. [21] targeted an agent in a MADRL environment.
Nisioti et al. [22] conducted mini-max adversarial training in
a cMARL environment, assumed some agents may behave
adversarially against other agents.

III. METHOD
A. Problem Formulation

Problem Setting:In a standard MADRL system, multi-
ple agents are modeled as a Multi-agent Markov Decision
Process. This study focuses on scenarios involving at least
two non-cooperative agents, where each agent follows an
independent policy with the core objective of maximizing
individual rewards.

MADRL Task and objective: The multi-agent system is
formalized as a tuple (N,S,{®;},{A:},T,{},0,{Ri}, 7).
where: S denotes the global state space, N is the number of
agents, {©®; }represents the hidden parameter space of agent
i, {A;}represents the action space of agent i, T is the state
transition function in Eq. (1), €; is the local observation
space for each agent i, and O is the observation function in
Eq. (2), R; is the reward function for agent i in Eq. (3), y is

the reward discount factor governing the trade-off between
immediate and future rewards.

T(s'|s,a). (1)
O(o | s,a). (2)
Ri(s,a). 3)

Here, a = (ay,...,an) € H?LlAi represents the action set
for each agent, s denotes the current state, and s’ is the next
state, o = (01, ...,05),0; € Q; denotes the observation set for
each agent.

The goal of each agent is to maximize its expected
cumulative return, specifically the y-discounted cumulative
return over a trajectory of length T. The objective function
is formalized by Eq. (4).

VE(s) =Eg

T
sz(sz,aﬂso:s]. 4)
=0

We conducted experiments in a non-cooperative multi-
agent driving scenario, leveraging the HighwayEnv [23]
environment. The study employed the MAPPO [24] and
QMIX [16] algorithms under the CTDE framework and
the iPLAN [25] algorithm under the DTDE framework for
training. The training objective was to maximize individ-
val cumulative rewards (including speed rewards, collision
penalties, and lane deviation constraints). The robustness of
the strategies was quantified using the number of surviving
agents (collision-free ratio) and the average survival time (in
timestep).

Adversarial Attack Task and Objective: Given an initial
example §'=0 (where t=0 denotes the initial timestep; here-
after referred to as S unless otherwise specified), we generate
a random perturbation 1 and apply it to S to create an initial
adversarial example AS,—o (with n=0 indicating the first
population generation). This adversarial example is designed
to attack the MADRL model, aiming to degrade the total
reward R of the target model. By iteratively optimizing AS,—o
through the process formalized in Eq. (5), the goal is to find
the near-optimal adversarial example AS,,, that minimizes
the model’s cumulative reward R, as defined in Eq. (6). In
visual tasks, it is typically necessary to impose constraints
on perturbations to ensure that the generated adversarial
examples maintain visual similarity to the original data while
effectively misleading the model. However, in this study,
such constraints are not required. Specifically, the limitations
we impose on the magnitude of the noise do not result in
visual similarity, we constrain the L., to 0.5, as an excessively
large noise magnitude upper bound would exceed the valid
data boundaries (thereby invalidating the attack), while an
overly small bound would fail to cover the majority of initial
scenarios. We ensure that the normalized data after adding
perturbations remains within the [0, 1] range.

ASn = argrr%inE [R (AS;—la {aj}ljvzl)] ) Hn”w> < 0.5. (5)
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Fig. 1: Flowchart of the MREFDW-GA framework. C. Algorithm elaborates on the attack methodology in detail.
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The ultimate objective is to identify the optimal adversarial
example AS,, that minimizes R.

B. Framework

The framework of the MREFDW-GA algorithm is shown
in Fig. 1, which illustrates how high-quality adversarial
examples are generated through a genetic algorithm. First,
a batch of examples and their corresponding rewards are
processed by a weight calculation module to obtain a weight
matrix for each dimension of the examples. Then, the
algorithm is initialized to generate a batch of adversarial
examples AS), with a population size of P. Next, we define a
multiple robustness evaluation function ¢,,. Finally, through
typical genetic algorithm operators, the examples are contin-
uously optimized to obtain approximately optimal adversarial
examples.

C. Algorithm

Initialization: The initialization phase comprises two core
functionalities: data collection and adversarial sample gen-
eration. In the data collection stage, the system gathers
the original sample set OS and their corresponding results
to construct dataset D, which serves as the foundational
input for subsequent dimension weight calculations. In the
adversarial sample generation stage, the initial adversarial
sample population AS,—¢ is first generated. The quality
of these initial samples directly impacts the convergence
efficiency of the genetic algorithm. Moreover, the diversity
of the initial samples is crucial for avoiding local optima, as
higher diversity increases the probability of discovering the
global optimal solution.

During the random perturbation initialization process, we
employ a Gaussian distribution-based noise generation strat-
egy. Specifically, perturbation 7 is superimposed onto sample
S to obtain Sperurb, as shown in Eq. (7).

Sperturb:SJrnvn NN(.LL,GZ),HT[HOQSO.S. (7N

N(u,0?) denotes a Gaussian distribution with mean u and
variance 6. To enhance the diversity of the initial adversarial
examples, we design a multi-modal perturbation generation
strategy, which includes the following steps:

1) Setting different variance values 6> € {612,622,...,
0',%}, where ¢ € [0.3,0.6] to generate multi-scale ran-
dom noise.

2) Dynamically adjusting the mean u,u ~ U(—0.2,0.2)
to diversify the direction of perturbations.

3) Introducing the L., to control the density of noise
points Tdensity» ensuring the sparsity of perturbations.

By employing this strategy, we generate initial adversarial
examples with high diversity, providing a richer search space
for subsequent optimization processes and thereby increasing
the likelihood of the algorithm finding the global optimal
solution.

Dimensional Weight Calculation: Gaussian process re-
gression can flexibly model complex data relationships. It
assumes that the function g follows the expression as Eq.(8).

g(x) ~ GP(mean(x),k(x,x")). (8)

where mean(x) is the mean function (typically set to zero),
and k(x,x’) is an adaptive multidimensional RBF kernel.
Unlike traditional RBF kernel requires manual tuning or
cross-validation and cannot adaptively adjust based on data
characteristics, whereas the adaptive multidimensional RBF
kernel supports calculating different length scales for each
dimension, as specified in Eq. (9).

D

1 Pinput (Xd —y )2

k(x,xl) :G;exp(—i Z Td
d=1 d

)+oi. ()

x and x' are input vectors, Gj% is the signal variance con-
trolling the overall amplitude of the function, 0'§ represents
the noise variance, /; is the length scale of the d-th dimension
controlling the smoothness in that dimension, and Dj,p, is
the dimensionality of the input.
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The hyperparameters of the kernel function, /[; and oy are
optimized by maximizing the marginal likelihood Eq. (10).

1 _

logp(y|X,0) = — 3y (K+031) "y
. N (10)

—5loglK + o:l| — 5 log2m.

X represents the training data from dataset D, X =
[x1,x2,- -+ ,x,] with corresponding target values y = [y;,y2,
-+, v, K is the kernel matrix, where K;; = k(x;,x;), 07 is
the noise variance, and 6 denotes the set of hyperparameters.

In the RBF kernel, the length scale ; can be interpreted as
the weight of dimension d. A smaller length scale /; indicates
a greater influence of the dimension on the output, while a
larger length scale /; indicates a lesser influence [26].

Thus, the dimensional weight is defined as L; by Eq.
(11) [27], and the dimensional weight is normalized as wy
by Eq. (12). |

Ly = o (11)
d
L,
Wi = (12)
Z,‘:]p Li

By replacing the traditional RBF kernel in PRG with an adap-
tive multidimensional RBF kernel to calculate the weight of
each dimension, a weight matrix W is obtained. This method
can identify the features that have the most significant
impact on the model results, thereby achieving important
feature selection, reducing data dimensionality, and lowering
computational complexity.

Multiple robustness evaluation functions: The multiple
robustness evaluation function is used to assess the attack
quality of examples in the GA. The multiple robustness
evaluation function directly influences the convergence speed
of the genetic algorithm and determines whether an approxi-
mate global optimal solution can be found. We formulate the
problem of finding an approximate global optimal solution
as an optimization problem, which can be expressed as in
Eq. (13).

F = Result (ASl)) — Result(AS,p:) (13)

Result denotes the corresponding outcome of the adversarial
example. A smaller value of F indicates a better individual.

Ideally, the aforementioned optimization problem could be
optimized to facilitate the success of attack the. However,
the curse of dimensionality and the drawbacks of genetic
algorithms (prone to local optima) pose significant challenges
to existing GA. Thus, we introduce multiple fitness functions
at different evolutionary stages.

We first conducted an attack on the iPLAN algorithm
model using GA. Fig. 2 illustrates the effectiveness of the
GA attack, where we observe that the number of surviv-
ing agents(num), average survival time(length), and reward
gradually converge as the number of attacks increases. Based
on convergence progress, we categorize attacks into three
distinct phases: exploration, exploitation, and stabilization,
delineated by gray dashed lines in Fig. 2. Finally, we

100}

75
== length 0.75

\
50 ‘\\ reward

num

length and reward

25

% 20 40 60 80 10600
Epoch

Fig. 2: Metrics analysis of iPLAN model under genetic
algorithm attack

design a comprehensive robustness evaluation function to
quantitatively assess the model’s adversarial resilience.
Specifically, this paper employs three fitness functions:

1) Eqg. (14) evaluates the model’s robustness based on the
number of surviving agents and the average survival
time.

t t
=(1- T (RMm F(R’ )
01 ( T*P1>* (AS)+(T*P1>* AS
(14)
2) Eq. (15) assesses the model’s robustness using the

average survival time and the reward.

o, ; t .
P2 = (1 T*P2> *I(Rys) + (T*Pz) * I (Rys)
(15)
3) Egq. (16) measures the model’s robustness solely based
on the reward.

03 = Rips —Ris if (Rps 7 Rjs)
Ry —Ris+0 otherwise.

(16)

where I" (Rys) is defined as shown in Eq. (17), 8 is a very
small positive random number.

~0s _CAS if (R%.+#R%
T(RSs) =4 o O (Ros # Ris) (17)
A RO%;RAS +6 otherwise

Evolutionary Attack: Evolutionary attack consists of
three parts: Selection operator, Crossover operator, and Mu-
tation operator.

« The selection operator employs the roulette wheel selec-
tion method to choose suitable individuals from the par-
ent samples. The selection probability of parent samples
can be calculated using Eq. (18), while the cumulative
probability of parent individuals can be determined
through Eq. (19).

oc(AS?)

P\ _
Pk (ASi) - ;;:1 (Pk(AS?)

(18)

i

Pri(AS]) =Y Pi(AST) 19)
j=1

« The crossover operator is a critical operation in genetic

algorithms. This study employs a uniform crossover

strategy to generate new individuals by recombining
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Fig. 3: Crossing two parents to obtain new individuals. The parents are divided into two complementary parts by the matrices
B and 1-B, and then recombined with the complementary parts of the other parent to produce two new individuals. Fig. 3a
illustrates the crossover schematic of adversarial examples, and Fig. 3b provides a specific instance of Fig. 3a.

parent individuals. Its distinctive feature lies in ex-
changing information at each gene locus between paired
parent individuals with equal probability, thereby pro-
ducing two new offspring with hybrid characteristics.
Notably, the proposed crossover method breaks through
the limitations of traditional one-dimensional chromo-
some structures and adopts a two-dimensional matrix
crossover approach. Fig. 3a visually illustrates this
crossover process through a step-by-step diagram.

« Mutation operator indicates that during reproduction,
certain examples will be altered with a certain prob-
ability. In this paper, we employ multi-point mutation.
According to the mutation probability P, , randomly
select several dimensions of AS¢, where g = {1,2}. This
process is defined by Eq. (20).

(20)

AsT — AS?+C+E if rand(0,1) < P,
o] ASY otherwise.

where C and E are matrices of the same size as S, the
elements of C are between 0 and 0.5, E is a matrix
composed of the integers 0 and 1, The calculation for-
mula shown in Eq. (21), and P, represents the individual
mutation probability.

£ - {1 if Wiy > and rand(0,1) <P

0 else W;; < ¢

Here, W is the dimension weight matrix, and { is the
weight threshold, { is the threshold value corresponding
to the top 20% of W, P, represents the element mutation
probability.

The specific MREFDW-GA is shown in Algorithm 1.
Line 3 uses the dimension weight function to calculate
the weights of the dimensions, and line 4 computes the
robustness of the OS. Line 5 generates perturbations using
a Gaussian distribution and adds them to the OS to form
adversarial examples. Lines 8-34 represent the process of
attacking the model. Line 9 calculates the robustness of
the adversarial examples in the t-th generation. Lines 10-16
select the robustness evaluation function for roulette wheel
selection. Lines 18 and 19 select the parent individuals. Line

Algorithm 1 MREFDW-GA

1:

—
—_

34:
35:

R A A ol

Require: A set of training data Xg,, Original example
OS, Original example label Rpg, evolutionary genera-
tions T, perturbation 7n,population size p,stage thresholds
PP, AL A,
R4 = MADRL,,,4.1(X4,) (Calculate example Metrics)
W = DimensionWeight (R4, Xaw)
OS_fit = Evaluate(Ros)
ASY =0S+n?
Ras = MADRL 4.1 (AS°)
r=0
while r < T do
AS_fit" = Evaluate(R)
if 1 <TxP; and any(AS_fit'[0] < A;) then
k = random_choice({0,1,2})
else if + < T P, and any(AS_fit'[1] < Az) then
k = random_choice({1,2})
else
k=2
end if
forn=1—p/2 do
i, j = Selection(AS_fit' [k])
AS:, i3 ASLross = Crossover(AS',ASY)
AS! .= Mutation(AS.,,.;,W)
AS)u = Mutation(ASross, W)
anuaRém = MADRLyogel (AS;inua
if R, _reward < R\ _reward
AS'[i] = AS!
Rasli] = Ry,
end if A
if R}, _reward < Rf)s,reward
AS'[j] = ASiu
Ras[j] = Riu
end if
n=n+1
end for
t=t+1
end while
return Ryg

AShu)
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TABLE I: Navigation metrics in Highway

coach Avg.Speed Avg.SurvivalTime  SuccessRate
approac (m/s) (TimeSteps) (%)
iPLAN 21.244+0.49 61.26 +6.64 2.4240.56
MAPPO | 26.84+1.00 41.43+6.09 1.51+0.38
QMIX 25.25+0.80 37.73+5.52 1.16+£0.33

20 performs crossover to generate offspring, and line 21
performs mutation. Lines 23-29 select the best individuals
from the parent and offspring populations based on the
robustness evaluation.

IV. EXPERIMENT
A. Experiment Setup

« MADRL Training Environment: We conducted exper-
iments using the highway environment [23], a platform
specifically designed for autonomous driving decision-
making. It is capable of simulating multi-vehicle inter-
actions, dynamic road conditions, and complex driving
tasks. In our scenario, there are 5 controllable vehi-
cles and 50 behavior-driven vehicles evenly distributed
across an 8-lane highway. The behavior-driven vehicles
are categorized into Normal vehicles, Aggressive vehi-
cles, and Conservative vehicles.

« MADRL Algorithms: We employed three algorithms
QMIX, MAPPO and iPLAN, trained them in the high-
way environment for 1e6 time steps. Fig. 4 illustrates the
rewards obtained by these three algorithms after training
for 1e6 time steps in the highway environment. Table
I shows the navigation metrics for highway traffic. The
metrics in the table are averaged over 32 episodes and
reported with a 0.95 confidence level.

« Parameter settings: The population size p was set to
40. individual mutation rate P,, = 0.5, element-wise mu-
tation rate P, = 0.1, besides P, =0.15, P, =0.45, A} =
0.4, and A, = 0.4. Fig. 5 displays the average reward
across 200 attack rounds on the MARDL model. Round
0 represents the baseline reward of the unperturbed orig-
inal data. Convergence was observed at the 100th attack
iteration; consequently, all subsequent experiments were
limited to 100 attack rounds. Furthermore, our proposed
algorithm enforces an /. constraint on perturbation
magnitude. For fair comparison, all baseline methods
in the ablation study were similarly constrained by /e
bounds.

+ Benchmark attack methods: We compared our ap-
proach with the following baseline attack methods in
the experiments: RandomAttack [28], ZOO [29], Ad-
versarialPSO [30], PGD [31], and DeepFool [32].

B. Comparison with baselines

To evaluate the effectiveness of the proposed method, we
conducted comparative experiments under /. perturbation
constraints against five baseline attack methods. Among
them, PGD and DeepFool are originally white-box methods

Episodic Reward

0.0 0.2 0.4 0.6 0.8 1.0
Time Steps 1e6

Fig. 4: Average episodic reward in the highway.

W mappo
qmix

Episodic Reward

0 25 50 75 100 125 150 175 200
Episode Attack

Fig. 5: Convergence properties of the average reward for the
MARDL model under adversarial attacks.

and are adapted to black-box settings for fair comparison;
all gradient-based attacks estimate gradients via zeroth-order
optimization with finite differences [33]. The comparisons
were carried out across three multi-agent benchmark environ-
ments. The experimental results are summarized in Table II,
where lower reward values indicate more successful attacks.
The reported results are the averages over five independent
trials.

Our method achieves state-of-the-art attack success rates
across all benchmarks, with the lowest average reward of
2.52. In contrast, traditional adversarial attack methods ex-
hibit significantly higher rewards. PGD performs the worst
with an average reward of 32.78. ZOO and PSO demonstrate
intermediate performance, with average rewards of 5.48 and
12.19 respectively, yet remain 117% and 383% less effective
than our method.

In iPLAN, our method achieves the lowest reward of
2.37, outperforming the baseline ZOO (5.01) by 52.7%.
The high reward of PGD (42.49) reveals iPLAN’s resis-
tance to gradient-based attacks. In MAPPO, our method
attains a reward of 3.09, which is 55.2% lower than the
closest competitor ZOO. In QMIX, our method achieves a
reward of 2.11, surpassing ZOO and PSO by 53.5% and
57.2% respectively. QMIX’s centralized training mechanism
appears vulnerable to coordinated attacks, as evidenced by
all methods achieving lower rewards compared to iPLAN
and MAPPO. We believe this is likely due to QMIX’s
weaker adaptability to complex tasks and partially observable
environments [34].

Fig. 6 demonstrates both the initial environmental state
and the perturbed state after applying disturbances.

The experimental results demonstrate that the performance
of our method is highly competitive, which is a very sat-
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Fig. 6: Environmental state. Fig. 6a represents the initial environmental state, Fig. 6b displays the perturbed state after
applying disturbances to the initial sample, and Fig. 6¢ shows the final state after processing Fig. 6b through the MADRL
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Fig. 7: Ablation results. Subfigures 7a, 7b and 7c demonstrate attack performance against the IPLAN, MAPPO, and QMIX

algorithm models

TABLE II: Reward values of attack methods across bench-
marks

method \ iPLAN MAPPO QMIX  Average
RandomAttack 19.62 31.39 11.73 2091
PGD 42.49 38.28 17.59 32.78
PSO 14.79 16.84 493 12.19
DeepFool 17.54 13.81 8.80 13.38
700 5.01 6.88 4.54 5.48
Our 2.37 3.09 2.11 2.52

All values rounded to 2 decimal places.

isfactory outcome. These findings indicate that leveraging
evolutionary algorithms for black-box attacks is a highly
promising approach.

C. Ablation Study

To evaluate our method’s performance, we tested three
configurations: (1) the complete framework(our), (2) an
ablated version excluding the multi-robustness evaluation
function(our-f), and (3) a reduced variant removing the
weight calculation module(our-w). A comparative analysis
was conducted to quantify the impact of these components.

Fig. 7 illustrates the average reward trajectories during
adversarial attacks. Step O represents the reward value of the

TABLE III: Ablation study on reward values across attack
phases

Attack Progression

Approach
s%  10%  25%  50%  100%
ourw 2153 1520 809 551 277
PLAN " Cf 5080 2596 1001 601  3.03
our 1822 1180 738 393 237
ourw 5649 2132 1246 898  5.89
MAPPO "0t 7501 4385 1746 767 323
our 2918 1790 1063 7.1 3.9
ourw 1694 1L19 511 294 197
QMIX "t 2725 1771 687 292 216
our 1441 1141 334 247 211

All values rounded to 2 decimal places.

adversarially perturbed sample AS, generated by applying
/- bounded perturbations to the S. Table III quantifies the
average rewards at critical attack progression milestones (5%,
10%, 25%, 50%, 100%) corresponding to Fig. 7. Our method
outperformed both baselines across all metrics, except for
the 10% and 100% attack stages against QMIX, where the
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our-weight variant (ablated module configuration) showed
marginal superiority. Analysis of Fig. 7 and Table III reveals
that our method achieves rapid defense penetration during
initial attack phases across all three algorithms compared
to ablated module. The synergistic interaction between the
dimensional weight calculation module and multi-robustness
evaluation function ensures sustained attack efficacy in the
complete framework.

V. CONCLUSION

In this paper, we propose the MREFDW-GA algorithm for
generating adversarial samples. We divide the evolutionary
process into three distinct stages, employing differentiated
robustness evaluation functions to escape local optima. Fur-
thermore, we innovatively incorporate adaptive dimensional
RBF into GPR to calculate dimensional weights, thereby en-
hancing evolutionary efficiency. Experimental results demon-
strate that MREFDW-GA achieves significant competitive
advantages in attack performance.As an evolutionary attack
method, MREFDW-GA maintains superior attack success
rates while substantially reducing the number of model
queries. This research is expected to overcome the current
limitations of insufficient performance in black-box attacks
and will serve as an important direction for future studies.
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