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Abstract—Recent studies demonstrate the potential of
blockchain to enable robots in a swarm to achieve secure
consensus about the environment, particularly when robots are
homogeneous and perform identical tasks. Typically, robots
receive rewards for their contributions to consensus achieve-
ment, but no studies have yet targeted heterogeneous swarms,
in which the robots have distinct physical capabilities suited to
different tasks. We present a novel framework that leverages
domain knowledge to decompose the swarm mission into a
hierarchy of tasks within smart contracts. This allows the robots
to reach a consensus about both the environment and the action
plan, allocating tasks among robots with diverse capabilities to
improve their performance while maintaining security against
faults and malicious behaviors. We refer to this concept as
equitable and secure task allocation. Validated in Simultaneous
Localization and Mapping missions, our approach not only
achieves equitable task allocation among robots with varying
capabilities, improving mapping accuracy and efficiency, but
also shows resilience against malicious attacks.

I. INTRODUCTION

In nature, creatures demonstrate remarkable effectiveness
in collective missions like foraging and nest building through
self-organization [1]. The key to the success of these mis-
sions is the ability to allocate different tasks among individ-
vals with varying capabilities, while maintaining resilience
to disabled members or attacks from natural enemies [2].
Inspired by these natural behaviors, swarm robotics relies
on task allocation for effective mission completion [3], [4].
Robots in the swarm aim to reach consensus on the external
environment and the status of other robots. They use this
consensus to allocate tasks [5]. Traditional task allocation
protocols in swarm robotics, however, assume that robots
cooperate consistently and are typically tailored to specific
tasks [6], [7]. Consequently, these protocols lack resilience
against behaviors caused by faults or malicious tampering
(i.e., Byzantine behaviors), unlike their natural counterparts.

The emergence of blockchain and smart contract tech-
nologies provides robot swarms with an infrastructure to
achieve consensus while defending against Byzantine behav-
iors [8], [9]. This advancement has evolved from earlier task-
specific efforts where robots agree on color ratios of tiles
on the floor [10], [11], to a generic blockchain framework
suitable for achieving consensus in arbitrary space [12].
These methods are grounded in the context of the Byzantine
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Generals Problem (BGP), a thought experiment on achieving
decentralized consensus [13]. The BGP demonstrates that
decentralized consensus becomes impossible, if more than
one-third of participants coordinate malicious attacks [14].
Blockchain approaches often use crypto assets as participa-
tion credentials to control the influence of robots exhibiting
Byzantine behaviors (i.e., Byzantine robots), and assume
Byzantine robots control no more than one-third of the total
assets. Moreover, crypto assets can also serve as a behavior
indicator, with their changing balances reflecting the nature
and severity of robots’ Byzantine behaviors [12], [15], [16].

Little attention has been paid, however, to how evolving
asset balances can incentivize behaviors that enhance mission
efficiency (e.g., encourage robots to undertake tasks suitable
for their physical capabilities). For example, while previous
work rewards accurate direction estimates in navigation
tasks [17], it overlooks role differentiation based on robots’
capabilities, such as acting as stationary beacons or guiding
peers. This can lead to robots with accurate odometry ac-
cumulating assets and bearing most of the workload, while
others are sidelined. By enabling every robot to perform tasks
that fit its particular strengths, and rewarding each one for its
unique contributions, both the efficiency and the long-term
resilience of the swarm would be enhanced [6].

A potential solution to this challenge is to integrate do-
main knowledge [18] regarding different tasks in the swarm
mission, into the process that assesses robots’ behaviors and
redistributes crypto assets. A robot mission often involves
hierarchically structured tasks that vary in timescales and
levels of abstraction [19]. In swarm robotics, this hierarchical
nature is reflected as individual robots perform lower-level
tasks that collectively contribute to a high-level mission [20].
For example, a foraging mission contains a search task and
a transport (retrieve) task [21], where robots with distinct
actuators can collaborate to find and retrieve objects [22]. As
illustrated in Fig. 1, robots are rewarded according to their
contribution within the task hierarchy. Each robot receives
an initial reward for participating in the foraging mission—
for example, by accurately reporting object locations or
efficiently transporting items. The initial reward is then
modulated based on task-specific performance: aerial robots
receive higher rewards for effective search behavior, while
ground robots are better rewarded for successful transport
actions. In contrast, a Byzantine robot is assigned a nega-
tive initial reward and receives no additional compensation,
regardless of the task it chooses to perform.

We further explore the role of crypto asset rewards as
behavior incentives, guiding robots to choose tasks that
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Fig. 1. Domain knowledge of task hierarchy in a foraging mission guides
equitable reward estimation for robots engaged in different tasks.
maximize their collective utility. This concept hinges on
computational rationality [23] — a foundation for the behavior
of artificial intelligence agents. Namely, each non-Byzantine
robot is assumed to select actions to maximize its crypto
asset reward, within its limited physical capability and in-
formation access [24]. We propose a blockchain-deployed
smart contract as a meta-controller for the robot swarm. It
incorporates task hierarchies, models the environment, evalu-
ates robot performance, and allocates rewards. This approach
steers robots toward tasks aligned with their capabilities
and mitigates the influence of Byzantine behaviors, ensuring
an “equitable and secure” task allocation. We validate our
framework in simulated swarm robot Simultaneous Localiza-
tion and Mapping (SLAM) missions, where robots with noisy
odometry engage more in free-space exploration, and those
with accurate odometry prefer landmark location estimation.
Our framework enhances landmark mapping accuracy and
maintains resilience against Byzantine behaviors.

II. RELATED WORK

a) Blockchain and smart contract for robot swarms:
Recent success of Decentralized Autonomous Organi-
zations (DAOs) suggests that a framework based on
Blockchain [25] and smart contract [26] that involves voting
and reward mechanisms, can be used as a Byzantine-tolerant
consensus protocol in decentralized and open participation
networks [27]. Using crypto assets as participation creden-
tials and behavioral incentives, DAOs can directly influence
each participant in decision-making and indirectly regulate
their actions, in networks where participants exhibit human
rationality [28]. Strobel et al. [10] introduced blockchain
smart contracts for achieving secure consensus in robot
swarms. Pacheco et al. [11] then demonstrated the appli-
cation of blockchain in real robots, while Zhao et al. [12]
proposed a generic framework to achieve consensus in ar-
bitrary spaces. Pacheco et al. [29] also showed that using
smart contracts to assign tasks to robots can improve mission
efficiency. These studies used crypto assets to moderate
robots’ influence on consensus, without exploring the use
of crypto assets as behavioral incentives. Our work further
studies the use of crypto assets to incentivize robot behavior.

b) Learning a hierarchy of behaviors: Behavior learn-
ing refers to a range of techniques that enable robots to
mimic the actions of living organisms. A behavior can

be broken down into a hierarchy of sub-behaviors [30],
and learning a behavior typically involves learning its sub-
behaviors [31]. There are two main streams of approaches
to learning a hierarchy of behaviors: first, classical ap-
proaches involve multiple controllers, each representing a
sub-behavior. For example, Lotfi et al. [32] combine a spiral
search planner with a reactive controller to allow an under-
water vehicle to track a diver. Second, advances in machine
learning have led to another stream of approaches, where
a reward signal that represents multiple behaviors is used
to train a single controller that exhibits multiple behaviors
in a hierarchy [33]. For instance, Manderson et al. [34]
trained an underwater vehicle controller with a reward signal
that integrates dive-to-goal and obstacle avoidance behaviors.
Zhao et al. [35] developed an off-road vehicle controller, by
combining obstacle avoidance and smooth driving behaviors
in the reward signal used for training. Our work can be
viewed as a combination of these two approaches, where
each robot in the swarm learns its own controller from a
reward signal that represents multiple behaviors. Advanced
behaviors emerge from the collaboration among robots,
essentially the interaction of multiple controllers, allowing
them to accomplish complex missions.

III. THE BLOCKCHAIN FRAMEWORK

We consider a generic consensus achievement process in
which robots in a swarm S are required to perform various
tasks to achieve consensus. This is an advancement of a
generic framework for consensus achievement [12], in which
every robot performs the same task. The robots aim to agree
on a consensus set G whose elements are from an observation
space (2. This process has three stages:

1) Proposition: Robots submit reports to the smart con-
tract. Each report contains a deposit of a fixed portion
of the robot’s assets and information resulting from the
task that the robot performed. Reports that are signifi-
cantly different from previous ones initiate a proposal.

2) Verification: Robots perform tasks by referring to the
information available on the smart contract (e.g., pro-
posals and consensus set). After task completion, robots
submit reports that contain information on whether
existing proposals should be part of the consensus set.

3) Confirmation: The smart contract confirms/rejects the
inclusion of proposals in the consensus set and redis-
tributes crypto assets among robots, according to their
contributions in the Proposition and Verification stages.

Three customizable components are involved in these stages:

1) Clustering algorithm: It categorizes reports into clus-
ters, the centers of these clusters forming proposals.

2) Weighted voting game (WVG): Conducted within a
proposal, its outcomes decide if a proposal’s informa-
tion becomes part of the consensus set.

3) Reward function: It redistributes assets based on
robots’ contribution to the consensus achievement.

In this paper, we extend the framework by incorporating

domain knowledge of the fask hierarchy in the current mis-
sion, comprising 1" different tasks. Upon completing a task,
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the robot submits a report through a structured blockchain
transaction to the smart contract, formatted as follows:

Definition 1. A report is a 4-tuple r = (0, t,w, x), consist-
ing of an observation o € , a task ¢ € [0, T}, a crypto asset
deposit w and the robot’s identity = on the blockchain.

The deposit amount r.w of a report is initially a fixed
portion of the reporting robot’s crypto assets at the time of
submission and may later be adjusted by the smart contract.
Reports are stored in a tree structure in the smart contract:

Definition 2. A fask tree T is a set of nodes
{N; = (L,N?,N° A°,R"), i € [0,T]} that represents the
task hierarchy, each task-specific node is a 5S-tuple that
consists of a report set N;.L, a parent node N;.NP and a
set of child nodes N;.IN¢, a clustering algorithm N;.A¢ and
a reward function NN;.R*. Each node N; aggregates reports
from all its child nodes, satisfying N;.L = UNjeN_NC N;.L.

The root node Ny represents the collective mission. A leaf
node N satisfies N;.IN¢ = (), representing a low-level task
that each robot can choose to perform. For any node N; € T,
the task-specific clustering algorithm N;.A€¢ divides the task
report set V;.L into a set of distinct clusters C;, satisfying:

U Ci=NiLAY(C,Cr)eC]:CinCL=0, (N
cjee;

at the root node, the clustering algorithm Ny.A¢ divides
all reports in the mission into a set of clusters Cg, the
center of each cluster forms a proposal. A root node cluster
Cox € Co,k € [1,[Col] is sufficiently verified if it meets
the assets supermajority condition: ETGCM raw > %qTT,
where T' is the total supply of crypto assets in circulation
and ¢, is a relative asset quota (in our experiments g, = i),
which defines the portion of crypto assets a robot must
deposit whenever it submits a report, Lq%J limits the number
of open proposals with positive deposits in the smart contract.
Once a root node cluster Cy j, is sufficiently verified, a
WVG [36] is conducted over all reports in this cluster. The
WVG segregates the reports into two distinct coalitions:
{C4,Cp} ensuring C4 UCp = Cp, and C4 NCp = 0
based on the voting rule of the WVG. The information from
reports in the winning coalition Cy € {C4,Cp} is then

confirmed and included in the consensus set.

Definition 3. The consensus set G is a set of observations
G € pow(R), that have been verified and confirmed. It is
agreed upon by all robots in the swarm and is utilized for
decision-making across all nodes in the task tree.

The reward for each robot is assessed at every node
along a branch of the task tree, down to the leaf node,
which corresponds to the task it performs. At each node N;
representing a specific task ¢, the clustering result C; from
this node’s clustering algorithm N;.A¢ is used as an input for
the task-specific reward function NV;.R", together with the
reward from its parent node. This enables a nuanced reward
assessment: rewarding robots both for their overall mission
contribution and the quality of their task execution.

Definition 4. A  task-specific  reward  function
N;.R¥(r,C;, N..R¥(r),G) — R, of a node N; on
the task tree, takes a report » € N;.L, the set C; of
all clusters generated by clustering algorithm N;.A€, the
reward from the parent node’s reward function Ny.R™(7)
where Ny = N;.NP and the consensus set G as input.
It determines the crypto reward for the robot based on
its performance in task ¢ and all preceding tasks in the
hierarchy. The final reward is credited by the leaf node’s
reward function to the robot’s wallet.

Unlike prior work [12], we relax the requirement that
clusters must be sufficiently verified before being used as
input to the reward function. Instead, we allow robots to
earn rewards for creating and revising proposals during the
Proposition and Verification stages. We also implement the
crypto assets as on-chain tokens [37], this supports complex
reward functions, such as negative rewards, and inflation
strategy to counter non-responsive attacks.

IV. CONCRETE SOLUTION FOR A SLAM MISSION
A. The Task Tree Hierarchy

We consider a collaborative SLAM mission where robots
in a swarm want to explore an area and reach a consensus
on a map G € pow(R?) that contains 2D coordinates of
various landmarks, even in the presence of Byzantine robots
attempting to disrupt the mission (i.e., malicious robots).
The mission has two objectives: 1) To accurately map
the landmarks; 2) To find and map the landmarks as
quickly as possible. We divide this mission into two tasks:
1) Landmark localization: estimate the coordinates of
landmarks; and 2) Free space exploration: explore and
locate open areas that are far from landmarks. Unlike free
space exploration, the landmark localization task requires
higher accuracy in the robots’ odometry estimates.

B. The Reward Functions

As introduced in Section III, the reward for each report
is determined through a sequence of reward functions from
the root to a leaf node of the task tree. Specifically, a report
for the landmark localization task: = : .t = 1, includes a
2D coordinate 7.0 € R2, representing the robot’s estimate of
the landmark’s location. The mission reward assigned by the
root node’s reward function mqg(r) = Ng.R¥(r,Co,0,G),
measures the report’s contribution to the SLAM mission:

/
Xriecy p\Ow T

mo(rlrt=1) = {””* Cw]  ifreCw

0, otherwise,

where Cp, € Cy is the cluster produced by the
root node’s clustering algorithm that contains report 7;
and Cy denotes the winning coalition in the WVG on
Co,». The WVG splits Cp, into two coalitions by task
type: Cp ={r' € Cy|r'.t =1} for landmark localiza-
tion reports, and Cgp = Cy,\Cr for free space ex-
ploration reports. The WVG uses the following assets
superiority voting rule to select the winning coalition:

Cw € {CL7 CE} : ZrECW raw 2 %ZTECO,’F r.w.
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If Cy, is not sufficiently verified, Cy is an empty
set. Once Cy . is sufficiently verified, the mission reward
redistributes the deposits from incorrect reports in the losing
coalition Cy . \Cy, evenly among the robots that submitted
reports to the winning coalition Cyy . A free space exploration
report,  : r.t = 2 contains a coordinate that the reporter
robot believes to be far from any landmarks, helping mark
free space to accelerate new landmark discovery and voting
to exclude incorrect landmarks from consensus. The mission
reward for such reports follows this structure:

mo(r|rt=2)=
1 .
raw + ewl ZTIECO,‘I'\CW r’w, if r € Cy,
raw, if (Vr' € Cop:r't=2)Ar.w#0, 3

—qrAllAssets(r.x), if Cyw #0Ar € Cor\Cw Ar.w=0,
0, otherwise.

AllAssets(r.z) is the sum of the robot’s wallet balance
and all report deposits submitted by robot r.z in Cy.

In Eq. 3, when a free space exploration report is part of
the winning coalition Cyy of a sufficiently verified cluster,
the reporter robot receives its deposit back and shares the de-
posits from incorrect landmark reports. If the report belongs
to a cluster without landmark reports, the deposit is refunded
immediately, and the deposit amount is set to zero, though
the report remains in the smart contract for reference. If a
previously refunded free space report later becomes part of a
losing coalition, the reporter robot loses assets for submitting
incorrect free space reports near new landmarks.

For landmark localization tasks, the clustering algorithm
at node N clusters landmark location reports, into a set of
distinct clusters C;. The landmark localization task reward
function my(r) = N1.R"¥(7,C1,mo(r), G) adjusts the mis-
sion reward mq(r) based on the accuracy of the reported
landmark location, as defined in Eq. 4:

mi(r) =

{ 1—d(r.o,ce(Cq 4))

Iy, + mo('r'), if mo(?") >0, 4)

Sl occy , 1A -0,ce(C1 )

mo(7), otherwise.

where C . € C; denotes the cluster containing report r and
I7, is an inflation constant, set as Iy = 1—15T0. The term T}
represents the initial amount of assets in circulation within
the swarm. The function d(-,-) represents the normalized
Euclidean distance in the observation space €2, and ce(-)
is the center of a cluster. In our experiments, ce(C ) is
the weighted average of all observations within cluster C'y .,
where the weight equals the deposit in each report:

/ /
Z"'Ecl,r r'.or’w

ce(C =
( 1,7') ZT’GCLT rw

(&)

Consider a free space report r.t = 2 that has received
its mission reward mg(r). It will then be evaluated by the
reward function of task node N, as shown in Eq. 6:

ma(r) =
max (o2 (r.0|Op\r.0) — 0% (r.0|OF),0)Ig + mo(r), if mo(r) >0,
mo(r), otherwise.

6

in which Ig is an inflation constant set to Ip = %IL,
with |S| being the number of robots in the swarm. The set
Op = {r.o,¥r € Ny.L}|JG consists of all free space
locations at node N5 and confirmed landmarks from the
consensus set G. The term o (r.0|OF) refers to the variance
of r.o in the predictive distribution of a Gaussian process
regression [38], calculated based on observations in Op. We
refer to a Gaussian process within 2 = R? as a Gaussian
Random Field (GRF). Each free space report is rewarded
according to its reduction in spatial uncertainty (the decrease
of local variance in the GRF), encouraging robots to explore
new areas. The variance o2 is calculated as follows:

aé(r.o|OF) = Cov(r.o,r.0) —kTC 'k, @)

where C'ov(-, -) represents the Radial Basis covariance kernel
function [39] used in the GRF:

—llo1 — 022

2 ) ®)

Cov(o1,02) = exp (

where k = [Cov(r.0,0"),0" € Op] is a covariance vector
between the newly reported location and previously observed
coordinates; C' is a covariance matrix; [ is a distance scaling
factor. Clustering algorithms at each node independently
cluster reports using a gradient descent on the GRF. Unlike
prior work [12], our method doesn’t require predefined
cluster numbers. Fig. 2 summarizes the task tree structure.

Node: N,

> Collaborative mapping mission

Reward function:

> Egs.2&3

Clustering Algorithm:
> Gradient descent on GRF [41]

Node: N;

> Landmark localization task
Reward function:

> Eq. 4

Clustering algorithm:

> Gradient descent on GRF [41]

Node: N>

> Free space exploration task
Reward function:

> Eq.6

Clustering algorithm:

> Gradient descent on GRF [41]

Fig. 2. The task tree for the collaborative SLAM mission

We implement as detailed in Fig. 3: in Subfigure A, when
a robot submits a report 7, it is first stored in the leaf node
that corresponds to the report’s task NV, ;. The report is then
copied upward through all ancestor nodes, reaching the root
node Ny of which the report set Ny.L includes reports from
all of its child nodes. In subfigures B, C & D, at the root
node, reports are clustered by a clustering algorithm Ny. A€,
sufficiently verified clusters then undergo a WVG, the center
locations of the winning coalition is added to the consensus
set. The root node calculates mission rewards for all reports
based on clustering and WVG outcomes (Eqs 2 & 3). Finally,
the leaf nodes evaluate task rewards for each robot, with the
mission rewards as input; this step updates the deposits of
unverified reports and robots’ wallet balance (Eqs 4 & 6).

V. EXPERIMENTAL STUDIES

A. Introduction to the Experiment Settings

To evaluate our framework, we simulate collaborative
SLAM missions, where robots jointly explore and map
multiple landmark locations in the ARGoS simulator [40].
Experiments are run on an Intel NUC 12 (Core i7-1260P,
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clustering algorithm based on gradient descent in the variance field of a GRF categorizes these reports into clusters. The rewards for each report are then
determined in a top-down way along the task tree’s branches. Each robot that submits a report earns a reward that is credited to its crypto asset balance,
coinciding with the generation of new proposals and consensus set. Finally, robots choose their next tasks based on the received rewards.

64 GB RAM, Ubuntu 20.04). Each robot uses a local
Extended Kalman Filter SLAM (EKF-SLAM) estimator that
tracks the state £Z5 ¥ contains its own position, orientation,
and locations of seen landmarks in global reference frame:

EKF EKF 1
" = ferr(ef " w04, 0F) ©

Here, u; denotes the control input at time step ¢, including
the robot’s linear and angular velocities, while ol represents
the relative positions to the robot of visible landmarks from
a noisy virtual landmark sensor. Moreover, given our focus
on the robot’s behavior guided by the smart contract, we mit-
igate cumulative errors in the robot’s local EKF module [41]
by integrating the robot’s self-position readings o} from a
noisy virtual position sensor into the EKF.

Each robot operates with a two-arm bandit model, where
each arm corresponds to a task. A (Q-learning estimator
estimates the (Q-values for both tasks [42]. Using an e-greedy
policy, robots choose tasks based on the (-values. In our
experiment, we set € = (0.3. Precisely, when a robot receives
areward m(r,) associated with a previously submitted report
r, for task a, it updates its (Q-values estimates accordingly:

Qa) = Qa) + s (m(ra) = QL) (10)

t(

where num¢(a) is the number of times the robot has received
a reward for reporting on task a up to time step t. Each
robot runs a four-state Finite State Machine (FSM) controller
(Fig. 4): 1) Scout: The robot performs random walks,
monitors new proposals from the smart contract, and updates
the (-value based on changes in its crypto assets. It then
selects its next task using an e-greedy policy. 2) Landmark
Localization: The robot navigates to proposed landmarks
using odometry estimates, or searches for new landmarks via
a stochastic gradient ascent walk within a GRF built from
free-space reports (i.e., navigation GRF), similar to existing
strategies that use GRFs to model spatial uncertainty and
support planning [43], [44]. Upon discovering a landmark, it
submits its estimated location via a blockchain transaction.

3) Free Space Exploration: The robot performs a stochastic
gradient ascent walk within its navigation GRF, submitting
free-space reports with its current location estimates when
sufficiently far from known landmarks. 4) Report: The
robot performs a random walk until its previous transaction
is included in or discarded from the blockchain.

€- greedy
task selection

€- greedy
task selection

Timeout Timeout

Landmark
localization

Free space
exploration

Report confirmed
on blockchain Cannot see landmark &
distant from existing free

space reports

See a new landmark/
arrive at target landmark

Fig. 4. The finite state machine controller of a robot in the experiment.

Each robot operates a blockchain virtual machine with the
Proof-of-Authority protocol [45], on which a smart contract
is deployed that contains a task tree as detailed in Fig. 2.

B. Experiments in Small Arena

We first study a simulated square-shaped arena, with three
randomly placed landmarks and a swarm of robots starting at
random positions. The landmarks, marked as green circles in
Fig. 5, are surrounded by cyan circles denoting their visible
ranges and smaller blue circles indicating their scrutable
ranges. Within the visible range, a robot can perceive the
landmark’s relative location. As it moves closer into the
scrutable range, it may obtain more accurate estimates of the
landmark’s position, depending on its sensing capabilities.

Each robot uses the EKF-SLAM model for odometry es-
timation (Eq. 9) and is affected by white noise from uniform
distributions in all its sensors. The swarm comprises two
types of robots: high-drift and low-drift, with different sensor
noise levels. Low-drift robots experience 90% less noise
in position sensors and 50% less noise noise in landmark
sensors compared to high-drift robots in the visible range.
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Fig. 5. Small arena for the collaborative SLAM task simulation.

Additionally, their landmark sensor noise is reduced by
another 90% when within the scrutable range of a landmark.

In our setup, computationally rational robots strive to
position themselves within a landmark’s scrutable range
based on self-position estimates before reporting its location.
Moreover, in this small arena, confirmed landmarks are
promptly removed from the consensus, allowing the robots to
continue exploring unseen areas. In a swarm of 10 low-drift
and 5 high-drift robots. As shown in Fig. 6, low-drift robots
learned higher -values for the landmark localization task,
due to their more accurate reports, earning greater rewards
under Eq. 4. Moreover, both types of robots received similar
rewards for the less demanding free space exploration task.

Low-drift robots High-drift robots

2.5 25
—— Landmark localization
2.0 2.0 Free space exploration
$1s 15
©
>
1o 1.0
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Fig. 6. Q-value estimates for the two tasks of two different types of robots.
In a swarm of 15 robots over 20 repetitions in a 3 landmark small arena,
the shaded area represents 90% confidence interval.

Different Q-values influence the robots’ task selection, as
shown in the left part of Fig. 7. Unlike the baseline smart
contract proposed in [12], which rewards robots solely based
on mission performance (Eq. 2), our approach promotes
equitable task allocation: low-drift robots select the landmark
localization task in 89.5% of cases, while high-drift robots
choose the free-space exploration task 89.6% of cases. As
illustrated in the right part of Fig. 7, this targeted role
assignment reduces the average landmark localization error
— measured after the 10*" confirmed landmark — by 32.7%.

To study the role of crypto assets as participation cre-
dentials to mitigate Byzantine behaviors, we consider a
swarm of 10 low-drift robots, 4 high-drift robots, and 1
malicious robot. The malicious robot is a low-drift robot that
consistently submits incorrect reports (e.g., misclassifying
landmarks as free space or vice versa): it could potentially
introduce errors into the consensus set and disrupt task
allocation. The left part of Fig. 8§ shows that the mission
reward supersedes the task reward, quickly depleting the ma-
licious robot’s assets, thus reducing its influence. Moreover,
as shown on the right side of Fig. 8, despite the presence
of the malicious robot, the consensus error in landmark
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Fig. 7. Left: Relative frequency of task selection for a swarm of 15 robots
over 20 repetitions. Right: Consensus error of the landmark locations in
Euclidean distance. The box plots are labeled according to the format [smart
contract type]-[robot type], where: [smart contract type] € {H: our approach,
M: baseline approach} and [robot type] € {LD: low-drift, HD: high-drift}.
The time-series data is smoothed by a Savitzky-Golay filter with a window-
length of 3, the shaded area represents 90% confidence interval.

locations remains similar to a swarm without it, indicating
that our framework minimizes the malicious robot impact
and maintains secure consensus and task allocation via asset
redistribution.
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Fig. 8. In the small arena with three landmarks: Left: Evolution of crypto

asset balance in a swarm with 1 malicious robot over 20 repetitions, the
shaded area representing the 90% confidence interval. Right: Consensus
error of 2000 confirmed landmarks locations in 20 repetitions in Euclidean
distance, of two swarms — with and without the malicious robot.

C. Experiments in Large Arena

We evaluate our framework in a larger arena (Fig. 9) with
three equal-sized areas: robots start randomly in the leftmost
starting area, navigate through a transition area in the middle,
and map three randomly placed landmarks in the rightmost
area. Once a landmark location is added to the consensus
set, all robots freeze their location in their local EKF-SLAM
state. Non-malicious robots inherit ()-values from the earlier
experiment, preferring the task that suits their abilities.
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Fig. 9. Large arena for the collaborative SLAM task simulation, where 15
robots are randomly distributed in the leftmost starting area.

Robots attempt to efficiently find new landmarks via a
stochastic gradient ascent walk with the local navigation
GRE, as detailed in section V-A. Fig. 10 shows that unlike
the GRFs for clustering in smart contracts, the navigation
GRFs of individual robots feature a larger distance scaling
factor [ in the covariance function (Eq. 8).
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The large arena

Variance field of the
GRF for clustering
at root node

Variance field of the
local navigation GRF
of robot #1

Fig. 10. Top: large arena with 15 robots and 3 landmarks; Middle: variance
field of the GRF for clustering at the root node in the smart contract; Bottom:
variance field of the local navigation GRF of a specific robot. Red and blue
points represent landmark localization and free space exploration reports,
respectively; red triangles are confirmed landmark locations.

To quantify performance, we use two performance mea-
sures: 1) Time to landmarks’ discovery: The time step
when all three landmarks have their first reports stored
in the smart contract; 2) Time to landmarks’ confirma-
tion: The time step when all three landmarks have been
verified and added to the consensus set. With the local
navigation GRF, the average time required for landmark
discovery and confirmation is reduced by 31.3% and 23.2%,
respectively, saving a significant amount of time compared
to random walk (Fig. 11, left). However, its reliance on
unconfirmed free space reports makes the swarm vulnerable
to malicious robots misreporting free space as landmarks,
delaying both landmarks’ discovery and confirmation. Since
the GRF calculation uses unconfirmed free space reports,
malicious robots misreporting free space as landmarks can
delay landmarks’ discovery and confirmation (Fig. 11, right).
Requiring robots to verify all free space proposals could
mitigate these attacks but would drastically reduce efficiency
due to the high volume of reports awaiting confirmation.
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Fig. 11.  Left: Time to landmark discovery and confirmation with our
approach and the baseline approach without navigation GRF, in a swarm of
15 non-malicious robots. Right: Evolution of time to landmark discovery and
confirmation of our approach with increasing number of malicious robots.

This vulnerability to malicious attacks on mission ef-
ficiency, highlights the efficiency-security trade-off — a
crucial factor in consensus achievement [46]. The task tree
hierarchy enables fine-tuning of this trade-off through reward
design. In our experiment, we design free space task rewards
to prioritize efficiency in map exploration by discouraging
verification of free space proposals, at the cost of some
security in free space localization which affects mission
efficiency (Eq. 6). Conversely, we emphasize security in
landmark localization by only rewarding accurate reports
that contribute to the confirmation of a landmark (Eq.2) and
penalizing inaccurate reports (Eq. 4). This design encourages

robots with low odometry drift to verify landmark proposals
while penalizing malicious robots for false landmark reports.
To study resilience against malicious behavior, we build
a baseline without blockchain that mirrors traditional de-
centralized SLAMs, where robots merge maps from peers
and use local outlier detection to maintain mapping ac-
curacy [47], precisely, robots use the weighted-mean-
subsequence reduced (W-MSR) protocol [48] to update land-
mark beliefs by discarding the five beliefs that are furthest
from their own; they perform both landmark localization
and free space exploration tasks with equal probability.
Fig. 12 shows that our approach achieves lower landmark
location errors than the baseline in the absence of malicious
robots thanks to equitable task allocation. As the number of
malicious robots increases, our method maintains low error,
showing resilience against attacks on mapping accuracy.
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Fig. 12.  Evolution of error in confirmed landmark locations in a swarm
of 15 robots, comprising 10 low-drift robots, and 0 to 4 malicious robots
(5 to 1 high-drift robots). Comparison between our approach and a baseline
without blockchain, conducted in the large arena across 20 repetitions.

VI. CONCLUSION

We presented a blockchain and smart contract-based
framework for Byzantine-tolerant consensus in multi-robot
systems, using crypto assets as incentives for computation-
ally rational robots to achieve equitable task allocation. By
embedding mission-specific domain knowledge into a task
tree within the smart contract, our framework controls the
information in the consensus and hierarchically assesses re-
wards to guide robots toward tasks suited to their capabilities.

This framework is validated in collaborative SLAM mis-
sions involving robots with different sensing capabilities.
Results show that our approach increases each robot’s utility
to improve the overall mission quality. Further experiments
in complex environments with malicious robots confirm our
approach’s resilience to Byzantine behaviors, while the task
tree hierarchy enables a nuanced efficiency—security trade-off
adjustment, opening avenues for future investigation.

In real-world swarm robotics missions such as SLAM [47]
or persistent surveillance [49], robots must reach consensus
on various types of information (e.g., shared maps or energy
levels), despite differing connectivity conditions and energy
constraints. The time and energy required to maintain real-
time consensus under such limitations also depends on the
underlying blockchain protocol. In this paper, we adopt
Proof-of-Authority as a representative example; however,
exploring alternative consensus mechanisms better suited
to the specific constraints of different missions remains an
important direction for future research.
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