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Abstract— Industrial robots are widely used in modern fac-
tories, interacting with external systems via network protocols.
Any vulnerabilities in these protocols could be exploited to
control the robot, potentially disrupting production and even
endangering human lives. Protocol fuzzing is commonly used
to discover vulnerabilities in protocol implementation. However,
existing fuzzers are inefficient due to the proprietary nature and
complex state relationships of industrial robot protocols.

In this paper, we present IRPFuzz, a state-aware fuzzer
for industrial robot protocol. By integrating large language
models (LLMs) to analyze network traffic, IRPFuzz infers
robot states and request templates, enabling the automatic
construction of state model and data model for efficient state-
aware fuzzing and structured message mutation. Evaluated on
a real robot, IRPFuzz discovered 36 crashes, outperforming
boofuzz by 157.14%, PCFuzzer by 89.47%, and MSGFuzzer
by 16.13%. Five of these crashes were confirmed and assigned
vulnerability IDs, including three classified as high-severity,
which demonstrates the effectiveness of IRPFuzz.

I. INTRODUCTION

Industrial robots are typical cyber-physical systems that
are widely deployed in modern manufacturing. The network
protocols they employ serve as critical channels for inter-
action with external systems. However, increased network
connectivity has significantly expanded the potential attack
surface of devices that were once isolated [1] [2]. Network
protocols and associated software for industrial robots often
prioritize functionality over security, making them prone
to vulnerabilities that attackers can exploit to compromise
control systems and cause severe consequences [3] [4].
Therefore, identifying potential vulnerabilities is essential to
ensuring security and reliability of industrial robots.

Protocol fuzzing is a widely adopted technique for dis-
covering vulnerabilities [5]. It is the process of repeatedly
generating inputs and feeding them to the system under
test (SUT). Based on the degree of internal knowledge they
have about the SUT, fuzzers can be divided into white-box,
gray-box, and black-box. White-box and gray-box fuzzers
leverage internal program information, using techniques such
as symbolic execution [6] or instrumentation [7] to iteratively
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optimize seed for efficient fuzzing [8] [9] [10]. Black-
box fuzzers rely on user-defined data models to generate
a large number of protocol-compliant inputs, making them
particularly suitable for closed-source protocols [11] [12].

However, due to the high degree of customization in
industrial robots, manufacturers rarely release source code,
posing two major challenges for fuzzing robot protocols.

How to capture states and their relationships. Industrial
robots encompass various states, such as login, enable and
motion states, governed by strict transition rules. Violating
these rules may cause message rejection. For example, a
robot responds to a “move” message only after a “motor on”
message that activates the enable state. However, as industrial
robot protocols are proprietary, traditional fuzzers based on
response codes [9], memory [10] or state variable [13] cannot
capture states and their relationships, which are essential for
effective fuzzing.

How to perform efficient mutation. In the absence of
source code and documentation, feedback-driven mutation in
white-box or gray-box fuzzers is not feasible, while the user-
defined data models required by black-box fuzzers are like-
wise challenging to construct. Protocol reverse engineering
has enabled fuzzing of proprietary protocols [14] [15] [16],
but lacks generality for industrial robots. MSGfuzzer depends
on manual protocol analysis for seed mutation, making it
labor-intensive and limited in generality [17].

In this paper, we propose IRPFuzz, an efficient state-
aware fuzzer for industrial robot protocols. By conducting
an in-depth analysis of real-world interaction traffic between
robot and teach pendant, we observe that they consistently
embed semantic information about robot states. Motivated
by this insight, we propose an LLM-driven traffic semantic
analysis approach that facilitates the construction of state
model and data model to guide efficient fuzzing. Specifically,
we leverage LLMs to analyze traffic between robot and teach
pendant, extracting both runtime state and field-level request
templates, which are then used to construct the state model
and data model that capture state relationships and guide
efficient message mutation. Moreover, the state model and
data model are progressively refined as fuzzing proceeds,
thereby further enhancing the effectiveness of the IRPFuzz.

We evaluated IRPFuzz on a widely used commercial-
grade industrial robot ROKAE XB7L. Within 24 hours of
fuzzing, IRPFuzz efficiently constructed state model and data
model that accurately reflect the operational characteristics
of real industrial robots. Moreover, IRPFuzz discovered 36
crashes, achieving improvements of 157.14%, 89.47%, and
16.13% over state-of-the-art fuzzers Boofuzz, PCFuzzer,
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Running state inference
"data": {"engine": "on"}
The servo of the robot is now powered on. (Enabled state).
Request field analysis
00 63: Total message length; 00 5d: Payload length
"command": "state.switch_motor_on"
Indicates the command requested: switch motor to ON.
"id": Request ID, used to match requests and responses. 
"module": "system" : the operation applies to the system.

Running state inference
"command" : "move.monitor"
The robot can start moving. (Motion state)
Request field analysis
00 7b: Total message length; 00 75: Payload length
"command": "jog.start": Indicates the robot enters jog mode and begins moving.
"data": {"direction": true, "index": 0}:  Joint 0 starts moving positively
"id": Request ID, used to match requests and responses. 
"module": "motion" : the operation applies to the motion.

…… Login state Enable state Motion state ……Motor on
Motor off

Move

Stop

Request
00 63 00 00 00 5d 02 00 
{"command":"state.switch_motor_on",
"id":"dc303cda5d3008f7f02c5d88fceda839", "module":"system"}
Response
 00 5f 00 00 00 59 02 00
{"command" : "state.change",
"data" :{"engine" : "on"},"module" : "system"}

Request
00 7b 00 00 00 75 02 00 
{"command":"jog.start", "data":{"direction":true,"index":0}, 
"id":"d69fc0dd85afe60730bdc20ecbd3f9e0", "module":"motion"}

Response
02 d7 00 00 02 d1 02 00 {"command" : "move.monitor", "data" :{"elb" : 0.0,
"euler" :[-177.785,-8.587,84.6], "joint" :[15.62,5.159,-23.31,9.21, 106.93,113.64], 
"position" :[452.555,139.785,904.923], "quaternion" :[-0.069,0.739,0.672,0.045],
"torque" :[-1.931,-28.001, -23.858,0.336,-0.231,-0.114]},"module" : "motion"}
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Real 
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Fig. 1. Analysis Results of Industrial Robot Traffic by the LLM.

and MSGFuzzer, respectively. We reported these crashes
to the manufacturer, five of which have been confirmed
and assigned official vulnerability IDs, demonstrating the
effectiveness of IRPFuzz. In addition, we discussed the
impact of different LLMs on the effectiveness of IRPFuzz.

In summary, we make the following contributions:
• We present IRPFuzz, which leverages LLMs to analyze

industrial robot protocol traffic, extract semantic infor-
mation on robot states and message fields, and adap-
tively construct state model and data model to enable
state-aware fuzzing and structured message mutation.

• We evaluated IRPFuzz on a real industrial robot. Within
24 hours of fuzzing, IRPFuzz discovered 36 crashes,
surpassing all baseline methods. Five of these crashes
have been confirmed and assigned vulnerability IDs,
with three classified as high-severity vulnerabilities.

II. BACKGROUND AND MOTIVATION

A. Industrial Robot

Industrial robot is an automatically controlled, repro-
grammable, and versatile manipulator that can be pro-
grammed along three or more axes [18]. It can be either
fixed in place or mobile and is used for various industrial
automation applications. It typically consists of multiple sen-
sors and actuators that receive signals from external devices
and execute specific commands, enabling it to perform a wide
range of production tasks such as material handling, welding,
assembly, and painting without human intervention.

Industrial robot consists of multiple modules, with the
main controller and servo motor drivers being the most
critical components [19] [20]. The remaining components
are connected to these core units via internal buses and
are housed within a dedicated control cabinet. The main
controller runs a manufacturer-customized operating system
and communicates with other devices in the control cabinet

through Ethernet or serial buses. It also stores the control
logic and various configuration parameters of robots. The
servo motor drivers serve as intermediaries between the main
controller and the robotic arm, receiving control commands
from the main controller and driving the arm’s movements.
The robotic arm is the primary actuator of an industrial robot,
consisting of multiple independently movable axes capable
of performing complex tasks similar to the human arm.

In addition, industrial robots are equipped with a teach
pendant that connects to the robot controller, allowing op-
erators to send commands and control the robot [21]. The
teach pendant software runs on this device and is provided
by the robot manufacturer, though it can also be executed
independently on a computer. It connects to the industrial
robot via Ethernet and typically uses proprietary protocols to
transmit control instructions, tailored to specific robot brands.
The industrial robot offers a comprehensive set of control
commands to the teach pendant software, covering nearly
all operational functionalities of the robot.

B. Protocol Fuzzing

State Model
Data Model

or
Traffic

Requests(seeds)

Responses
Coverage

Result
Report

Crash

Fuzzer SUTSeed
Corpus

Fig. 2. The Workflow of Stateful Network Protocol Fuzzer.

Protocol fuzzing has been widely demonstrated to be an
effective technique for discovering protocol vulnerabilities.
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To effectively perform fuzzing on stateful network servers,
researchers have explored state-model-based fuzzers [22]
[11] [23]. A state model is typically represented as a graph
consisting of a finite set of states and their transitions.
Different studies have adopted various strategies to abstract
server states. For example, AFLNET [9] and CHATAFL
[24] represent states based on server response codes (e.g.,
200 OK, 400 ERR), StateAFL [10] leverages memory states
to capture protocol states, and NSFuzz [13] uses variables
extracted through static analysis to represent states. By
incorporating a state model and monitoring responses from
the SUT, a fuzzer can infer the current protocol state and
generate seeds according to the expected message format
of that state, as shown in Fig. 2. These messages may be
generated completely at random [25], mutated from existing
messages [9], or constructed based on predefined data models
[11] [12].

C. Motivation

Due to the highly proprietary nature of industrial robot
protocols, existing fuzzers are unable to construct accurate
state model and data model of the target protocols, which
severely limits their effectiveness in discovering vulnerabil-
ities within industrial robot protocols.

We analyzed industrial robot traffic and found that, al-
though the protocols are proprietary, certain fields implicitly
convey robot state semantics. Inspired by the success of
LLMs in protocol analysis [26], we propose leveraging
LLMs to analyze state semantics and field structures, en-
abling the automated construction of state model and data
model that replace manual efforts and facilitate efficient
state-aware fuzzing.

Fig. 1 shows a segment of real industrial robot traffic and
the corresponding semantic analysis by the ChatGPT-4o [27].
The traffic records the process of controlling the robot via the
teach pendant to power it on and move, involving transitions
from the login state to the enable state and then to the motion
state. The analysis results align with the actual execution,
correctly identifying the enable and motion states. Moreover,
in analyzing request field structures, the LLM successfully
recognized key elements such as length and command.

III. PROPOSED METHOD

Fig. 3 depicts the workflow of IRPFuzz. It first captures
the traffic between the teach pendant and the industrial
robot, preprocesses them, and then performs LLM-driven
traffic semantic analysis to infer runtime states and request
templates, thereby assisting in the construction of state and
data models. In the fuzzing loop, IRPFuzz selects a target
state from the state model and drives the robot into it. A
corresponding request template is then retrieved from the
data model based on the state name and corresponding
requests, mutated by the message mutator to generate new
inputs, which will be feed into the robot. The new inputs
and responses are continuously collected and reanalyzed by
the LLM, progressively refining both models and enabling
efficient state-aware fuzzing.

A. Initial Traffic Collection

The teach pendant software supports nearly the full range
of robot operations and serves as the primary interface for
industrial robots, providing favorable conditions for fuzzing.

Traffic collection. We begin by performing a series of op-
erations on the industrial robot via the teach pendant software
and capturing the interactive traffic with Wireshark [28].
The captured traffic is organized into chronologically ordered
request–response pairs to facilitate subsequent analysis.

Preprocessing. However, the raw traffic contains numer-
ous periodic heartbeat packets and automatic state synchro-
nization packets that used primarily to confirm whether the
robot is online. Retaining these packets imposes unnecessary
overhead and undermines fuzzing efficiency, making their
removal essential. Algorithm 1 outlines this process. Since
formats of repetitive messages differ from other control
messages, we first cluster the raw requests using HDBSCAN
[29] (line 1). Next, we apply a top-down iterative pruning
strategy. After the initial clustering, clusters are processed
in descending order of size (lines 4-11): each cluster is
tentatively removed (line 5), and the remaining requests are
replayed in their original order to compare responses with
the robot (line 6). If the responses remain equivalent, the
cluster is deemed redundant and discarded; otherwise, it is
retained (lines 7-10). Once all clusters from the first round
have been examined, the retained clusters are re-clustered,
and the same pruning procedure is recursively applied to
achieve further reduction (lines 12-21). Ultimately, we obtain
a traffic subset T ∗ that preserves the sequence of teaching
operations while eliminating redundancy, forming the basis
for subsequent analysis.

B. LLM-driven Traffic Semantic Analysis

We employ prompt engineering [30] to guide the LLM in
analyzing the semantics of each traffic, inferring the robot’s
current running state and the corresponding request template,
thereby constructing the state model and data model.

Running state inference. To infer running state of robot
hidden in the traffic, we employ the prompt template shown
in Fig. 4(a). In this prompt, we provide the current state
model and request–response pair along with illustrative ex-
amples to constrain the output of LLM. The LLM then
produces the name and description of the inferred state.
To mitigate hallucination, we perform multiple rounds of
interaction with the LLM and adopt the majority-consistent
result as the final inference.

State model construction. We define an initial state as
the root of the state model and construct the model in two
phases: initialization and update. In the initialization phase,
state inference is performed on the preprocessed traffic subset
T ∗. For each state inferred by the LLM, if the state does
not exist in the model, it is appended to the most recently
inferred state, and a directed edge is created to store the
corresponding request, reflecting the sequential nature of the
teaching operations. If the state already exists, we further
check whether a directed edge from the most recent state to
this state exists; if not, a new edge is created. In the update
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Fig. 3. The Workflow of IRPFuzz.

Algorithm 1 Traffic Preprocessing
Input: IT : Initial traffic set
Output: T ∗: Traffic subset for subsequent analysis.

1: C ← HDBSCAN(IT )
2: R← IT.response
3: T ∗ ← IT
4: for c ∈ C in descending order of size do
5: T ′ ← T ∗ \ c
6: Replay T ′.request and record responses R′

7: if EQUIVALENT(R′, R) then
8: T ∗ ← T ′

9: C∗ ← C \ c
10: end if
11: end for
12: for c′ ∈ C∗ in descending order of size do
13: C ′ ← HDBSCAN(c′)
14: for c′′ ∈ C ′ in descending order of size do
15: T ′′ ← T ∗ \ c′′
16: Replay T ′′.request and record responses R′′

17: if EQUIVALENT(R′′, R) then
18: T ∗ ← T ′′

19: end if
20: end for
21: end for
22: return T ∗

Instruction:
Analyze {Request} and {Response} of
industrial robot to infer running state.
For inferred state:
• If its semantics closely match a state
in {State Model}, return the state. 
• Otherwise, return the new state name
and provide a description.

Output Format:
"Enable state": "The servo of the
industrial robot is now powered on. The
robot can execute motion commands."

(a) Running state inference.

Instruction:
Analyze the field structure of the {Request} of
the industrial robot and output the content,
type, and mutability of each field in order.

Output Format:
 [{"content": "{", "type": "delim", 
     "mutability": false },
  {"content":  ""command"", "type":  "string",
    "mutability":  true },
  {"content": ":", "type": "delim",
    "mutability": false },
  ...... ]

(b) Request template analysis.

Fig. 4. Prompt Templates used in LLM-based Traffic Analysis.

phase, state inference is performed on the traffic collected
during fuzzing loop. For each inferred state, if it does not
exist in the model, it is appended to the currently selected
state, and a directed edge is created to store the request. If
the state already exists, we check whether an edge from the
selected state to this state exists, a new edge is added only
when missing.

Request template analysis. We only perform request
template analysis when the state model changes, such as
discovering new states or new edges, using the prompt
template as shown in the Fig. 4(b). The prompt includes
examples of different fields to guide the LLM in correctly
interpreting and adhering to the given grammar. The LLM
is expected to identify and annotate the mutability of each
field. After the LLM processes a request, the extracted fields
are reassembled and compared with the original input. If
certain fields are missing, the procedure is repeated until no
omissions remain.

Hash Request Template

Fig. 5. The Structure of Entries in the Data Model.

Data model construction. We maintain the data model
in a table, where each entry consists of two fields: hash and
request template, as illustrated in the Fig. 5. The hash value
is computed from the state name and request content, serving
both as a unique identifier for each request template and as an
index for efficient retrieval. The request template field stores
the analyzed request template, enabling structured message
mutation. After each request template analysis, IRPFuzz
computes the hash of the current state name and request and
sequentially inserts a new entry into the table.

C. Fuzzing Loop

After performing LLM-driven traffic analysis, the initial
state model and data model are constructed. IRPFuzz then
leverages them to initiate state-aware fuzzing of the industrial
robot protocol.
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State selector. IRPFuzz sequentially traverses the states
in the state model. For each selected state, IRPFuzz derives
a feasible path from the initial state, gathers the requests
stored on all edges along the path, and constructs a guiding
sequence that drives the robot into the selected state. We
search the state model for outgoing edges from the selected
state and collect the associated requests. The selected state
and its requests are then forwarded to the data model, which
retrieves the corresponding request templates based on their
hashes.

Message mutator. IRPFuzz performs structural mutations
guided by the constraints on field structure and mutability
specified in the request templates. Leveraging Boofuzz’s
mutation strategy, it iteratively mutate each mutable field
to generate new requests. These requests are then combined
with the guiding sequence to form complete test cases, which
are subsequently executed on the industrial robot.

Crash detection. IRPFuzz detects crashes by analyzing
network connectivity and robot responses. After each test
case execution, IRPFuzz sends three heartbeat packets to the
robot and monitors the responses. Under normal conditions,
the robot responds to each heartbeat packet with system time
and identification information. If no response is observed,
the robot is deemed to have crashed. IRPFuzz then logs the
crashing input and reboots the robot to resume fuzzing.

Traffic Collection and Filter. During fuzzing, IRPFuzz
continuously collects request and response. After fuzzing
each selected state, we employ a similarity-based filtering
strategy using edit distance [31] to reduce redundancy.
Specifically, we compare each collected response string
CR[1..i] against each known successor-state response string
SR[1..j] of the current state and compute their distance
D[i][j] according to Eq. 1. The 50 responses with the largest
differences, along with their corresponding requests, are then
submitted to the LLM for a new round of analysis to identify
previously undetected states and their associated request
templates, gradually refining the state and data models.

D[i][j] =



i+ j if i = 0 or j = 0

D[i− 1][j − 1] if SR[j] = CR[i]

min


D[i− 1][j] + 1

D[i][j − 1] + 1

D[i− 1][j − 1] + 1

if SR[j] ̸= CR[i]

(1)

IV. EVALUATION

We implemented IRPFuzz on top of the Boofuzz frame-
work. During the initial traffic collection phase, typical oper-
ations were performed through the teach pendant software,
including robot motion, end-effector control, program exe-
cution, and point teaching, while initial traffic was captured
using Wireshark. Then, we adopted ChatGPT-4o [27] as
the expert model for traffic semantic analysis. we set the
temperature to 0.5 to ensure precise and fact-based responses.
All the LLMs used in IRPFuzz can be replaced with similar
models without modifying the overall architecture.

To evaluate IRPFuzz, we conducted a set of experiments
designed to answer the following questions:

RQ1: Can IRPFuzz effectively infer the state model and
data model used in industrial robot protocol fuzzing?

RQ2: Can IRPFuzz efficiently discover potential vulnera-
bilities in industrial robot protocol?

RQ3: How do different LLMs affect the effectiveness of
IRPFuzz?

ROKAE XB7L

XBC5M Control cabinet

Teach Pendant Palletizing Scene

Interface: connect to 
IRPFuzz for fuzzing

Fig. 6. Real Experimental Environment for Fuzzing.

A. Experimental Setup

We constructed a real experimental environment based on
a ROKAE industrial robot to evaluate IRPFuzz, as shown
in Fig. 6. The environment consists of a ROKAE six-
axis robotic arm XB7L [32], coupled with an XBC5M
control cabinet, a main controller running the RokaeStudio
5935 and an xPad2 teach pendant. To emulate a real-world
industrial scenario, we implemented a palletizing workflow
that integrates the industrial robot with a suction-type end
effector, a MECHEYE NANO 3D camera, an industrial PC,
and physical workpieces. The total cost of the experimental
environment is approximately $35,000.

We executed IRPFuzz on a machine running Ubuntu 18.04
(64-bit), equipped with an Intel(R) Xeon(R) Gold 5120 CPU
@ 2.20GHz, 125 GB RAM, two Tesla V100 GPUs, and a
1 TB HDD. The machine was connected to the same subnet
as the ROKAE robot to facilitate communication.

Baselines. We compared IRPFuzz with the state-of-the-
art black-box protocol fuzzers, including Boofuzz [11],
PCFuzzer [33], and MSGFuzzer [17]. Boofuzz is widely
adopted in general black-box protocol fuzzing, PCFuzzer
focuses on fuzzing programmable logic controllers, and
MSGFuzzer targets industrial robot protocols. These fuzzers
have successfully discovered vulnerabilities in a wide range
of real-world protocols. Since these fuzzers all rely on
manually constructed data models, we applied the data model
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Fig. 7. State model of IRPFuzz after 24 hours of fuzzing. Due to the robot’s multiple joints, coordinate systems, and motion directions, the LLM identified
14 distinct motion states. For simplicity and clarity, these states are denoted as jogMotion in the figure.

from MSGFuzzer to all baseline methods to ensure a fair
evaluation. For comparison, we used number of crash as the
metric, which indicates the ability to discover vulnerabilities.
We ran each experiment for 24 hours and repeated it 10 times
to establish statistical significance of results.

B. Experimental Results for RQ1

Table I presents the details of state model and data model
inferred by IRPFuzz after 24 hours of fuzzing. For ROKAE
industrial robot, IRPFuzz inferred a total of 24 states, 78
state transitions, and 78 corresponding request templates. The
overall inferred state model is illustrated in Fig.7.

To evaluate the fidelity of the inferred state model, we
individually replayed the request sequences associated with
each state and systematically compared the resulting behav-
iors, as observed through both the teach pendant interface and
the physical robot, against the expected state descriptions.
The results show that IRPFuzz successfully reconstructed
almost all operational states and transitions of the target
robot, including some hidden states and transitions that
are not normally exposed during standard operation. For
example, IRPFuzz was able to discover a busy state that
only appears when multiple motion commands are issued in
rapid succession.

To assess the accuracy of the data model, we manually
examined the inferred templates for field completeness and
mutability. Thanks to our field validation mechanism, all
templates satisfied the completeness constraint, and most
field mutability annotations were accurate. Only a few fields
were incorrectly marked, such as format symbols like “[”
being labeled as immutable. However, such minor inaccura-
cies have negligible impact on the mutation process during
fuzzing and are considered acceptable.

C. Experimental Results for RQ2

Fig. 8 shows the crash-triggering performance of IRP-
Fuzz compared with baselines within 24 hour. Overall,
IRPFuzz triggered 36 crashes, outperforming boofuzz by
157.14%, PCFuzzer by 89.47%, and MSGFuzzer by 16.13%,
demonstrating its effectiveness in vulnerability discovery.
Specifically, while IRPFuzz exhibited trends similar to other

TABLE I
STATE MODEL AND DATA MODEL CONSTRUCTED BY IRPFUZZ AFTER 24

HOURS OF FUZZING.

Metric
State Model Data Model

State Transition Template

Number 24 78 78

0 5 10 15 20 25
Time (Hour)
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as

h 
Nu

m
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MSGFuzzer
Boofuzz
PCFuzzer
IRPFuzz

Fig. 8. Average Number of Crashes for IRPFuzz and Baselines.

methods in the early stage, it gradually surpassed them as
fuzzing progressed. This improvement stems from the combi-
nation of state-model–guided fuzzing and data-model–driven
structural mutation. Moreover, unlike boofuzz, PCFuzzer,
and MSGFuzzer, which plateaued over time, IRPFuzz con-
tinued to show progressive improvements, highlighting the
effectiveness of dynamically updating state model and data
model rather than relying on static templates.

We reported the these crashes to the manufacturer for
remediation and submitted them to the China National
Vulnerability Database (CNVD) and the China Industrial
Control System Vulnerability Database (CICSVD). To date,
five vulnerabilities have been assigned official IDs, three of
which are classified as high-severity, details are shown in
Table II. Most of these vulnerabilities exhibit low attack
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TABLE II
DETAILS OF VULNERABILITIES DISCOVERED BY IRPFUZZ.

Vulnerability ID Description Vulnerability Rating
CNVD-2024-11014 Denial of service Medium

NVDB-CICSVD-2024239414 Denial of service High
NVDB-CICSVD-2024360593 Denial of service High
NVDB-CICSVD-2024587081 Denial of service High
NVDB-CICSVD-2024691453 Denial of service Medium

complexity and can fully compromise the availability of
industrial robots.

D. Experimental Results for RQ3

TABLE III
PERFORMANCE OF IRPFUZZ USING DIFFERENT LLMS.

Subject Model Parameters
State Model Data Model

CrashState Transition Template

IRPFuzz(ChatGPT-4o) unknown 24 78 78 36
IRPFuzz(ChatGPT-4o-mini) unknown 27 86 86 35
IRPFuzz(DeepSeek-R1) 671B 23 75 75 36
IRPFuzz(Qwen3-8B) 8B 36 104 104 33

To evaluate the impact of different LLMs on the ef-
fectiveness of IRPFuzz, we compared four representative
LLMs, including ChatGPT-4o [27], ChatGPT-4o-mini [27],
DeepSeek-R1 [34], Qwen3-8B [35]. These models vary in
parameter size, encompassing both commercial and open-
source models, and can be accessed via local deployment or
API. They have been widely applied across various domains
and in previous academic studies [36].

Table III presents the performance of IRPFuzz using
different LLMs in terms of state model, data model, and
crash discovery. Overall, all models perform well, suc-
cessfully constructing state model and data model while
guiding IRPFuzz to discover effective crashes. Specifically,
models with larger parameter sizes, such as ChatGPT-4o and
DeepSeek-R1, exhibit superior crash discovery capabilities
and produce more compact and accurate state model and
data model. Through manual analysis of the state model
constructed by Qwen3-8B, we found that although it inferred
the largest number of states and transitions, some states
are redundant, which correspond to the same actual state
during real industrial robot operation. These redundant states,
along with their associated states and request templates,
do not enhance fuzzing performance and instead reduce
testing efficiency. Therefore, more capable models can better
enhance the effectiveness of IRFuzz.

V. DISCUSSION

In this section, we discuss the manual work and the
limitations of IRPFuzz.

A. Manual Work

Although IRPFuzz leverages LLM-driven traffic semantic
analysis to avoid manual construction of state model and
data model, we acknowledge that a small amount of manual
effort is still required when adapting it to other devices, due

to necessary preprocessing and the closed-source nature of
proprietary protocols. This manual effort primarily involves
operating the teach pendant software according to standard
industrial robot operating procedures, which requires an
operator familiar with the workflow of robot. The purpose
of this step is to ensure the correctness of the operation
sequence, thereby improving the efficiency of state model
and data model initialization. It is noteworthy that, compared
to existing methods, IRPFuzz has substantially minimized the
manual effort involved in the fuzzing.

B. Limitations

Even though IRPFuzz has shown superior performance to
existing fuzzers, our work still has the following limitations.

Depends on teaching operation. IRPFuzz requires col-
lecting interaction traffic from teaching operations to ini-
tialize state and data models. Intuitively, a larger number
of correct teaching operations can enhance the early-stage
performance of fuzzing. However, section IV-B demonstrate
that IRPFuzz can still discover industrial robot states beyond
those included in the teaching operations, indicating that
it does not require these operations to cover all possible
states. Relying on prior knowledge is common in industrial
protocol fuzzing, such as Boofuzz [11] and MSGFuzzer [17].
In comparison, conducting teaching operations is simpler and
imposes lower requirements on initiating the fuzzing.

Number of evaluated devices. Due to budget constraints,
we evaluated our approach using only one device. Such
limitations are common in cyber-physical system testing
and research [37]. Although industrial robot simulators may
offer a relatively cost-effective testing solution, they cannot
accurately emulate the inherent physical state transitions
involved in real industrial robot operations. Therefore, sim-
ulators cannot fully replace real industrial robots in testing
scenarios. Nevertheless, the device we used is representative,
as its hardware architecture and operational workflow are
largely consistent with those of other industrial robots. Our
approach requires minimal manual intervention and can be
easily adapted to other devices. In future work, we plan to
extend our evaluation to a broader range of devices.

VI. CONCLUSION

In this paper, we present IRPFuzz, a state-aware fuzzer for
industrial robot protocols. IRPFuzz leverages LLM-driven
traffic semantic analysis to automatically construct protocol
state model and data model, which in turn guide state-
aware fuzzing and structured message mutation. During
fuzzing, these models are iteratively refined to enhance
effectiveness of fuzzing. We evaluated IRPFuzz in a real-
world experimental environment using a ROKAE six-axis
industrial robot. The results show that IRPFuzz discovered
36 crashes, outperforming Boofuzz by 157.14%, PCFuzzer
by 89.47%, and MSGFuzzer by 16.13%. Notably, five vul-
nerabilities have been confirmed and assigned vulnerability
IDs, demonstrating the effectiveness of IRPFuzz.
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