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Abstract— Perception systems provide a rich understanding
of the environment for autonomous systems, shaping decisions
in all downstream modules. Hence, accurate detection and
isolation of faults in perception systems is important. Faults
in perception systems pose particular challenges: faults are
often tied to the perceptual context of the environment, and
errors in their multi-stage pipelines can propagate across
modules. To address this, we adopt a counterfactual reasoning
approach to propose a framework for fault detection and
isolation (FDI) in perception systems. As opposed to relying on
physical redundancy (i.e., having extra sensors), our approach
utilizes analytical redundancy with counterfactual reasoning
to construct perception reliability tests as causal outcomes
influenced by system states and fault scenarios. Counterfactual
reasoning generates reliability test results under hypothesized
faults to update the belief over fault hypotheses. We derive
both passive and active FDI methods. While the passive FDI
can be achieved by belief updates, the active FDI approach
is defined as a causal bandit problem, where we utilize Monte
Carlo Tree Search (MCTS) with upper confidence bound (UCB)
to find control inputs that maximize a detection and isolation
metric, designated as Effective Information (EI). The mentioned
metric quantifies the informativeness of control inputs for FDI.
We demonstrate the approach in a robot exploration scenario,
where a space robot performing vision-based navigation actively
adjusts its attitude to increase EI and correctly isolate faults
caused by sensor damage, dynamic scenes, and perceptual
degradation.

I. INTRODUCTION

Autonomous systems such as self-driving cars, unmanned
aerial vehicles (UAV), and autonomous robots rely on per-
ception systems to convert heterogeneous sensor measure-
ments into a coherent representation of their surrounding
environment [1]. The role of the perception system is to pro-
vide accurate and timely information on objects, terrain, and
the surrounding environment so that higher-level modules
in an autonomous system (e.g., localization, motion plan-
ning, and control) can guarantee safety and achieve mission
objectives [2]. The combination of utilizing heterogeneous
sensors (e.g., LiDAR, radar, cameras) and deep learning-
based algorithms has led to recent advances in perception-
based control. However, this has also resulted in an increased
level of complexity in perception systems, which makes
detecting their faults and algorithmic errors challenging [3],
[4]. Considering the importance of a perception system in
the guidance and control of an autonomous system, per-
ception faults can result in the complete loss of a mission.
For instance, on 6 June 2025, the Japanese lunar lander
Resilience (Hakuto-R Mission 2) had a hard landing during
its final descent on the Moon when its laser range finder
began outputting erroneous altitude values in the last few
kilometers before touchdown [5]. This highlights the need
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Fig. 1. Our FDI method predicts perception outputs under fault hypotheses
and exploits control inputs to enhance fault detectability and isolability in
robot perception systems. Examples of vision faults are (a) visual depriva-
tion, (b) sensor damage, (c) motion blur. Adapted from OmniObject3D [6],
licensed under CC BY 4.0 (https://creativecommons.org/licenses/by/4.0/);
changes: rendered with Blender.

for accurate monitoring systems that can address the problem
of fault detection and isolation (FDI) in perception systems.

The method presented in this paper can handle a broad
range of fault and failure types, including both physical
malfunctions and algorithmic errors in perception systems
that cause deviations from their intended functionality. On
the physical side, sensors can suffer calibration shifts, tem-
porary occlusions, and environmental interference [7]. At the
algorithmic level, deep neural networks (DNN) can misclas-
sify objects due to distribution shifts (i.e., out-of-distribution
inputs), and multi-sensor fusion can become erroneous due
to calibration issues [8]–[10]. Moreover, faults that occur at
an early stage of a perception system’s pipeline propagate
through it and do not remain isolated [11]. Hence, FDI
methodologies that rely on physical redundancy may not be
sufficient [12]. Thus, one needs to study and investigate FDI
methodologies based on the available analytical redundancy
in perception systems. Once a certain fault is detected and
isolated, a fault recovery control can be implemented.

A. Related Work
The faults that occur in Simultaneous Localization and

Mapping (SLAM) and Visual Inertial Odometry (VIO) sys-
tems are sensor faults [3], [7], tracking failures [15], [16],
data association failures [17], [18], and filtering inconsis-
tency problems [19]. Sensor faults are caused by hard-
ware damage or software malfunction. Faults in front-end
modules, such as tracking and data association failures,
are often caused by visually deprived conditions (i.e., tex-
tureless surfaces and repetitive patterns), dynamic scenes
(i.e., aggressive camera motion), and undesirable lighting
conditions (i.e., high-contrast images). Lastly, the filtering
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Fig. 2. Algorithm architecture overview. The FDI module compares the perception reliability test results with the fault-hypothesis distributions and
generates control inputs that improve FDI performance. Camera and LiDAR data captured using Foxglove from CERBERUS DARPA Subterranean
Challenge datasets [13], [14]

inconsistency problems, a type of fault in back-end modules,
result from large inter-frame transformations that trigger the
accumulation of linearization errors.

The work in [8] compares perception outputs with a pre-
defined fault threshold for runtime monitoring. Additionally,
[3] developed fault diagnostic graphs to associate errors
with individual perception module outputs, as evaluated by
diagnostic tests. Although these works enable FDI, they
rely on having redundant sensors, which can be costly. To
enhance the robustness of SLAM [20] developed image
quality metrics to select confident features or scenes. Simi-
larly, feature quality metrics that assess keypoint co-visibility
between frames [3], [15], [21] and the dynamic scene metrics
that leverage vehicle velocity [15], optical flow [22], and
image sharpness [23], [24] have been proposed.

B. Contributions
We define perception reliability tests for various fault

modes to capture differences between fault-free and fault-
induced behaviors. We utilize the structural causal model
(SCM) formalism of Pearl [25] and its operational rules for
interventions and counterfactual queries, where we treat each
hypothesized fault mode as an intervention on the perception
pipeline. We then introduce and define an information-
theoretic metric based on the Kullback–Leibler (KL) diver-
gence between the reliability test results and those from
a baseline fault-free case to measure the detectability and
isolability of the hypothesized faults. This metric, desig-
nated as Effective Information (EI), captures how control
inputs influence the reliability test results by affecting the
autonomous system’s state. To the best of our knowledge,
this is the first work that studies the FDI as a counterfactual
reasoning problem for a closed-loop autonomous system and
also connects the informativeness of control inputs to the
detection and isolation of the hypothesized faults. Finally,
we show that finding the control input that helps maximizing
the EI leads to having a causal bandit problem [26], where
each action arm corresponds to an intervention on the control
input that improves our FDI accuracy. A Monte-Carlo Tree
Search (MCTS) approach with Upper Confidence Bound
(UCB) [27], [28] that penalizes large deviations from primary
mission objectives (e.g., tracking a trajectory) is employed
to solve the mentioned causal bandit problem.

The main contributions of this paper are as follows.

1) We exploit analytical redundancy of the perception
system and actively use control inputs for FDI by
applying the do-operator from causal inference. This
is achieved via a counterfactual reasoning approach,
where it is analyzed how control inputs affect relia-
bility test outcomes under various fault hypotheses. A
quantitative detection and isolation metric measuring
the informativeness of each control input for FDI is
introduced.

2) We formulate the problem of selecting control inputs
for FDI as a causal bandit problem. Using a MCTS
strategy with UCB, we maximize a weighted reward
function that prioritizes inputs informative about the
most likely fault modes. In addition, our reward func-
tion penalizes large deviations from the desired trajec-
tory of the system.

3) Our FDI method uses the distribution of reliability test
results under various fault modes and accounts for the
uncertainty inherent in the perception system’s outputs.
Thus, our method encodes more information than mean
value and threshold-based FDI methods, which only
reflect the central tendency of a distribution.

II. PRELIMINARIES AND PROBLEM STATEMENT

A. Structural Causal Models and do-operator

An SCM [25] describes a model M using a set of endoge-
nous variables V = {X1, . . . , Xo} generated by structural
equations Xi := mi(PaXi

, Âi), where PaXi
⊆ V \ {Xi}

are the parents of Xi and Âi are exogenous variables, for
i = 1, . . . , o.

Definition 1 (do-operator): An intervention that force-
fully sets a subset of variables XS ⊆ V to values xS is
denoted by the do-operator, i.e., do(XS = xS).
Executing do(XS = xS) removes the structural equations
for XS and replaces them with XS = xS , which yields the
model MS. Consequently, the post-intervention distribution
can be written as pM (v|do(xS)) = pMS(v). In other words,
under model M , the distribution of outcome V after the
intervention do(xS) is the probability that model MS assigns
to V . It is worth noting that pM (v|do(xS)) is different from
having pM (v|xS) in the sense that do(xS) breaks incoming
causal links into XS rather than observing their values.
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B. Effect Distribution (ED)
Let V̂ be a variable of interest and Â ∈ Â an intervention

variable (e.g., the control input, hypothesized faults) with the
distribution pÂ(â). The Effect Distribution (ED) [29] is the
marginal distribution of V̂ induced by randomizing Â such
that

EDV̂ (v̂) = Eâ∼pÂ
[p(v̂|do(â))] =

∫
Â
p(v̂|do(â))pÂ(â)dâ.

(1)

The EDV̂ captures the baseline behavior of V̂ under all
interventions we are able to perform on Â.

C. Effective Information (EI)
Suppose we actively sample Û ∼ pÛ and record the

resulting V̂ . The Effective Information (EI) [29]–[31] from
Â to V̂ can be defined as

EI(Â → V̂ ) = Eâ∼pÂ
[DKL

(
p(v̂|do(â))∥EDV̂ (v̂)

)
], (2)

where DKL is the Kullback–Leibler (KL) divergence.
Consequently, the EI of an individual âi ∈ Â is
DKL

(
p(v̂|do(âi))∥EDV̂ (v̂)

)
which indicates the impact that

âi makes in the variable v̂. The EI (2) is the average statistical
distance (in the sense of the KL divergence) between the
post-intervention distribution and the baseline EDV̂ .

D. System Model
We consider the following nonlinear control-affine system:

x(t+ 1) = f(x(t)) + g(x(t))u(t) + w(t), (3)

where x(t) ∈ Rn is the state, u(t) ∈ Rm is the control input,
and w(t) ∈ Rn denotes the process noise. Moreover, f(x)
and g(x) are smooth functions.

The perception system integrates S ∈ N+ sensors (e.g.,
camera, LiDAR) in its pipeline, which consists of various
layers (e.g., preprocessing, feature extraction), and N+ is the
set of positive integers. The output of the perception system
is given by

y(t) = (h ◦ z)(x(t), e(t)) + ν(t), (4)

where y(t) ∈ Rp is the state to be estimated via the
perception system, z : Rn × Rne → Rnz is the function
describing the output of perception sensors, h : Rnz → Rp

is a perception map from the sensor output to y, e(t) ∈ Rne

represents unmeasured environmental states (e.g., lighting
condition, weather changes, dynamic objects), ν(t) ∈ Rp

is the measurement noise. The definition of fault mode in
perception systems considered in this paper is as follows.

Definition 2 (Fault Mode): A fault mode is the function
t → δi(t) that represents the occurrence of a fault scenario
Hi, such that δi(t) = 1Hi

(t), i = 1, . . . ,M , where
1Hi

(t) ∈ {0, 1} is the indicator function of the i-th fault
hypothesis, i.e., Hi, at time t, and M ∈ N+ is the number
of considered fault scenarios.

Fault modes are inherently case-specific; representative ex-
amples include sensor damage, visually deprived conditions,
and dynamic scenes. See Section VI-A for their relevance
in vision-based asteroid exploration of a space robot. We
consider the following assumption throughout this paper.

Assumption 1: At any instance of time, there exists only
one fault in the perception system (4), i.e., the cardinality of
supp(δ) = {i ∈ {1, . . . ,M} | δi ̸= 0} is equal to 1.

For brevity, we omit the explicit dependence of the vari-
ables on t in the remainder of the paper.

E. Problem Statement
Given the perception system (4), we develop and de-

sign perception reliability tests based on the system state
x(t) and internal variables of the perception system from
(h ◦ z)(x(t), e(t)). In order to avoid the direct comparison
of high-dimensional visual information, the outputs of re-
liability tests are generated for various hypothesized fault
scenarios and efficiently compared with observed test results.
Consequently, we define a set of counterfactual hypotheses
regarding faults in the perception system, i.e., δi, to study the
detection and isolation of the hypothesized faults. To carry
out the latter, we introduce a causal information-theoretic
metric, designated as EI, that captures how distinguishable
various hypothesized faults are for a certain control input.
Finally, we find interventions, i.e., control input u(t), that
actively enhance the detection and isolation capabilities of
our methodology for the hypothesized faults, and we formu-
late this problem within the causal bandit framework. Our
proposed FDI methodology is shown in Fig. 2.

III. PERCEPTION RELIABILITY TESTS AND
COUNTERFACTUAL HYPOTHESES

In this section, perception reliability tests are introduced
as a method to derive essential diagnostics from complex
perception outputs. As opposed to a direct comparison of
the measured perception output with the nominal fault-free
approximation of it, a set of perception reliability tests is de-
veloped as a measure of the perception system’s well-being.
Furthermore, the richness of visual information generated
by perception sensors enables one to extract intermediate
outputs that are more compact than raw sensor data but more
informative than the final output alone. These intermediate
outputs can be utilized in the set of reliability tests to carry
out FDI for perception systems.

A. Perception Reliability Tests
The perception system first captures visual information

from its sensors and subsequently processes this visual
information through one or more algorithm modules. Let
the output of the j-th module of the perception pipeline
be y(j) = h(j)

(
z(x, e)

)
= P(j)(x, e) ∈ Rn

h(j) , where
h(j) : Rnz → Rn

h(j) is the function which maps the
sensor output to the intermediate output y(j). Based on this
intermediate output, a set of perception reliability tests is
defined to evaluate the reliability of the perception output
for each test.

Definition 3 (Perception Reliability Test): A perception
reliability test associated with module j in a perception
system is a function

d : Rn
h(j) × Rn

h(j) × · · · × Rn
h(j)︸ ︷︷ ︸

W

→ R,

which maps output sequence {y(j)(t)}kt=k+1−W to a scalar
value representing reliability measure.

The perception reliability test result r(xk+1−W :k, e) =
d
(
{P(j)(xt, e)}kt=k+1−W

)
quantifies the reliability of the

output from a specific sensor or algorithmic module and is
characterized by the length W -sized output derived from the
state and the environmental states.

The choice of reliability tests is application-specific, but
the way the perception reliability test is used for fault
diagnosis is general enough to accommodate various types
of reliability tests. The following example illustrates the
perception reliability tests in practice.
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Fig. 3. Causal model for perception reliability test with correlation
between fault mode, state, and environmental state. The dotted lines indicate
the effect of exogenous variables, and the orange lines indicate the links
removed after intervention do(δj) and do(uk).

Example 1: Visually deprived conditions can cause track-
ing or data association failures in vision-based SLAM and
VIO systems. A perception reliability test that can verify
such conditions involves counting the number of detected
feature points in an image (e.g., low when the camera is
directed toward a textureless surface). For instance, assum-
ing prior knowledge of keypoint locations, the number of
detected feature points d(Q) can be computed from the state
vector and the known keypoints as follows:

Q(x, e) = {i ∈ N : C(e)Π(x)qi ∈ F , qi ∈ M ⊂ R3},
d(Q) = |Q(x, e)|, (5)

where Q is the set of points’ indices inside the field of
view F ∈ R2 defined with respect to the image plane,
C(e) is the feature point selection matrix that depends on
the environmental conditions, Π(x) is the projection matrix
derived from the relative pose, M is the set of known
keypoints, and | · | is the cardinality of the set.

As such, perception reliability tests are widely employed
in practice, often combined with simple threshold-based
scores or statistical evaluations, to verify the quality of
visual information and validate the correctness of algorith-
mic results. Yet, the fundamental distinction is that our
work utilizes reliability tests to identify the source of the
fault, whereas other works use them to reject anomalous
measurements or trigger fallback strategies to maintain safe
behavior, regardless of the fault origin. For this purpose,
we present a model that explicitly accounts for the fault
mode dependency in modular and customizable reliability
tests. Such a model bridges practical perception pipelines,
including neural network–based approaches, with the pro-
posed information-theoretic framework for fault diagnosis. A
detailed example of reliability tests that are used in a camera-
based perception pipeline is provided in Section VI.

B. Counterfactual Fault Hypotheses
Let us define r = [r1, . . . , rD]⊤ ∈ RD, where ri =

di
(
{P(j)(xt, e)}k+W

t=k+1

)
. As described in the previous sub-

section, each reliability test result ri is sensitive to a set
of fault modes given the state sequence, for i = 1, . . . , D,
where D is the number of tests. This implies that two
distinct causes of the fault in the perception system may
trigger the same reliability test, potentially leading to fault
misclassification. In order to accurately isolate the faults, we
employ the do-operator defined in Section II, which enables
us to treat various hypothetical fault scenarios separately. We
consider a healthy scenario and M fault hypotheses in the
set H = {δ0, δ1, . . . , δM}, where each δi corresponds to a
fault scenario in our perception system, for i = 1, . . . ,M ,
and δ0 is the healthy case, i.e., fault-free.

To evaluate the effect of fault modes and control inputs
on the reliability test results, a structural causal model M =
⟨E, V, F ⟩ is defined for the autonomous system at time

t = k, where E and V denote the sets of exogenous variables
and endogenous variables, respectively. Realizations of the
endogenous variables are denoted by u, xk+1−W :k, δj , r,
and those of the exogenous variables by ϵu, ϵr, e with the
observed states xk+1−W :k−1. The set of functions that maps
to Vi from E∪V \Vi are F = {Fu, Fxk+1−W :k

, Fδ, Fr}, with
related variables shown in Fig. 3. As per the SCM in Fig. 3,
there is e → δj → r and no direct e → r edge. Hence, under
the intervention do(δj), we remove all incoming arrows into
δj (e.g., from x and e), and any association between δj and
the environmental variable e is eliminated. The same method
is used for the intervention do(u).

The effect of intervention due to the fault mode and the
control input can be derived using the adjustment [25]. In our
case, the conditional counterfactual due to the intervention
(do(u), do(δj)) on the reliability test result r is given by

pcf
(
r|xk+1−W :k−1,do(u),do(δj)

)
=

∫
X
p(r|xk+1−W :k, δj)·

p(xk+1−W :k|xk+1−W :k−1, u)dxk+1−W :k, (6)

where p(r|xk+1−W :k, δj) is the reliability test result’s dis-
tribution given the system state and the fault mode, and
p(xk+1−W :k|xk+1−W :k−1, uk) is the predicted belief at
time k. The predicted belief can be obtained from the
state estimation module, where our state estimator pro-
vides the abduction step in Pearl’s abduction, action, and
prediction counterfactual framework. On the other hand,
p(r|xk+1−W :k, δj), which encodes the probabilistic relia-
bility test result under a given state sequence and fault
mode, can be obtained from the experiment in controlled
environments where the fault scenario has been set up,
as we discuss further in Section VI. In what follows, all
densities and information-theoretic metrics are counterfactual
and implicitly conditioned on xk+1−W :k−1. We also define
p(r|do(u),do(δj)) := pcf(r|xk+1−W :k−1,do(u),do(δj)).

IV. INFORMATION-THEORETIC DIAGNOSTIC METRICS
FOR FAULT DETECTION AND ISOLATION

Given the defined fault hypotheses in the previous section,
we adopt the information-theoretic metric, Effective Informa-
tion (EI), (see Section II) and modify it for our FDI problem.
The modified EI measures the amount of information that is
captured by our reliability test results due to an intervention
do(u) in terms of the detection and isolation of each fault
hypothesis. Hence, maximizing the EI would increase the
probability of detecting and isolating the hypothesized faults.

A. Effect Distribution
One needs to first establish a baseline for normal behavior

by redefining the Effect Distribution (ED) that was intro-
duced in Section II. We define the ED as the expected distri-
bution of the perception reliability test result vector r under
fault-free conditions δ0, marginalized over interventions in
the space of admissible control inputs U . One has

ED(r|do(δ0)) = Eu∼U [p(r|do(u),do(δ0))]. (7)

Remark 1: Since the exact computation of ED(r) is
challenging, one can approximate it. Hence, under the as-
sumption of having a Gaussian density for the reliabil-
ity test distribution under each control input u, one has
p(r|do(u),do(δ0)) ≈ N (r; µ,Σ), where µ and Σ are the
mean value and the covariance. Consequently, the ED(r)
in (7) can be approximated by drawing K̄ samples and
using a Gaussian Mixture Model (GMM) given by ED(r) ≈
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1
K̄

∑K̄
k=1 N (r; µk,Σk) [32]. Alternatively, if the assumption

of having Gaussian reliability test distributions is restrictive,
one can fit a kernel density estimator directly to the K̄
samples [33].

B. Fault Detectability Metric

The detectability of a fault δi is a measure of how different
its signature in the reliability test r is from the fault-free base-
line. In order to measure the difference between probability
densities, we utilize the KL divergence. Consequently, we
define the detectability of the i-th hypothesized fault under
the control input u in the following form:

Di
detect(u) = DKL[p(r|do(u),do(δi))||ED(r)]. (8)

C. Fault Isolation Metric

In addition to the detection of faults, our fault diagnosis
methodology can isolate various faults in the system. Correct
isolation among faults results in accurately identifying which
hypothesized fault in the set H is the true fault in the per-
ception system. Thus, we define the isolation of the i-th fault
under the control input u as the sum of the KL divergences
between the reliability test distribution corresponding to δi
and those of all other fault hypotheses, for j ∈ {1, ...,M},
as given by

Di
isolate(u) =

∑
j ̸=i

DKL[p(r | do(u),do(δi))∥

p(r | do(u),do(δj))]. (9)

Remark 2: It is worth noting that due to the connection
of the KL divergence with the notion of mutual infor-
mation [34], Di

detect(u) quantifies how much a perception
reliability test distribution p(r | do(u),do(δi)) differs from
the baseline ED with respect to the amount of information
contained in r. Also, the KL divergence is inherently asym-
metric, thus, it takes into account the causal direction of
interventions. If these considerations are not critical for a
particular application, the KL divergence in (8) and (9) can
be replaced by an alternative distance measure, such as the
Wasserstein metric.

D. Effective Information for Detection and Isolation

We combine Di
detect(u) in (8) and Di

isolate(u) given by (9)
into a single metric that captures the total diagnostic value
of a control input. The EI of a control input u to identify
hypothesis δi is the sum of its detection and isolation metric,
as expressed by

EI(u|δi) = Di
detect(u) +Di

isolate(u). (10)

The EI given in (10) quantifies how much an active inter-
vention on u reveals diagnostic information in the sense of
(7) and (10) about the fault δi.

V. CAUSAL BANDIT, EFFECTIVE INFORMATION (EI),
AND ACTIVE FAULT DETECTION AND ISOLATION

Considering that EI measures both the detection and
isolation of faults given an intervention do(u), a causal bandit
problem [35] is studied to maximize it. In order to investigate
a solution for the mentioned causal bandit problem, we
utilize a Monte Carlo Tree Search (MCTS) algorithm.

A. Maximizing EI in a Causal Bandit Problem

Our main objective in this section is to find a control input
u∗ that maximizes the EI and helps us to isolate the fault in
the system. Hence, we define a weighted EI expressed by

EIw(u) =
M∑
i=1

wi · EI(u|δi), (11)

where wi ∈ [0, 1] such that
∑M

i=1 wi = 1. After applying
a control action u and observing a new reliability test r′ =
r(t + 1), these weights are updated via Bayes’ rule in the
following form:

wi(t+ 1) =
wi(t) · p(r′|do(u),do(δi))∑M

j=1 wj(t) · p(r′|do(u),do(δj))
. (12)

Maximizing the weighted EI in (11) by means of the
control input u has two main outcomes. First, it drives the
system to increase its information in the sense of Di

detect(u)
and Di

isolate(u). Second, it accelerates the convergence of
the hypothesis weights towards the true fault state. The
latter is achieved by choosing a control action u∗ that
maximizes the information gain for the fault hypothesis with
the highest weight. Moreover, the Bayesian weight update
rule (12) ensures that the corresponding weight to the true
fault hypothesis increases significantly relative to the others.
Therefore, the fault can be identified by monitoring the
hypothesis weights. Hence, î is the index of the identified
fault as given by

î = argmaxi∈{1,...,M}wi. (13)

The control action that maximizes (11) may not be aligned
with our control objectives (e.g., tracking a desired trajec-
tory). Therefore, we define the causal bandit problem in the
following form:

u∗ = argmaxu∈U (

M∑
i=1

wi · EI(u|δi)− λ · P (u)), (14)

where λ > 0 is a regularization parameter and P (u) =
max(0, ∥x − xd∥ − ϵ) is a penalty for deviating from the
reference trajectory xd ∈ Rn beyond a tolerance ϵ > 0.

B. MCTS for Active Fault Detection and Isolation

We employ an MCTS-UCB algorithm [27], [28] to solve
the optimization problem (14). The MCTS is effective in han-
dling and balancing the exploration and exploitation of large
search spaces. The general MCTS procedure (tree expansion,
UCB-based selection, search, simulate, and rollout) follows
the standard formulation in [28]. We have implemented the
MCTS given in Algorithm 1, where the reward used in
simulation is aligned with our objective (14), i.e., R(u) =
EIw(u)−λP (u). Moreover, for the set of admissible control
inputs U , we employ progressive widening to manage tree
growth.
C. Passive Fault Detection and Isolation

Considering that in certain applications actively modifying
control inputs for FDI may be undesirable, we develop a
passive methodology in this section. In the passive case, a
fault is detected by evaluating the likelihood of an observed
reliability test r′ under a certain fault hypothesis. We adopt
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Algorithm 1 Active Fault Detection and Isolation via MCTS
1: function SEARCH(x0, w0)
2: initialize tree T with root history h = []
3: N(h)← 0, Q(h, ·)← 0
4: while planning budget remains do
5: R← SIMULATE(x0, w0, h, 0)
6: end while
7: return action u∗ from the root child maximizing Q(h, u)
8: end function
9: function SIMULATE(x,w, h, d)

10: if d = k then
11: return 0
12: end if
13: if h ̸∈ T then
14: add node h to T , set N(h)← 0, Q(h, ·)← 0
15: initialize empty child set Children(h) = {∅}
16: return ROLLOUT(x,w, h, d)
17: end if
18: if |Children(h)| < [N(h)α] then
19: sample new action unew ∼ U
20: add unew to Children(h), initialize N(h, unew) = 0,

Q(h, unew) = 0
21: end if
22: choose u′ = argmaxu∈Children(h)Q(h, u) +

c
√

lnN(h)/N(h, u)
23: x′ ← predict system output for (x, u′)
24: r ← EIw′(u′)− λP (u′)
25: R← r + γSIMULATE(x′, w′, h+ [u′], d+ 1)
26: N(h, u′)← N(h, u′) + 1
27: Q(h, u′)← Q(h, u′) + (R−Q(h, u′))/N(h, u′)
28: return R
29: end function
30: function ROLLOUT(x,w, h, d)
31: if d = k then
32: return 0
33: end if
34: sample u′ ∼ U
35: x′ ← predict system output for (x, u′)
36: r ← EIw′(u′)− λP (u′)
37: return r + γ ROLLOUT(x′, w′, h+ [u′], d+ 1)
38: end function

a likelihood ratio test to compare the fault-free hypothesis
H0 with the fault hypothesis Hj , as follows:

j∗ = argmaxj
p
(
r′ |do(δj),do(u)

)
p
(
r′ |do(δ0),do(u)

) .
A fault is then declared when the maximum likelihood ratio
exceeds a threshold τ , which triggers the subsequent fault
isolation algorithm based on weight updates as explained in
Section V-A. This maximum likelihood ratio test is applied
at every FDI time step to monitor the existence of faults.

VI. SIMULATION EXPERIMENTS

A. Application to Vision-based Asteroid Exploration
This section illustrates the application of our fault diagno-

sis algorithm, where a spacecraft equipped with a monocular
camera observes an asteroid and provides relative pose
measurements. The spacecraft flies around a Sun-terminator
orbit, and the target asteroid is modeled after 99942 Apophis
using the publicly available shape model [36]. The space-
craft maintains a default nadir-pointing attitude, pointing its
camera toward the asteroid’s center. Fig. 4 (a) shows the
simulation setup used in this study.

We assume the spacecraft employs vision-based perception
for relative navigation during close-proximity operations near
the asteroid. The vision-based perception framework used in
this simulation consists of image formation, front-end, and

TABLE I
RELIABILITY TESTS USED IN ASTEROID EXPLORATION SIMULATION

Name Reliability Tests

No. Feat. Points s1 = |Q(xk, e)|
No. Station. Pix. s2 = |Q(xk−1, e) ∩Q(xk, e)|
Ego Motion s3 = ∥vk∥+

√
2H∥ωk∥

Sharpness s4 =
∑

i∈Q(xk,e)

Hblur,ivapp,i
s1

Optical Flow s5 =
∑

i∈Q(xk−1,e)∩Q(xk,e)

∥
(
Π(xk)−Π(xk−1)

)
qi∥

s1

Inter-frame TF. s6 = ∥xk ⊖ xk−1∥

back-end modules. The image formation module generates
images from the relative states and known keypoints using a
geometric vision model with a pinhole camera, the front-end
extracts pixel locations of these keypoints, and the back-
end estimates the relative pose of the spacecraft from 2D-
3D point correspondence, using a Perspective-n-Point (PnP)
solver with an Extended Kalman Filter (EKF).

We evaluate our passive and active FDI methods under
multiple perception fault scenarios with this setup. The fault
for this system is defined based on the sensor type (i.e.,
camera) and the characteristics of the environment (i.e., high-
contrast lighting and comparatively slow target dynamics).
Accordingly, we define three types of fault: dynamic scene
(H1), sensor damage (H2), and visually deprived conditions,
(H3), which have corresponding fault modes δ1, δ2, and δ3,
respectively. The test scenarios are as follows:

• Case 1: The camera is rotating along the camera prin-
cipal axis due to disturbance torque.

• Case 2: 1.5 seconds after deployment, the camera lens
is broken and locally generates random pixel values.

• Case 3: The spacecraft passes a region with limited
visual information, while the outermost regions of the
asteroid along the Sun-terminator orbit normal are un-
observable due to extreme lighting conditions.

The fault scenarios to construct the probability distribution
are generated from environmental conditions with (i) high
relative angular velocity of the scene, (ii) a large number
of occluded and wrongly placed pixels, and (iii) undetected
pixels in high-illumination and low-illumination regions, for
H1, H2, and H3, respectively. To build a probability density
function for each hypothesis, we sample 30 fault scenarios
for each hypothesis, given the state and the control input.

The perception reliability tests considered in this case
study include: the number of detected features, the number
of stationary features, weighted ego motion intensity, image
sharpness, average of optical flow, and inter-frame transfor-
mation. The reliability tests are defined in the Table I, where
xk = [p⊤k , v

⊤
k , q̄

⊤
k , ω

⊤
k ]

⊤ is the state vector consisting of
relative position, velocity, attitude, angular velocity, Q(x, e)
is the set of inlier indices as defined in (5), H is the height
of the image in terms of pixels, f is the focal length,
texp is the exposure time, and ⊖ is the state difference
operator that handles Euclidean components and quaternion.
For calculating the sharpness, we use the following terms:

Hblur,i =
ftexp
z2c,i

[
zc 0 −xc

0 zc −yc

]
,

vapp,i = T (q̄k)
(
− vk − (qi + T (q̄k)

⊤pk)× ωk

)
,

where (xc, yc, zc) are the feature point location in camera
frame and T (q̄k) is the direction cosine matrix.
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Fig. 4. Probability density function of normalized reliability test results for two different relative states. The distribution of p(r|do(δj), do(u)) varies
with scene context and ego motion, even under the same fault hypothesis. (a) Spacecraft’s relative position and attitude with respect to the asteroid, (b)
probability density of the normalized reliability test results for each case.

In addition, each reliability test is normalized to produce
higher values under faults to ensure stable fault diagno-
sis. The first test—where higher s1 indicates healthy—is
normalized as r1 = 1 − tanh(s1/c1), and the others—
where lower values are healthy—are normalized as rj =
tanh(sj/cj), j = 2, · · · , 6. Here, c1, · · · c6 are scaling
factors that emphasize the fault-relevant ranges of s1, · · · , s6,
hence, improving the sensitivity of FDI.

The calculation of effect of intervention follows directly
from (6). For each FDI step, we compute p(r|xk+1−W :k, δj)
with W = 2 by sampling xk ∼ pXk

and evaluate ri under
each fault hypothesis across 30 randomized scenarios, as if
obtained from offline experiments.

For active FDI, assuming the asteroid’s rotation is negligi-
ble relative to the spacecraft’s motion, we adopt quaternion-
based attitude control, with rotational dynamics expressed as
ω̇ = J−1

c

(
urot − ω × (Jcω)

)
, where Jc is the spacecraft’s

moment of inertia, ω is spacecraft’s angular velocity, and
urot is the attitude control input. Specifically, the control
input along the camera’s x− and z−axes is perturbed,
while the y−axis is constrained only for asteroid pointing.
For additional simplicity, the spacecraft’s actuation frame is
assumed to be aligned with the camera axis.

B. Simulation Setup
The proposed FDI algorithm is implemented in Python,

employing PyTorch3D for rendering, kernel density estima-
tion to model reliability distributions, and MCTS for active
FDI with rollouts based on prior control inputs. Control
inputs are discretized within the reaction wheel torque limits.

It should be noted that the real-time feasibility of the
proposed MCTS-based active FDI method is governed by the
planning budget, tree depth, and rollout count, each of which
can be adjusted to satisfy the timing constraints of a given
platform. In the asteroid exploration scenario considered in
this work, the relatively slow spacecraft dynamics provide a
sufficiently large planning window, which allows the MCTS
to converge to a high-quality control input within the required
control cycle. The search can also be warm-started using
prior control inputs as rollout seeds, which is a strategy
already reflected in our implementation.

C. Reliability Test Distribution
The first simulation is designed to verify whether the

distribution of the reliability test depends on the state,
thereby demonstrating that having a fixed threshold for the
reliability test result can lead to false alarms. Figure 4
describes that under fault interventions, the distribution of
normalized reliability tests varies with scene context and

robot motion. Across two exemplar views, the fault-free
hypothesis concentrates most test values near zero, whereas
each fault hypothesis typically activates multiple components
of r with distinct sensitivities, enabling fault isolation: (i)
dynamic scenes (δ1) reduce the number of detected features
(increasing r1) and increase motion-related components—
r3, r5, r6; (ii) sensor damage (δ2) induces increase in sta-
tionary pixels (r2) and broadly degrades reliability; and
(iii) visually deprived conditions (δ3) decrease the number
of detected features (increasing r1) while leaving motion-
related components relatively healthy. Nevertheless, even
under the same fault hypothesis, the induced distributions
differ across states, with Views 1 and 2 showing distinct
patterns. This motivates active perception FDI: by adjusting
the relative state via control, we can elicit more informative
patterns in r to improve fault detectability and isolability.

D. FDI Performance Analysis
The second experiment is to compare our passive and

active FDI methods with baseline FDI methods: threshold-
based passive FDI and random control input-based FDI. The
threshold-based passive FDI is defined as follows:

δi =δ11{r6>0.3} + δ21{r6≤0.3,r2>0.5}+

δ31{r6≤0.3,r2≤0.5,r1>0.02} + δ01{otherwise}.

Figure 5 shows the FDI results and EI values for each
case, with the upper and lower rows corresponding to severe
and mild faults, respectively. Severe faults in this simulation
mean faults that induce larger 2-norm estimation errors in
the perception system. In the severe fault cases, all FDI
methods detect and isolate the fault within 0.4 seconds of
onset, as indicated by the isolated fault mode plots. Passive
and active FDI achieve comparable EI values, implying that
diagnosability and isolability are already sufficient in these
conditions. In the mild fault cases, only the active FDI
method successfully diagnoses the fault mode while driving
the system toward maximum EI. The threshold-based FDI
is highly sensitive to scene context, as seen in performance
variations across case 3, while our passive FDI fails to detect
motion-related faults as in case 1. Although introducing ego-
motion can improve performance in such cases, random
control inputs cannot maximize EI and result in degraded
performance compared to our active FDI method.

VII. CONCLUSION

This paper presented a perception-monitoring FDI frame-
work based on counterfactual reasoning. The method utilizes
intermediate perception outputs and reliability tests to extract
diagnostic information without relying on sensor redundancy,
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δ0

δ3
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Fig. 5. FDI and EI comparison between different methods. The diagnosis process is initiated after 1 second. The upper row represents a severe fault, and
the lower row represents a mild fault. PF is our Passive FDI, FB is the Passive Baseline, AF is our Active FDI, AB is the Active Baseline with random
control input. The blue curve, corresponding to AF, demonstrates that MCTS-based control input yields higher EI, indicating improved fault diagnosability.

and fault hypotheses are evaluated through distributions
derived from the fault and control interventions. To improve
FDI performance, we introduced EI, which quantifies fault
detectability and isolability via the KL divergence. Control
inputs are optimized via solving a causal bandit problem
using MCTS, to maximize EI while maintaining trajectory
tracking. Results of simulation for an asteroid exploration
scenario show that counterfactual reasoning combined with
active control can render perception systems both more
robust and self-explanatory. Beyond this, it establishes causal
inference as a rigorous formalism to detect and isolate faults
in complex perception pipelines.
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