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Abstract— Modern autonomous Cyber-Physical Systems
(CPSs), such as self-driving cars, face increasingly complex
demands, and yet are expected to act reliably. The black-
box nature often characterizing such systems, especially those
relying on neural components, makes it impossible to fully
verify the system behavior prior to deployment. Unfortunately,
unexpected failures—cases when the system does not comply
with its specification—are inevitable and may have catastrophic
implications. To improve trust in the system and facilitate future
mitigation after a failure occurs, it is important to try to derive
an explanation for the unexpected system behavior. This paper
introduces the novel concept of leveraging the framework of
actual causality for CPS failure explanation. Up until now,
this framework was only used to derive explanations in the
context of simple systems, such as image classifiers. This
paper addresses the theoretical gaps and provides the guidance
needed to allow for correct explanation derivation in the CPS
domain. Beyond the theoretical contribution, the paper presents
two novel, practical, system-agnostic explanation derivation
algorithms, allowing to prioritize either explanation optimality
or derivation efficiency. The approach is demonstrated and eval-
uated in the context of a neural-network-controlled autonomous
car, designed to avoid collisions.

I. INTRODUCTION

A. Background: Explaining Failures

Cyber-Physical Systems (CPSs) rely on algorithms and
digital computation to control real-world machines, coor-
dinating their components to demonstrate desired behav-
iors [1], [2]. Modern CPSs, such as self-driving cars or
assistive robots, are expected to achieve complex goals
autonomously, i.e., without human involvement, and robustly,
i.e., without failure, in a variety of complex, previously un-
seen environments. With the growing demands such systems
have to face, their internals also tend to grow in complexity—
with modern systems almost ubiquitously leveraging “black-
box” Deep Neural-Network (NN)-based components, such as
controllers and perceptions modules, to meet these demands.
The complexity and opaqueness of these systems, together
with intractable environment variability, often make it that
systems can only be tuned empirically, making it impossible
to fully guarantee their behavior ahead of deployment.

Unfortunately, failure cases, i.e., when the system does
not comply with its given specification, are inevitable, and
unexpected failures can lead to catastrophic implications.
Therefore, when a system is deployed and a failure is
encountered, it is important to derive an explanation for the
unexpected system behavior, to help us to avoid, anticipate,
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or better mitigate similar failures in the future. This pro-
cess may also take place proactively, prior to the system
deployment, as part of its formal verification process; in
that case, we may first smartly search for failure scenarios
in simulation—a problem known as falsification [3]—and,
if and when those are found, derive their underlying ex-
planations. Explaining the reasons for failure allows us to
better understand system vulnerabilities and provide (some)
guarantees for its behavior, improve trust in the system, and
provide guidelines for system improvements. The importance
of finding explanations is even more significant when the
system components are well-tuned (in the NN case, -trained),
making failures rarer and less expected.

Understanding the reasons for events and deriving expla-
nations can be done through causal analysis [4]. We should
note that the prevalent framework for causality nowadays,
which the reader is more likely to be familiar with, is that of
general or type causality [5]. This framework is concerned
with deriving forward-looking, often probabilistic, causal
models, based on statistical analysis of prior experiences,
for the purpose of prediction. This framework is not suitable
for our objective of explaining specific (and, possibly, rare)
failures. In contrast, the study of actual causality [6] is
backward-looking, and can help us build causal models and
derive causal explanations underlying specific events in the
past—in alignment with our interests. The framework is of
aid when there are numerous potential causes for an event,
whose involvement in the outcome needs to be established—
as is often the case in CPS, where multiple environmental
factors may affect the system’s decisions. The high-level
goal of this work is to deploy the framework of actual
causality for the purpose of deriving causal explanations
of failure events of (black-box) autonomous CPSs.

B. Contribution

This paper’s contribution is first and foremost concep-
tual: we introduce the idea of explaining CPS failures
through the lens of actual causality. To support this, the
main objective and contribution of this paper is applying
the framework of actual causality to construct expla-
nations of CPS behaviors and failures, and extending
it as necessary. The framework thus far has only been
practically applied in the context of black-box “classifier”
models (e.g., in [7], [8]), and not in temporally-extended
models, as in the CPS case. We start by singling out
the differences between the standard “classifier” case and
the CPS and demonstrating why naive attempts to use
the framework, without addressing these differences, may
lead to the derivation of incorrect explanations. We then
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provide the correct guidelines for explanation derivation in
the CPS case. As an additional contribution, we provide two
practical explanation-derivation algorithms applicable for
black-box CPSs. We start by formulating a straightforward
explanation algorithm that exhaustively searches the space
of potential explanations and is guaranteed to return an
optimal one. While that algorithm is correct-by-construction,
it is not computationally efficient. It involves searching
in a high-dimensional space and running multiple system-
simulation runs in perturbed, contingent environments; this
process is intractable in complex scenarios. Thus, we follow
with a computationally-efficient, approximated explanation
algorithm, based on a causal-responsibility-based heuristic
search. While slightly sacrificing optimality in some cases,
its complexity scales more moderately with the problem
size. We conclude the paper with experimental evaluation
of our contributions for an autonomous car operating on an
obstructed track. We use this system as a running example
throughout this paper, for a grounded and lucid discussion.

The paper is structured as follows: Sec. II provides pre-
liminaries on the CPS testing model and actual causality,
introduces the running example, and formulates our objec-
tives. Sec. III provides the theoretical contribution: extension
of the actual causality framework for CPSs. Sec. IV provides
the practical contribution: the failure explanation algorithms.
Sec. V provides the experimental evaluation of our algo-
rithms for the autonomous car. Sec. VI concludes the paper.

C. Related work

Attempts to define causality go back to Aristotle, with
the modern view dating back to Hume [9]. A more recent
direction is but-for causality, introduced by Lewis [10],
saying that A is a cause of B if both happened, and if A had
not happened, then B would not have happened. Informally,
actual causality extends and generalizes but-for causality
to capture the cases of preemption and over-determination.
Preemption is illustrated by the classic example of Lewis,
where two children, Suzy and Billy, are throwing rocks at
a bottle. Suzy’s rock hits the bottle first, shattering it. Had
Suzy not thrown her rock, Billy’s rock would’ve shattered
the bottle. Actual causality captures the fact that it is Suzy’s
rock that is a cause of bottle shattering, but not Billy’s.
Over-determination can be illustrated by an example of two
arsonists dropping lit matches in a forest. If one match is
sufficient to start a fire, then none of the arsonists is a but-
for cause of the fire, yet each is an actual cause of it.

Actual causality [6] is well-suited for providing explana-
tions for events that occurred. It has been used in the field
of explainable AI (XAI), in particular for image classifi-
cation [7]. An actual causality-based tool REX [11], [12]
is used to find minimal sets of pixels that are sufficient to
recreate a model’s original classification of the image [13].
All of these applications consider a depth-2 causal model
(see Fig. 2b), a standard assumption, which we also adopt
here. Notably, like us, [12] also leverage the idea of causal
responsibility [14] for efficient explanations, though that
technique is specifically applicable to image classification.

Fig. 1: Our running example (as introduced in [20]): an
autonomous car operating in an “obstructed track” environ-
ment. The car trajectory is in green. At each state, the car
observes the track using a lidar sensor; the observation image
of the area highlighted in red is shown on the right. The car
neural controller is trained to steer the car to the end of the
track while avoiding collision.

In the context of CPSs, [15] uses actual causality to
analyze trajectories of CPSs, but does not use causal re-
sponsibility and does not directly address the question of
explanations for falsifying traces. [16] learn a Bayesian
causal model from simulation data from which they generate
explanations. This is a fundamentally different approach to
the one we adopt here, which does not need to learn the
internals of the model and does not need to be transferable
to other scenarios. [17] uses perturbations on the position of
obstacles in falsifying traces to analyze CPSs. The work does
not provide explanations in the causal sense, but perform a
sensitivity analysis, which is also referred to as “responsi-
bility.” This is not the same as causal responsibility, but can
still be used to understand which parts of the environment
are more strongly associated with a failing trace. [18] uses a
debugger to generate explanations for CPS failure. Unlike
our method, which is purely black-box, that work must
instrument the CPS model. This may not always be possible,
especially if the model is proprietary. [19], like our approach,
examines input-output pairs, but rather than performing a
causal analysis, analyses them using a (simplified) finite-
state-machine version of the CPS model. Notably, such a
state machine may not be available, or itself be very complex.

II. PRELIMINARIES

A. Modeling, Testing, and Falsifying Cyber-Physical Systems

To facilitate explanation of failures of autonomous CPSs,
we adopt the formalism introduced in [20].

1) Environment formalism: An environment specifies the
set of variables needed to describe the surroundings in which
the system operates. An environment can be observed by the
system and potentially changed by it. In general, variables
can be classified as either parameters or (collections of)
elements. Simply put, parameters describe (i) essential in-
formation, which (ii) affects the system’s observation and/or
dynamics globally (e.g., gravity parameters or definition of
the operation area); elements describe (i) optional, additive
features used to enrich the environment, which (ii) may be
observed locally, from only a subset of system states (e.g.,
placement of other agents or local obstructions in the scene).
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2) The CPS model: We assume the system operates in an
environment under continuous dynamics, modeled as:

ξ̇ = f(ξ, u, env),

u = g(z),

z = h(ξ, env),

(1)

where ξ is the system state, env is the environment, u is a
control action, f is the vector field, g is a “black-box” con-
troller, z is the sensor observation, and h is the observation
(sensor) model. We use ξt to mark the system state at time
t ∈ [0, T ], and ξ0:T to mark the concatenation of states from
time 0 to time T , a time-parameterized continuous trajectory.
We assume the environment variability is the only source of
trajectory variability, with no external uncertainty sources.
To simplify the discussion, we ignore the initial state, and
consider it to be set and predetermined.

3) The testing model: The testing model wraps the CPS
model, as visualized in Fig. 2a. In this model, the simulation
and test input are defined by an environment env and an
initial system state ξ0, which together comprise a scene.
The simulation output is the system trajectory ξ0:T (along-
side z0:T , the sensor observation history), which is used to
generate the test outcome. We consider the controller was
designed (trained) to guide the system towards completing
a task, while being robust to environment perturbation.
To evaluate the system’s success in the task, i.e., the test
outcome, we assume the availability of a “status” predicate:

status(ξ, env) ∈ {0, 1}. (2)

For a trajectory ξ, the outcome of a system run in an
environment env, status returns 1, if the trajectory satisfies
the task specification, or 0, if it does not.

Including explicitly the observation history as a simulation
output was shown to be useful for efficient testing. As we
shall see, including the observation becomes essential, when
trying to explain a test outcome—further supporting our
choice of this CPS testing model.

4) The falsification problem: The goal in falsification is to
find (most efficiently) and return a witness of failure event,
i.e., an example of an environment env (input) and a system
trajectory in it (output), for which the task specification is
violated, if such a witness exists.

B. A running example: an autonomous car

While the ideas presented here are relevant to a general
CPS, to ground the discussion, we consider a running ex-
ample of “an autonomous car on an obstructed track,” as
depicted in Fig. 1. For this environment, the variables are:
track curve, track range, track width, and a collection of
obstacles. The first three are environment parameters, while
the fourth component is a set of “circular obstacle” elements,
each of which of type [x, y, r] ∈ R2 × R+. The state
ξ

.
= [x, y, ϕ, α, v]T ∈ Ξ defines the car’s origin position

and heading, its steering angle, and speed. The observation
model h returns a lidar scan of the track from the car’s pose
(an image). The controller g sets the linear acceleration and

steering velocity, given the stream of lidar scans (and the
current steering angle), and f complies to a bicycle model.
The task for which the controller was trained is to steer the
car to the end of the track while avoiding collision, regardless
of the track curve and obstacle placement.

The goal when falsifying this system is to efficiently find
an environment in which running the autonomous car would
result in collision. Our goal in this work is to explain why
a given falsifying environment caused the car to fail.

C. Actual causality

In what follows, we briefly introduce the relevant concepts
from the theory of actual causality. The reader is referred
to [6] for a more in-depth overview.

We assume that the world is described in terms of variables
and their values. Some variables may have a causal influence
on others. It is useful to split the variables into two sets:
the exogenous variables U , whose values are determined
externally, and the endogenous variables V , whose values
are ultimately determined by the values of the exogenous
variables, according to a set of structural equations F .
A causal model M is described by variables, their domains of
values, and structural equations. A context, u⃗, is the setting of
a valuation for the exogenous variables U , which is sufficient
to determine the values of all other variables. When all
variables are binary, the model is referred to as “binary.”

We call a pair (M, u⃗) consisting of a causal model M and
a context u⃗, a (causal) setting. To perform causal analysis,
we need to perform various modifications to some of the
variables and examine their propagating effects. These mod-
ifications are formally called interventions. An intervention
is defined as setting the value of a variable X to x, denoted
as [X ← x]. A Boolean formula φ over the set of variables
of M may evaluate to true or false for a setting. We write
(M, u⃗) |= φ if φ is true for the setting (M, u⃗).

Given a system model N and a specific event e (example
of a system input and corresponding output), we can define
a binary causal model MN ,e, which wraps and encapsulates
the system model, and is used to explain the event. This
approach is adapted from [11], where it was originally
developed for image classifiers. This is done as follows: The
set of endogenous variables V contains the system input and
output variables, as well as an additional binary “outcome
variable” O. The value of the system output variables is
determined by the system model, which is encoded through
appropriate structural equations. The value of O is deter-
mined by comparing the value in of the output variables
to the outputs in the original event e; if those agree, the
outcome value is 1 (True), and, otherwise, 0 (False). The
set of endogenous variables also contains a layer of binary
variables Vmask ⊆ V with one-to-one correspondence with
the system inputs. These essentially act as a mask, indicating
which inputs should be fed into the system, and which should
not. To achieve that, for each system input variable v, we
assume its domain contain a “neutral” value v0, which is
used to eliminate/minimize the effect of this variable on the
system. For example, for an image classifier system, where
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(a) The CPS testing model, as formulated in [20] for falsification
of an autonomous car system.

V⃗ v1 v2 · · · vn

CPS → Crash

O O ∈ {0, 1}

(b) A binary CPS failure-explanation causal model,
with obstacle masking variables as input layer, and an
indicator for crash-type-preservation as outcome.

Fig. 2: The CPS testing model and the corresponding causal model for the CPS simulation.

input variables represent pixel values, this would be the color
“black”, to indicate no color. Thus, assigning 1 to the mask
variable vmask

i , corresponding to the system input vi, would
then entail (through a structural equation) that vi is assigned
its original value, as in the event e; assigning 0 would entail
that vi is assigned the neutral value v0i . Overall, this results
in a depth-2 causal model (as in Fig. 2b), reflecting that
each input variable is (causally) independent of the others.
The exogenous variable(s) in U are used to set a context,
which determines the value of all the mask variables. For
such a model we can define two basic contexts: u⃗1 marks
the “original context,” which entails setting all the mask
variables to 1, and all the system inputs to their original
value, as in e; and u⃗0 marks the “neutral context,” which
entails setting all the mask variables to 0, and all the system
inputs to their neutral value. With that, we define:

Definition 1 (Sufficient Explanation): For a causal model
matching the description above, a subset Vex ⊆ Vmask of the
variables is a sufficient explanation, if the following holds:
EX1. (M, u⃗0) |= [Vex = 1](O = 1), where Vex = 1 stands

for assigning 1 to each variable v ∈ Vex.
EX2. Vex is minimal, i.e., there is no strict subset of Vex

that satisfies EX1.
Since Vmask is one-to-one mapped to the system input
variables, this gives us the subset of those that are sufficient
(when they keep their original value) for the event outcome
to occur. When there is no confusion, we call a sufficient
explanation simply an explanation. Also note that this is
a simplified definition, where an explanation is defined in
relation to a single context, the neutral one. More generally,
the explanation may be defined in relation to a set of
contexts—though this will not be considered here.

As Def. 1 implies, exact computation of explanations is in-
tractable [11], when the number of variables is large. There-
fore, existing explanation-derivation algorithms are typically
based on approximate, heuristic search. These rely the re-
sponsibility measure to prioritize specific variable that should
be included in the explanation. This notion of responsibility,
introduced in [14], is translated into our setting as follows:

Definition 2 (Responsibility): Consider V ′ ⊆ V to be a
minimal necessary set of variables for O = o in a specific
context u; that is, any intervention in one of the variables in
V ′ changes O, and V ′ is minimal. The degree of responsi-
bility of v ∈ V ′ for the outcome O = o is defined as 1/|V ′|;
otherwise, if v /∈ V ′, its responsibility is 0.

In practice, the responsibility is also intractable to cal-
culate exactly, but it can be incrementally approximated,
through sampling of random events.

Note. To maintain succinctness while avoiding confusion,
from now on, we use “system” to refer to the system model,
and “model” to refer to the causal model.

D. Problem statement

The purpose of this paper is to properly connect the CPS
testing model to the actual causality framework, to allow
for explanation to CPS failure events (provided through an
external falsification process). In the following sections, we
will lay out the relevant theoretical considerations when
applying the actual causality framework to the CPS model,
perform extension of this framework as necessary, and pro-
vide algorithms to practically derive explanation.

III. EXTENDING ACTUAL CAUSALITY TO CPS FAILURES

To explain a failure event, we must first create a causal
model for it. Though, the CPS model contains several
crucial differences from the simple classifier model, for
which we derived causal models thus far. These differences
must be addressed when building the causal model and
deriving explanations—otherwise, naive application of the
actual causality framework to such systems might result in
incorrect explanations. In this section, we highlight these
differences and introduce the necessary mitigation to allow
for a correct analysis.

A. The system inputs: elements vs. parameters

In the CPS, the environment variables, both elements and
parameters, can be chosen independently and arbitrarily as
input to the system. Parameters are variables with global
influence on the system. They are the first to be processed
when defining the environment. The elements are variables
with local influence on the system, they are processed
secondarily and embedded in the environment defined by
the parameters. While we are free to choose the elements
independently, the expression of these variables, the way they
should be embedded in the environment is determined by
the environment parameters. In our example, we are free to
choose the position of the obstacles, these will be placed
only in relation to the track. In technical terms, we may say
that we have a causal dependency of the (expression of the)
elements on the environment parameters.
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Since we are currently only considering depth-2 causal
models, we cannot include both parameters and elements
in the model’s endogenous variable set V—it should in-
clude only the environment elements. Further, parameters
are essential, and, hence, cannot be “neutralised,” as we
do with elements. Thus, according to the definitions, that
the parameters should be included in the set of exogenous
variables U . This means that, for each event, all the environ-
ment parameters are treated as constants, “frozen” with their
original valuation. This also means that the parameters (with
the original valuation) are an implicit part of any explanation
resulting from this model.

We should note that this is actually a sensible scenario,
which means our model simply explains which environment
elements caused the system to fail in the environment defined
using the specific environment parameters. In fact, we might
argue that this would have been the logical choice, regardless
of the technical limitation (of the model depth). Arguably,
allowing for variability of the environment parameters is
incorrect, as changing a parameter can be viewed as changing
the type of failure (read: outcome), which would mean the
derived explanation does not actually explain the specific
event. This point is further discussed later in this section.

Another thing to note is that here, unlike the classifier
case, the size of the element set is not predetermined (as
an image size would be). This means that the causal model
corresponding to different events of the same system may
express a different topology.

B. The system inputs: only considering observed elements

In the CPS case, not all environment elements are nec-
essarily involved in generating the trajectory. In contrast
to a classifier, a CPS is not a simple, linear system, but
a temporally-extended one, defined as a recursive loop,
gradually processing localized portions of the input (envi-
ronment), while building localized portions of the output
(trajectory). That is, the trajectory is built incrementally,
through sequential application of a local observation-control-
motion model. Furthermore, a change in an element can only
cause a change in the trajectory indirectly—by affecting an
observation at a certain point in time; this in turn affects
the system decision, and change the trajectory suffix. As the
environment is gradually examined, by the time the system
terminates (either in failure or successfully), some elements
may not have been observed. As an example, we may think
of a collision occurring early along the track; the obstacles
at the end of the track are not observed and are clearly not a
cause for the accident, as the car has not encountered them
yet. Ignoring this observation might lead to explanations that
consists of obstacles that the car has not even seen.

A more accurate depiction of a CPS as a causal model
would take the temporal order into account, by introduc-
ing auxiliary variables and increasing the depth of the
model. This, however, significantly increases the complexity
of computing explanations. As a simple solution in this
introductory work, we may still use depth-2 models, but
restrict explanations to subsets of the observed environment

(a)

(b)

Fig. 3: Two simulation runs demonstrate our insights: (1)
the third and fourth obstacles in (a) were not observed, and
hence should not be considered as part of the explanation;
(2) after removal of the second obstacle from (a), the car
still crashes, as indicated in (b); yet, this removal changed
the type of failure. This change means that the subset of
obstacles in (b) is not an explanation for the crash in (a).

elements (as formally defined in [20]). This point should
be incorporated as an amendment of Def. 1, when
dealing with CPS. We emphasize that this amendment is
necessary, and we should not mitigate this issue by restricting
the endogenous variables of the causal models—while the
unobserved variables cannot be a part of the explanation,
they can still prevent a candidate from being an explanation.

Also, note that this identification of the observed variables
should be given by the CPS simulator, in agreement with the
CPS model presented before.

C. The system output: different types of failures

Finally, we shall focus on the system output. In the
classifier case, the output was simply a class, chosen among
a discrete, finite set of classes. In the CPS testing case, we
have a two-level output: the system trajectory and a binary
task-success indicator derived from it.

Comparison to the system output in the given event,
as we recall, defines the causal-model’s binary outcome
variable O. A naive choice would be to treat the task
success (status) indicator as the output. As we recall,
an explanation corresponds to the minimal set of variables
(in our example, obstacles) such that, as long as they keep
their values, the output remains “the same” as in the original
event. While success in the task is defined by examining the
entire trajectory, failure, due to the local-incremental CPS
model, typically happens at a certain point of the trajectory,
which compromises the success criterion. This means that
failures can have many distinct “types.” In our example, the
crash can occur in different portions of the trajectory (as
visualized in Fig. 3). We emphasize that we are not looking
for an explanation for any failure, but for the specific one
that happened. Yet, as the task success indicator hides this
information, our model would not be able to distinguish
between types of failure, and may lead us to an explanation
that logically does not correspond to our event.

Since we cannot consider the task success indicator as the
output, one might consider the trajectory as the output. Yet,

5777



Algorithm 1 Explanation for a CPS failure
Input: Failure event E
1: elements← element set in the environment of event(E)
2: O ← elements observed(elements)
3: Vexp ← O
4: for S ∈ 2O do
5: elements′ ← apply interv. on O to align element mask with S
6: E′ ← run simulation(elements′)

▷ Check EX1 (Def. 1)
7: if SAMEFAILURETYPE(E,E′) then
8: if |S| < |Vexp| then ▷ Check EX2 (Def. 1)
9: Vexp ← S

10: return Vexp

the trajectory is defined in a continuous space, which would
make the set of outputs also continuous and infinite. This,
generally, means that every infinitesimally small change in
the input variables can lead to a change in the output, which,
in turn, would indicate that no explanation exists (because
the output never remain the same).

To define the output, as we learn, we must find a midway
point between these two ends of the spectrum (binary output
and continuous output). This can be done by defining an
abstraction over the continuous trajectory space, grouping
together similar runs to count as “the same failures,” to
serve as the output. This abstraction should be defined by
the user, according to its logic, and shall be encoded by
extending the status indicator from a binary to a multi-
valued function. A natural abstraction in many cases can
be one differentiating between failures involving different
elements. In our example, this means categorizing failures
based on the obstacle with which the collision occurred.

Fig. 2b shows a graphical representation of our overall
causal model for a CPS simulation, with arrows indicating
the direction of dependency between nodes.

IV. EXPLANATION ALGORITHMS

In the following, we provide two algorithms for deriving a
sufficient explanation of an example of a CPS failure (i.e., a
failure event) E, based on a causal model specified according
to the guidelines provided in Sec. III. For clarification,
note that in this case, the causal model is relatively simple
and there is no need to create it explicitly. The presented
algorithms implicitly comply with the model when searching
for an explanation.

A. Exhaustive search for explanations

The first algorithm is summarized in Alg. 1. The algorithm
performs an exhaustive search over all candidate explanations
(subsets of elements in the environment of E), checking
each one to see whether it satisfies Def. 1. Remember that,
according to the causal model, we only examine subsets
of the observed elements. In practice, this is achieved by
systematically intervening in E, removing some of the
existing elements, and checking if the original outcome
(class of failure) is preserved. If we indeed examine all
candidate explanations, we can guarantee to return the subset
of minimal size, as required by the definition.

Algorithm 2 Efficient explanation generation
Input: Failure event E, Boolean flag MINIMIZE, sampling budget m
1: elements← element set in the environment of event(E)

▷ Responsibility-guided ranking of elements
2: resp← RESPONSIBILITY APPROXIMATION(E, elements,m)
3: el sorted← sort by responsibility(elements, resp)
4: for i in {1, . . . , |el sorted|} do ▷ Explanation candidates evaluation
5: S ← el sorted[0 : i]
6: elements′ ←

apply interv. on elements to align element mask with S
7: E′ ← run simulation(elements′)
8: if SAMEFAILURETYPE(E′, E) then
9: Vexp ← {e ∈ elements | e in el sorted[: i]}

10: if MINIMIZE then ▷ Explanation minimization (optional)
11: for S ∈ 2V

exp
do

12: elements′ ←
apply interv. on elements to align element mask with S

13: E′ ← run simulation(elements′)
14: if SAMEFAILURETYPE(E′, E) then
15: if |S| < |Vexp| then
16: Vexp ← S
17: break
18: return Vexp

19: procedure RESPONSIBILITY APPROXIMATION(Failure event E, ele-
ment set elements, sampling budget m)

20: resp(e)← 0 for every e in elements
21: O ← elements observed(E)
22: I ← sample m random interventions(O,m)
23: candidateSubsets← ∅
24: for I in I do
25: EI ← run simulation(I)

▷ Check necessity (Def. 2)
26: if ¬SAMEFAILURETYPE(E,EI) then
27: S ← get intervened elements(E, I)
28: candidateSubsets← candidateSubsets ∪ S

▷ Check minimality (Def. 2)
29: minSubsets← exclude nonminimal subsets(candidateSubsets)
30: for S in minSubsets do
31: for e in S do

▷ Update resp. of every element in S (Def. 2)
32: resp(e)← max(resp(e), 1/|S|)
33: return resp

B. A responsibility-guided efficient algorithm

While the previous algorithm allows us to compute the
explanation exactly, the number of candidate explanations it
examines (i.e., the number of simulation runs it requires) is
exponential in the number of observed elements, and hence
is intractable for complex scenarios.

Thus, we describe an efficient heuristic-search algorithm,
which leverages the notion of element responsibility, in
order to optimize the candidate-explanation evaluation order,
prioritizing explanations with high-responsibility elements.
By such, this technique should reduce the number of sim-
ulation runs needed to yield an explanation, compared to
the exhaustive algorithm. This algorithm essentially invests
some of its computational budget in pre-processing, in order
to estimate the responsibilities, in hopes that this would lead
to reduced effort of the explanation search.

We note that in the previous algorithm, the minimality of
the explanation is guaranteed, since we check all element
subsets. As this is not the case here, once a candidate passes
the check (preserving the class of failure), we may follow
up with an attempt to minimize it—essentially, performing
an exhaustive search on this specific element subset. With
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this additional step, the algorithm, as we demonstrate in
Sec. V, in the majority of the cases returns an exact (minimal)
explanation, while also reducing the number of simulation
runs, compared to the baseline approach.

This algorithm, which is summarized in Alg. 2, is divided
into three main steps: (i) compute an approximation of the
degree of responsibility for each element, (ii) use these mea-
sures to heuristically search for a (non-minimal) explanation;
and (iii) optionally, attempt to minimize this explanation.

The “responsibility approximation” procedure in Alg. 2
starts by removing all elements that were not observed by
the CPS from inclusion in the explanation (line 21). In line
22, it creates a dataset I of m random CPS run examples,
through random interventions over the original example E.
In lines 24-32, the procedure uses I to iteratively estimate
the degree of responsibility for each element, in accordance
with Def. 2. After the responsibilities are calculated, the
algorithm ranks the elements accordingly (line 3). Then, in
lines 5-7, the algorithm incrementally evaluates prefixes of
this ordering as explanation candidates, until running the
simulation outputs the same class of failure as in E; this
marks the explanation to be returned. An optional step, in
lines 11-16, tries to optimize the candidate by looking for a
smaller explanation in its powerset.

V. EXPERIMENTAL EVALUATION

Next, we demonstrate and quantitatively compare our
proposed explanation algorithms for finding explanations of
CPS failures, in the context of our running example.

Experimental Setting: For experimentation, we used the
LiteRacer [21] simulator. This is an open-source Python
engine for simulating an autonomous car on an obstructed
track. The car was powered by the default NN-based con-
troller provided with the simulator, and all simulation prop-
erties (car speed, sensor range, etc.) were unmodified from
their default values. With LiteRacer, we generated a collec-
tion of 32 falsifying simulation run examples (failure events).
For that, we used the state-of-the-art “meta-planning” falsifi-
cation algorithm, developed in [20] and already implemented
in LiteRacer. Each failure event corresponds to a different
environment in which the car crashes. As the track shape
(environment parameters) was kept consistent in all events,
we grouped them simply according to the number of obsta-
cles, indicating the environment complexity: events with 6,
9, 12, and 15 obstacles (8 examples of each). Experiments
were conducted on an Xeon E5-2620 CPU with 16GB RAM.

Comparison: To evaluate our contribution, we derived
explanations for each failure event, in three ways1:

1) Exhaustive Search (ES): as suggested in Alg. 1.
2) Responsibility-Guided (RG): as suggested in Alg. 2,

without the minimization step (MINIMIZE = false).
3) Responsibility Guided with Minimization (RGM): as

suggested in Alg. 2, with the minimization step
(MINIMIZE = true).

1Implementation of the algorithms is available at https://github.
com/AutonomousRobotsLab/LiteRacer_explanations.

TABLE I: Median explanation size yielded by the algorith-
mic variants, expressing solution accuracy. Lower is better.

100 samples 200 samples 300 samples

#Obs ES RG RGM RG RGM RG RGM

6 2 5 2 5 2 5 2
9 2.5 5.5 2.5 6 2.5 6 2.5
12 3 9 3 7 3 7 3
15 3 9.5 3 7.5 3 7 3

TABLE II: Median explanation effort (amount of simulation
runs) required by the algorithmic variants; the number in
brackets indicates the search effort, without preprocessing.
Lower is better; x signifies best value; x signifies best value
among variants that returned an optimal explanation.

100 samples 200 samples 300 samples

#Obs ES RG RGM RG RGM RG RGM

6 64 105 (5) 137 (37) 205 (5) 237 (37) 305 (5) 337 (37)
9 192 105 (5) 177 (77) 206 (6) 342 (142) 306 (6) 442 (142)
12 1024 109 (9) 621 (521) 207 (7) 335 (135) 307 (7) 435 (135)
15 1152 109 (9) 1261 (1161) 207 (7) 399 (199) 307 (7) 435 (135)

We recall that the RG and RGM algorithms invest some of
their computational budget in preprocessing, in an attempt
to reduce the effort of the explanation search. Thus, for each
RG and RGM, we considered three sub-variants, in which
we used different computational budgets (that is, the number
of sampled simulation runs allocated) to approximate the
responsibility: using 100, 200, and 300 samples. For each
approach, we evaluated the computational effort it required to
find explanations (in terms of the total number of simulation
runs), and the accuracy of those explanations, in terms of the
explanation size (i.e., the number of elements that make up
the explanation). The ES approach served as the baseline for
evaluating our approach, in terms of both effort and accuracy,
as it is guaranteed to yield a minimal-size explanation.

Results: Table I presents the median size of the generated
explanations for each of the examined algorithms and for
each group of events. As expected, RG generated larger
(i.e., less exact) explanations, with the ratio compared to
ES increasing with the number of obstacles. RGM, however,
managed to find the accurate explanation in all cases—
indicating the importance of the minimization step. Fig. 4
and Table II present the median number of simulation runs
for each of the examined algorithms and for each group of
events. The results show that RG drastically outperformed
RGM and ES in terms of efficiency, remaining nearly con-
stant across different obstacle counts and sample sizes—
though this approach, as mentioned, sacrificed the explana-
tion accuracy. RGM, nevertheless, still required less effort
than ES and also maintained the solution accuracy. Further,
we can identify that allocating 200 samples for preprocessing
seemed to be the most cost-efficient choice; while increasing
the number of samples to 300 managed to improved the
search efficiency, it was not improved enough to justify the
investment (though this variation still outperformed ES).

The results demonstrate a tradeoff between explanation
accuracy and computational effort. ES guarantees accuracy,
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Fig. 4: Median explanation effort required by ES, and the
RG and RGM variants, per set of examples. Lower is better.

but requires a large amount of simulation runs, which grow
exponentially with the number of obstacles observed in the
event. In contrast, RG requires drastically less runs but
produces explanations that are less accurate (larger), with
respect to those discovered by ES. Positioned between these
extremes, RGM appears as the most balanced approach.
While it is not guaranteed, RGM practically achieved the
exact explanations in all examined cases, and still required a
lower number of simulation runs compared to ES—scaling
much more moderately to the growing number of obstacles.

VI. CONCLUSION

This paper opened a novel direction towards better un-
derstanding and handling of failures of autonomous CPSs—
one that is rooted in the rigorous mathematical theory of
actual causality. As this paper demonstrated, the unique
properties of CPS lead to several non-trivial implications,
which must be addressed in order to derive correct explana-
tions. We discussed how one should build causal models in
this case and followed with two practical, system-agnostic
explanation-derivation algorithms, allowing to prioritize ex-
planation accuracy or efficiency. It is important to note that,
as a direct continuation to the prior work this work builds
on, we only considered here sufficient explanations: minimal
subsets of obstacles that are sufficient for the failure to
occur. These explanations are useful for localizing concerns
(e.g., if there are several failure-inducing regions in the
environment) and for generating new failure examples. The
latter is especially important in the CPS case, where failures
are often rare and, hence, difficult to simulate and debug.

In the future, we plan to continue enriching this framework
in two main avenues. The first will be achieved by supporting
more complex causal models, e.g., to properly capture the
continuous and temporally-extended nature of CPSs. The
second will be achieved by examining other types of ex-
planations, namely, necessary explanations (minimal subsets
of elements whose removal eliminates the failure); these are
complementary to the sufficient explanations computed here
and may potentially be more suitable to failure explanation.

This paper serves as a crucial step towards explainable and
trustworthy autonomous CPSs and robots.
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