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Robust Unsupervised Domain Adaptation for 3D Point Cloud

Segmentation Under Source Adversarial Attacks
Haosheng Li1§, Junjie Chen1§, Yuecong Xu2, and Kemi Ding1

Abstract—Unsupervised domain adaptation (UDA) frame-
works have shown good generalization capabilities for 3D point
cloud semantic segmentation models on clean data. However,
existing works overlook adversarial robustness when the source
domain itself is compromised. To comprehensively explore the
robustness of the UDA frameworks, we first design a stealthy
adversarial point cloud generation attack that can significantly
contaminate datasets with only minor perturbations to the point
cloud surface. Based on that, we propose a novel dataset, Ad-
vSynLiDAR, comprising synthesized contaminated LiDAR point
clouds. With the generated corrupted data, we further develop
the Adversarial Adaptation Framework as the countermeasure.
Specifically, by extending the key point sensitive loss towards
the Robust Long-Tailed loss and utilizing a decoder branch, our
approach enables the model to focus on long-tailed classes during
the pre-training phase and leverages high-confidence decoded
point cloud information to restore point cloud structures during
the adaptation phase. We evaluated our method on the AdvSyn-
LiDAR dataset, where the results demonstrate that our method
can mitigate performance degradation under source adversarial
perturbations for UDA in the 3D point cloud segmentation
application.

Index Terms—Transfer learning, semantic scene understand-
ing, object detection, segmentation and categorization.

I. INTRODUCTION

IN applications such as autonomous driving and robotic
navigation [1], 3D point cloud semantic segmentation [2]

is a critical technology. Due to the complexity of 3D data and
the high annotation cost, UDA for 3D point cloud semantic
segmentation has emerged as an effective strategy for transfer-
ring knowledge from a labelled source domain to an unlabeled
target domain. While existing UDA methods perform well on
clean data, their robustness against adversarial source pertur-
bations remains unexplored. In real-world scenarios, source
domain data used for transfer can be compromised by subtle
adversarial manipulations, such as geometry distortion or label
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Fig. 1: Illustration of the distribution of various classes within
the 3D point cloud data before and after adversarial attacks
of SynLiDAR [5]. The long-tailed classes exhibit relatively
stable distribution, with minimal changes observed across the
pre-attack and post-attack states.

noise. Although these perturbations may appear visually as mi-
nor noise, they can significantly degrade model performance,
leading to erroneous decisions in robot systems [3], [4].

Existing cross-domain adaptation studies lack adversari-
ally perturbed datasets, limiting the development of defense
methods for 3D point cloud segmentation. To fill this gap,
we propose AdvSynLiDAR, an adversarial version of SynLi-
DAR [5], simulating severe source-domain attacks. We apply
a distance-weighted PGD [6] to adjust perturbation strength
relative to viewpoint proximity, and inject high-confidence
incorrect labels to introduce subtle yet harmful errors. In the
face of such attacks, our task faces two significant difficulties:
first, the stealthiness of adversarial attacks makes them difficult
to be detected; second, the data distribution in 3D point cloud
segmentation is inherently imbalanced — that is, a few classes
dominate while many others are rare and underrepresented.
These long-tailed classes are typically more challenging to
learn due to limited supervision. These difficulties present both
a challenge and an opportunity. We observe that for long-
tailed data, which is common in 3D point clouds, despite its
scarcity, it also has a much lower probability of being targeted
by attacks. This offers a potential advantage to leverage upon
long-tailed data for robust cross-domain segmentation.

To this end, we propose the Adversarial Adaptation Frame-
work (AAF) defense strategy. Our approach is divided into
two phases: pre-training and adaptation. The pre-training phase
is conducted in a supervised manner using labeled source-
domain data, while the adaptation phase is unsupervised,
utilizing only unlabeled target-domain data. During the pre-
training phase, we focus mainly on handling long-tailed
classes. As shown in Fig. 1, long-tailed classes exhibit stronger
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robustness against attacks than head classes. Inspired by the
KPS loss [7] in 2D classification tasks, we introduce the
Robust Long-Tailed Loss (RLT loss) to enhance the model’s
attention to 3D long-tailed class data. We first redefine the key
points in KPS loss based on the characteristics of 3D point
clouds. We then design a new margin adjustment mechanism
that dynamically adjusts the margins based on the actual
distribution of each class to address the sparseness and uneven
distribution of long-tailed classes.

Further, while some methods mitigate corrupted inputs, they
struggle to recover spatial structures under stealthy attacks.
Inspired by VRCNet [8], we introduce a decoder branch during
adaptation to reconstruct point distributions via probabilistic
modeling. The refined outputs, fused with high-confidence
neighborhood semantics, yield robust pseudo-labels without
requiring explicit attack detection.

In summary, our contributions are threefold. (i) To the
best of our knowledge, our research is the first to explore
cross-domain robustness and defense strategies in 3D point
cloud semantic segmentation. (ii) Our defense strategy AAF
improves the model’s robustness by introducing the RLT
loss during the pre-training phase to enhance the focus on
long-tailed classes and effectively utilizing high-confidence
decoded point cloud information during the adaptation phase.
(iii) Experimental results demonstrate that AAF achieves a
remarkable improvement on the SemanticKITTI [9] and Se-
manticPOSS [10] datasets after the attack, with an increase of
11.61 and 9.85 mIoU, respectively.

II. RELATED WORK

A. Unsupervised Domain Adaptation

To mitigate domain shift in unsupervised settings, domain
adaptation methods align distributions at different levels.
Input-level approaches [11] use style transfer to harmonize
visual appearance. Feature-level methods [12] extract domain-
invariant features by aligning latent spaces. Output-level adap-
tation [13] aligns prediction maps via adversarial training and
target statistics. In the 2D domain, methods such as FDA [14]
and SRoUDA [15] also explore robustness in UDA, but are
not directly applicable to 3D point clouds due to structural
differences.

Recent 3D UDA works have also started exploring unsu-
pervised domain adaptation for 3D semantic segmentation.
For example, M. Rochan et al. [16] introduce self-supervised
learning and gated adapters to enhance LiDAR semantic
segmentation across domains. Similarly, T-UDA [17] lever-
ages temporal consistency for better domain transfer. Beyond
semantic segmentation, recent work [18] explores source-free
domain adaptation for primitive segmentation in industrial
scenarios, using multi-confidence cues to refine pseudo-labels.
Though targeting a different task, it illustrates the broader
relevance of domain adaptation to geometric understanding.

B. Point Cloud Adversarial Attacks and Countermeasures

Adversarial attacks on 3D point clouds include gradient-
based [19] and optimization-based [3] methods, as well as
structure-based attacks like point shift [20], addition [4], and
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Fig. 2: Generating adversarial source domain coordinates, γi

controls the intensity of perturbations based on the distance to
the viewpoint center.

drop [21]. While effective for classification and segmentation,
their influence on cross-domain adaptation, especially under
source perturbations, remains underexplored.

Countermeasures against 3D point cloud adversarial attacks
include data-driven and model-driven approaches. Data-driven
methods like PointGuard [22] use voting over random subsets,
while model-driven methods such as LPC [23] transform point
clouds into 2D lattices with structured encoding to improve
robustness. However, to the best of our knowledge, existing
research has not addressed defense mechanisms for UDA
in 3D point cloud segmentation under adversarial attacks
targeting the source domain.

III. THE ADVSYNLIDAR DATASET

Source domain point clouds are vulnerable to perturbations
from sensor noise, environmental changes, and preprocessing
artifacts [24], which exacerbate domain gaps and hinder UDA
performance. However, standardized evaluation protocols for
such perturbations remain lacking. To this end, we propose the
AdvSynLiDAR dataset based on SynLiDAR [5], simulating
adversarial attacks on source data by assuming access to xS
and yS . To obtain a point-wise classification and confidence
output of point cloud, the pre-trained model θ provides the
probability distribution of the i-th point in xS , which is
denoted as Φθ(xS)

i = p(·|xS)
i ∈ R|c| , where |c| denotes

the total number of semantic classes.

A. Imperceptible Perturbation Points

In practice, adversarial perturbations are subtle and spatially
dependent, which complicates their detection. To simulate
realistic attacks, we adopt a perceptually aware PGD strat-
egy [6], which applies more substantial perturbations to distant
regions while preserving dense, perceptually sensitive areas.
This enables precise evaluation of UDA robustness under
adversarial source conditions. Motivated by the observation
that central regions near the viewpoint exhibit higher point
density and perceptual sensitivity, we introduce a dynamic
adjustment factor γi to regulate the magnitude of perturbations
based on their proximity to the viewpoint center Z. For each
point xiS in the point cloud, the distance di from the viewpoint
center is calculated by d(xiS) = ∥xiS − Z∥, and the dynamic
factor γi is denoted as:

γi =
d(xiS)

dmax
, (1)

where dmax denotes the maximum distance to the viewpoint.
The adjusted PGD attack is denoted as:

xadv
i+1 = clipx,ϵ

(
xadv
i + γi ⊙ δ · sign(∇xadv

i
L(f(xadv

i ; θ),yi))
)
, (2)
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Fig. 3: The figure illustrates the pre-training process of the decoder, where the symmetric Chamfer Distance LCD quantifies
the discrepancy between the reconstructed and original point clouds. Additionally, the Kullback-Leibler divergence loss LKL

aligns the probability distribution from prior and posterior inference, promoting consistency in the latent space.

where θ is the parameters of the target model, δ denotes
the perturbation intensities of the original point cloud. Term
∇xadv

i
L is the gradient value of the adversarial loss function

concerning the adversarial point cloud in the i-th iteration, and
yi corresponds to the ground truth label of the original point.
The clip(·) function constrains the perturbation range of the
adversarial point cloud within [0, ϵ] relative to the original data.
As shown in Fig. 2, by dynamically adjusting the magnitude
of perturbations, we generate adversarial point clouds that
effectively maintain the potency of the attack while remaining
less detectable.

B. Noisy Semantic Labels

Manual 3D point cloud annotations often suffer from la-
bel noise, particularly for occluded or distant objects [25].
While most UDA methods assume clean source labels, real-
world settings involve systematic high-confidence mislabels.
To evaluate this, we inject such noise into the source domain
by deriving adversarial labels based on prediction confidence
from the model’s logits: given a point cloud xS and a pre-
trained model θS , labels are generated via:

ỹi = argmax
y∈YS\{yi}

{p(y | xiS) | p(y | xiS) > τadv}, (3)

where τadv denotes the confidence threshold, and p(y|xiS ; θS)
denotes the predicted class probabilities. This approach gen-
erates the highest-confidence incorrect class as the adversarial
target, mimicking real-world scenarios with noisy labels.

IV. METHODOLOGY

To address the vulnerability of cross-domain point cloud
segmentation to adversarial perturbed source domains, we
propose an Adversarial Adaptation Framework (AAF), which
enhances robustness by enforcing resilient training objectives
and maintaining semantic consistency under source-domain
perturbations.

A. Preliminary and Overview

In the context of adversarial cross-domain adaptation, the
labeled source domain is denoted as S = {(xi,yi)}|S|

i=1. Here,

xS ∈ RN×3 represents the 3D point cloud coordinates of
the source domain. The label yjS ∈ YS = {0, 1, . . . , c − 1}
denotes the semantic label for each point, where YS is the
label space of point clouds across domains, and c is the number
of classes. The objective of our cross-domain adaptation task is
to extract semantic information from the source domain and
transfer it to an unlabeled target domain, which is denoted
as T = {(xi)}|T |

i=1. To obtain a point-wise classification of
point clouds, the pre-trained model θ provides the probability
distribution of the j-th point in a source point cloud xS , which
is denoted as Φθ(xS)

j = p(·|xS)
j ∈ R|c|.

B. Adversarial Adaptation Framework (AAF)

1) Robust Long-Tailed Loss (RLT Loss): During the pre-
training phase, to balance the advantages of KPS loss [7]
in handling long-tailed classes with the strengths of Soft-
DICELoss in managing head classes, we introduce the Robust
Long-Tailed loss (RLT loss). SoftDiceLoss is widely used in
segmentation tasks to measure the overlap between predictions
and ground truth labels. It is defined as:

LSD = 1−
2
∑N
i=1 p

i
Sy

i
S∑N

i=1

(
piS

)2
+

∑N
i=1

(
yiS

)2 . (4)

This formula calculates the Dice similarity [26] coefficient
between the predicted results piS and the ground truth labels
yiS , where N is the number of samples. Initially designed
for 2D classification tasks, KPS loss aims to enhance the
separability of features by adjusting the boundaries between
key points and non-key points in the feature space. To apply
KPS loss to higher-dimensional 3D segmentation tasks, we
make several improvements to the original KPS loss:
Geometric Importance in 3D Key Point Definition. We
introduce geometric importance as the criteria for defining key
points in 3D point clouds, allowing for better identification of
critical points under attack conditions. Specifically, we define
the geometric importance of a key point using the following
formula:

Importance (xi) =

∑k
j=1 Distance (xi,xj)

k
, (5)
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Fig. 4: Illustration of cross-domain adaptation with the AAF
framework. The probability decoder branch dynamically ad-
justs input distributions while HNPU enhances pseudo gener-
ation throughout the adaptation process.

where xi is the current point, xj are its k nearest neigh-
bors, and Distance (xi,xj) calculates the Euclidean distance
between point xi and xj. This enhances the discriminative
ability of KPS loss for long-tailed classes.
Dynamic Boundary Adjustment for Class Imbalance. Stan-
dard classification assumes shared decision boundaries across
classes, which can be suboptimal for long-tailed classes with
sparse samples. Given the severe class imbalance in 3D point
clouds (Fig. 1), we introduce a dynamic boundary adjustment
mechanism that adapts decision margins based on class density
and classification difficulty:

myi = α · log
(

Fyi

Fmax

)
, (6)

where α is a scaling factor, Fyi is the sample count for class
yi, and Fmax is the sample count of the largest class. In this
way, the smaller the class size (i.e., long-tailed classes), the
larger the boundary adjustment term myi , giving these classes
more decision space during classification.

In summary, the KPS loss in 3D tasks is defined as:

LKPS = − 1

N

N∑
i=1

log
es·(cos(θyi)−myi)

es·(cos(θyi)−myi) +
∑
j ̸=yi

es·cos(θj)
,

(7)
where s is a scaling factor, θ is the angle between the feature
vector and the class anchor vector, and myi is the boundary
for class yi. This loss function encourages more significant
boundaries for key points, thereby promoting the separability
of long-tailed class features.

The overall loss function LRLT , can thus be defined as:
LRLT = λb · LKPS + (1− λb) · LSD , (8)

where we employ Bayesian optimization [27] to dynamically
adjust the regularization parameter λb in the loss function,
aiming to identify the optimal λb at each iteration and prevent
overfitting.

2) Probability Decoder Branch: As shown in Fig. 4, our
AAF framework incorporates a probability decoder and a
High-confidence Nearest Pseudo Update (HNPU) module to
improve robustness against source-domain adversarial noise.
The decoder reconstructs clean geometric features from cor-

Algorithm 1 High-Confidence Nearest Pseudo Update
(HNPU)

Input: Decoded coordinates Pfine, original coordinates P ,
original labels L, confidence scores Cconf, confidence
threshold τ , distance threshold dth, number of neighbors
k.

Output: Updated points Pu, updated labels Lu
1: Construct a KD-tree T = KD-Tree(P ).
2: for each point x ∈ Pfine do
3: Find k nearest neighbors Nk(x, T ).
4: Assign pseudo-label ŷ(x) using Eq. (13).
5: end for
6: return Pu, Lu

rupted source inputs. Meanwhile, HNPU improves pseudo-
label reliability by aggregating semantic information from
high-confidence neighborhoods.
Probability Decoder. To mitigate adversarial distortions, we
adopt a variational probability decoder inspired by VRCNet [8]
to restore clean geometry. As shown in Fig. 3, we first
construct perturbed inputs xg by injecting Gaussian noise and
applying random augmentations to clean source coordinates
xS , i.e., xg = r(xS + N (0, σ2)). The decoder reconstructs
clean geometry in three stages: reconstruction, completion, and
enhancement.

In the reconstruction stage, the encoder maps the clean
source input xS to a latent variable zg with posterior
qϕ(zg|xS), while the prior p(zg) = N (0, I) is a standard
Gaussian. A coarse reconstruction x′

r is is sampled from
prθ(xS |zg). The reconstruction loss encourages latent regular-
ity and geometric fidelity:

Lrec =− λKL [qϕ(zg|xS)∥p(zg)]

+ Epdata(xS)Eqϕ(zg|xS)

[
log prθ(xS |zg)

]
,

(9)

where pdata(xS) represents the true data distribution of point
clouds in the source domain, and λ is a weighting parameter.

In the completion stage, the perturbed input xg is encoded
to produce a latent posterior distribution pψ(zg|xg), which is
encouraged to match the posterior qϕ(zg|xS) derived from
clean inputs. The reconstructed output x′

c shares decoder
weights with the reconstruction stage:

Lcom =− λKL [qϕ(zg|xS)∥pψ(zg|xg)]

+ Epdata(xg)Epψ(zg|xg)

[
log pcθ(xS |zg)

]
.

(10)

The enhancement stage uses self-attention and multi-scale
upsampling to generate fine-grained outputs x′

f . To capture
geometric errors and stabilize training, we adopt the symmetric
Chamfer Distance LCD as a surrogate for log-likelihood. The
overall decoder loss is:
Ld =λrecLrec + λcomLcom + λfineLfine

=λrec
[
LKL(qϕ(zg|xS),N (0, I)) + LCD(x′

r,xS)
]

+ λcom
[
LKL(pψ(zg|xg), qϕ(zg|xS)) + LCD(x′

c,xS)
]

+ λfineLCD(x′
f ,xS).

(11)
High-Confidence Nearest Pseudo Update. Inspired by prior
work [28], we further enhance robustness by leveraging high-
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TABLE I: Results for class-wise semantic segmentation on SynLiDAR to SemanticKITTI. Selection-perc is the hyperparameter
that regulates the ratio of selected classes. Source classes are selected randomly with a selection-perc of 0.5 originally.
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SynLiDAR
0.5 79.30 9.12 30.68 20.88 11.54 24.91 27.00 17.62 78.03 14.65 47.12 0.19 53.52 13.66 68.72 32.75 31.94 38.17 13.96 32.30

0.9 80.07 5.46 25.70 30.32 10.86 23.32 21.51 7.77 80.04 18.70 49.36 0.15 49.45 13.46 67.26 29.56 34.01 40.04 12.46 31.55

0.5 ✓ 77.51 6.59 30.51 19.01 9.45 24.83 29.26 18.93 77.72 13.79 45.94 0.09 50.09 13.74 68.05 28.27 29.20 37.76 14.00 31.30

AdvSynLiDAR
0.5 43.22 0.72 5.96 5.65 2.83 18.50 4.24 9.17 42.57 1.33 8.88 1.15 36.71 9.20 35.90 19.29 5.24 33.28 6.47 15.28

0.9 40.50 9.47 6.46 10.39 4.94 20.74 28.77 15.50 46.65 3.70 14.00 1.51 43.09 10.74 41.66 23.66 6.67 38.48 10.53 19.87

0.5 ✓ 55.32 5.16 4.52 15.78 6.11 14.26 19.75 7.72 56.92 6.79 16.77 1.09 41.12 10.90 61.21 25.63 7.46 36.42 8.12 22.50

TABLE II: Results for class-wise semantic segmentation on SynLiDAR to SemanticPOSS. Selection-perc is the hyperparameter
that regulates the ratio of selected classes. Source classes are selected randomly with a selection-perc of 0.5 originally.

Source se
l-

p.

A
A

F

pe
rs

.

ri
de

r

ca
r

tr
un

k

pl
an

ts

tr
af

.

po
le

ga
rb

.

bu
il.

co
ne

.

fe
nc

e

bi
ke

gr
ou

n.

m
Io

U

SynLiDAR
0.5 55.56 52.78 35.09 23.43 71.01 22.97 31.88 30.35 67.48 21.22 24.82 10.00 78.60 40.40
0.9 54.59 51.67 36.06 23.55 71.40 23.56 33.41 30.48 66.8 19.25 24.71 9.74 79.05 40.33
0.5 ✓ 55.63 51.19 37.69 21.73 72.50 18.66 36.89 23.25 68.60 21.56 26.20 9.95 79.23 40.24

AdvSynLiDAR
0.5 55.90 34.94 11.01 14.36 27.51 14.28 18.19 10.63 52.12 5.12 26.77 16.78 71.38 27.61
0.9 54.80 42.37 13.56 15.91 40.45 13.24 21.50 12.89 52.68 3.96 21.63 14.57 73.12 29.28
0.5 ✓ 55.70 46.36 10.99 16.51 28.18 21.43 31.52 8.54 49.27 9.77 40.00 14.80 69.89 30.30

confidence regions. We propose the HNPU Algorithm 1, which
aggregates information from confident neighborhoods. For
each decoded point x, we retrieve its k neighbors from the
original point set P using a KD-tree T :

Nk(x, T ) = {x′ ∈ P | ∥x− x′∥ ≤ dth, |Nk| = k}, (12)
where dth is the distance threshold. Then the pseudo-label for
x is updated with aggregated confidence scores:

ŷ(x) =


y(x), Cconf(x) > τ,

y(x
′), Cconf(x) ≤ τ ∧ max

x′∈Nk(x,P )
Cconf(x

′) > τ.

−1, otherwise.
(13)

As shown in Fig. 4, we adopt a teacher-student framework
for cross-domain adaptation using the total loss Ltot = Ls→t+
Lt→s to enforce semantic consistency. In the decoder branch,
we further include segmentation losses derived from decoded
coordinates and pseudo-labels refined by HNPU. The updated
source-domain segmentation loss is defined as:

Lsd = Lseg (Φθ (HNPU(xS ,yS)) , LSu) , (14)
and the updated segmentation loss for the target domain point
clouds is denoted as:

Ltd = Lseg (Φθ (HNPU(xT , ŷT )) , LT u) , (15)
in which LT u and LSu are the pseudo-labels updated by HNPU
with decoded coordinates and the confidence information for
both domains. The overall objective function is defined as the
sum of the decoder segmentation loss and the loss for training
the decoder, which is defined as follows:

L = Ltot + λdLd + λsdLsd + λtdLtd, (16)
where λsd, λtd, and λd are the weighting hyper-parameters
for the loss functions. The decoder branch reduces adversarial
shifts by aligning inputs with clean source geometry, while
HNPU alleviates the impact of corrupted source data, jointly
enhancing cross-domain adaptation performance.

TABLE III: Evaluation of our AAF framework combined
with different UDA methods. SK and ASK denote the Se-
manticKITTI and adversarial SemanticKITTI (ASK) source
domains, respectively. NS and WO denote the nuScenes-
lidarseg and Waymo target domains. ✓ indicates that the AAF
module is applied.

Method AAF SK→NS SK→WO ASK→NS ASK→WO
CosMix ✗ 25.14 26.50 19.99 21.69
CosMix ✓ 25.18 26.39 24.10 24.64
T-UDA ✗ 36.58 36.70 31.96 32.89
T-UDA ✓ 36.52 36.21 34.39 35.14

V. EXPERIMENTS

In this section, we evaluate the performance of our proposed
Adversarial Adaptation Framework (AAF) through adversarial
cross-domain semantic segmentation experiments, with a spe-
cific focus on the synthetic-to-real domain shift. We present
class-wise semantic segmentation results for two distinct sce-
narios and provide a detailed comparison to illustrate the
effectiveness of our approach. Additionally, ablation studies
and empirical analysis are also presented to justify the design
of AAF.

A. Datasets

We perform adversarial cross-domain adaptation for 3D
semantic segmentation tasks using widely adopted autonomous
driving datasets, covering both synthetic-to-real and real-to-
real scenarios. For the synthetic-to-real setting, we adopt
SynLiDAR [5] as the synthetic source domain, and use Se-
manticPOSS [10] and SemanticKITTI [9] as the real-world
target domains. SynLiDAR is a large-scale synthetic dataset
created using Unreal Engine, comprising 198,396 annotated
point clouds with 32 semantic classes. SemanticPOSS includes
2,988 real-world point clouds categorized into 14 seman-
tic classes. SemanticKITTI is a comprehensive segmentation
dataset derived from LiDAR acquisitions of the KITTI dataset,
consisting of 43,552 annotated point clouds with over 19
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Fig. 5: Visualization of cross-domain adaptation semantic segmentation results on SynLiDAR → SemanticPOSS. From left to
right: point clouds with the ground truth labels, adaptation with clean SynLiDAR, adaptation with AdvSynLiDAR, and Ours
(adaptation with AdvSynLiDAR + AAF)

semantic classes. To assess the generalization ability of our
method under realistic deployment conditions, we further
consider real-to-real adaptation tasks, using SemanticKITTI
as the source domain and nuScenes-lidarseg [29] and Waymo
Open Dataset [30] as target domains. The nuScenes-lidarseg
dataset contains more than 40,000 LiDAR scans captured with
a 32-beam Velodyne sensor in diverse urban environments;
however, the point clouds are relatively sparse due to the lower
scan resolution and lower capture frequency. In contrast, the
Waymo Open Dataset comprises over 100,000 dense LiDAR
frames captured using a 64-beam sensor, providing richer
geometry and more complete object structures.

B. Experimental Settings

Following CosMix [31], we adopt the same training and
validation splits. We select the pre-trained MinkUNet34 on
a clean SynLiDAR dataset as our target semantic segmenta-
tion model. For generating adversarial examples, we adopt a
perceptually-aware perturbation method with δ = 0.01 and
ϵ = 0.05. The confidence threshold τadv is set to 0.85. In
the RLT loss module, the regularization parameter λb is set
to 0.9. In the probability decoder module, we first train the
decoder with 4096 sampled points. During adaptation, we
continue to train the decoder with randomly sampled point
clouds to prevent overfitting. The learning rate is empirically
set to 0.0001. The reconstruction loss in uses λ = 1.0, and the
balancing weights in the overall decoder loss are: λrec = 10,
λcom = 0.5, and λfine = 0.01. For the HNPU module, we use
a confidence threshold τ = 0.95, number of neighbors k = 6,
and a distance threshold dth = 0.5. Additionally, λd, λSd, λT d
in the overall objective function are empirically set to 0.1 and
are fixed.

For real-to-real adaptation tasks, we adopt a consistent
training strategy to ensure a fair comparison between CosMix
and T-UDA [17]. Specifically, we pretrain the segmentation
model on the clean SemanticKITTI dataset for 20 epochs
with a learning rate of 0.012. During the adaptation stage,
we train the model on the target domain for 10 epochs using

a reduced learning rate of 0.001. The optimizer and other
hyperparameters are kept identical to those used in T-UDA
to maintain consistency across all experimental settings. All
experiments in this section are conducted using the PyTorch
[32] library and are conducted on 4× NVIDIA GeForce RTX
4090.

C. Performances and Comparisons

Tables. I and II present class-wise cross-domain semantic
segmentation results on SynLiDAR → SemanticKITTI and
SynLiDAR → SemanticPOSS, respectively.

1) Impact of Adversarial Perturbations: Even minor ad-
versarial perturbations in the source domain lead to signif-
icant performance degradation in the target domain across
multiple semantic classes. For instance, vegetation IoU in
SemanticKITTI drops from 68.72 to 35.90, highlighting the
vulnerability of head classes to adversarial attacks. Head
classes refer to frequently occurring semantic classes with a
large number of points, which dominate the training distribu-
tion. Similarly, classes such as plants in SemanticPOSS also
show a considerable drop in IoU. This highlights the necessity
for robust cross-domain adaptation techniques, as adversarial
modifications propagate through the network and compromise
semantic transferability.

2) Robustness of Long-Tailed Classes: Notably, we observe
the impact of adversarial perturbations is less severe on long-
tailed classes like persons, poles, and bicyclists, which tend
to have sparser representations in the dataset. These classes
maintain relatively stable segmentation performance compared
to head classes, illustrating the inherent distribution imbalance
within the source domain and how adversarial perturbations
primarily affect the more frequent classes. We observe an
improvement in semantic segmentation performance under
adversarial attacks by empirically adjusting the selection-
perception parameter to 0.9, which increases the focus on long-
tailed classes. Specifically, the mIoU on the SemanticKITTI
dataset improved from 15.28 to 19.87, while on the Se-
manticPOSS dataset, it increased from 27.61 to 29.28. This
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TABLE IV: Ablation experiments with the components of
AAF. RLT Loss is the Robust Long-Tailed Loss used in AAF,
Pro.D. represents the probability decoder branch with HNPU.

Methods Fine-tuning RLT Loss Pro.D.
mIoU

SemanticKITTI SemanticPOSS

CosMix - - - 15.28 27.75

(a) ✓ 22.53 28.11

(b) ✓ 20.07 30.14

(c) ✓ ✓ 22.78 30.30

(d) ✓ 26.17 35.66

(e) ✓ ✓ 26.24 35.81

(f) ✓ ✓ 26.43 36.45

(g) ✓ ✓ ✓ 26.89 37.60

adjustment allows long-tailed classes to partially recover their
segmentation performance while mitigating the performance
degradation observed in head classes.

3) Effectiveness of AAF: The AAF mitigates the adverse
effects caused by perturbations in the source domain. With
AAF, we observe substantial improvements in segmentation
performance across both datasets. For example, on the Se-
manticKITTI dataset, applying the AAF leads to an im-
provement of mIoU from 15.28 to 22.78 when the selection
percentage is 0.5. AAF also demonstrates the ability to stabi-
lize the performance degradation of long-tailed classes while
improving the overall segmentation. Specifically, in the case
of SemanticPOSS, the performance of long-tailed classes such
as rider and pole is preserved, maintaining performance under
adversarial conditions.

To further validate the effectiveness of AAF in realistic
deployment settings, we evaluate our framework under real-
to-real domain adaptation tasks. As shown in Table III, our
method achieves performance gains of 4.11 and 2.95 mIoU
under the adversarial SemanticKITTI (ASK) source domain
for nuScenes and Waymo, respectively, when integrated with
CosMix. These results demonstrate that AAF effectively mit-
igates the negative impact of source perturbations and gener-
alizes well to practical adaptation scenarios. The RLT loss
and HNPU module exhibit robustness across diverse point
cloud characteristics. Despite the structural sparsity of 32-
beam LiDAR in nuScenes and the higher density of 64-beam
scans in Waymo, AAF consistently improves segmentation
performance. These results suggest that the RLT loss effec-
tively enhances the representation of underrepresented classes
in sparse scenes, while HNPU reliably refines pseudo-labels
under varying neighborhood densities.

D. Ablation Studies, Analysis and Discussions

To validate the AAF framework and its components, we
perform extensive ablation studies (Table IV), evaluating the
contributions of RLT loss during pre-training, the probability
decoder (Pro.D.) during adaptation, and the effect of fine-
tuning with a small portion of clean source data under ad-
versarial conditions.

1) Fine-tuning: Prior work [33] shows that limited clean
data can significantly enhance robustness. We adopt 5% clean
source data for fine-tuning, updating only the penultimate and

Fig. 6: mIoU results on SemanticPOSS demonstrating the
effects of varying neighboring points (k) and confidence levels
(conf) in the AAF framework.

final layers while freezing others. Training halts if source
validation performance plateaus for three epochs. As shown
in row (d), fine-tuning boosts mIoU from 15.28 to 26.17 and
27.75 to 35.66, confirming its effectiveness.

2) RLT Loss: Incorporating RLT loss without fine-tuning
(row (a)) yields substantial improvements, particularly on
SemanticKITTI, where the mIoU increases from 15.28 to
22.53. By concentrating on these long-tailed classes, RLT
loss enables the model to focus more effectively on criti-
cal semantic information, enhancing its ability to generalize
across domains. Combining RLT loss with fine-tuning (row
(e)) further improves the mIoU to 26.24 on SemanticKITTI,
highlighting that RLT loss works synergistically with fine-
tuning.

3) Probability Decoder Branch (Pro.D.): Introducing the
probability decoder (Pro.D., row (b)) improves mIoU from
27.75 to 30.14 on SemanticPOSS. Combined with RLT loss
(row (c)), it further increases to 30.30, showing their comple-
mentarity. The full model (row (g)) achieves the best perfor-
mance (26.89 on SemanticKITTI, 37.60 on SemanticPOSS),
demonstrating the synergy of all components under adversarial
settings. Fig. 5 visualizes the cross-domain adaptation results
under adversarial source domain, highlighting how the AAF
framework restores the semantic structure. Recovery in head
classes (e.g., building’, plants’) benefits from fine-tuning on
clean data, while region-level consistency is mainly attributed
to the HNPU strategy.

E. Parameter Sensitive Analysis

As illustrated in Fig. 6, the performance of our AAF
framework is notably affected by the confidence threshold τ
and the number of neighboring points k. A higher confidence
threshold (τ = 0.95) yields the best results, with the highest
mIoU of 36.45 observed when k = 6. Conversely, lower
thresholds (τ = 0.85 and 0.9) can include more points but
introduce more significant uncertainty, leading to less stable
outcomes. The number of nearest neighbors k also plays a
critical role in performance. A k = 6 value strikes an optimal
balance between capturing local context and minimizing noise.
Smaller values (k = 4) provide limited contextual information,
while larger values (k = 10) can introduce excessive noise,
particularly under adversarial conditions.
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VI. CONCLUSIONS

In this paper, we explore the robustness of 3D point cloud
semantic segmentation frameworks under source-domain ad-
versarial attacks in UDA settings, which is a critical yet
underexplored challenge in safety-sensitive applications like
autonomous driving. To our knowledge, this is the first study
to benchmark and defend 3D UDA models under such threats.
We propose a novel point cloud adversarial sample gener-
ation method to contaminate the dataset, resulting in the
new AdvSynLiDAR dataset. Further, we introduce the AAF
framework to address the performance degradation by intro-
ducing the Robust Long-Tailed loss (RLT loss) and designing
a decoder-branch-based approach. Experiments show that our
proposed AAF framework enhances the model’s robustness
and ensures effective semantic segmentation in cross-domain
tasks.
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