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Open-Source Web Lab for Remote and On-Site
Robotics Practice in a Realistic Zero-Setup

ROS 2 Development Environment
Dāvis Krūmiņš , Veiko Vunder , Heiki Kasemägi, Alvo Aabloo , and Karl Kruusamäe

Abstract—Robot operating system 2 (ROS 2) has become the
standard framework in modern robotics, but its steep learning
curve and complex development environment present significant
barriers to newcomers. This article presents an open-source web
lab through which learners can start practicing ROS 2 program-
ming on real robots right away with no development environment
setup. Built upon our prior work with ROS 1, the web lab offers a
realistic ROS 2 development experience by serving browser-based
Linux desktop workstations connected to physical remote robots.
We also demonstrate how the web lab can be leveraged to create
a portable infrastructure for hosting ad hoc on-site robotics work-
shops that require zero setup from the participants.

Index Terms—Docker, remote robot operation, robot operating
system 2 (ROS 2), virtual labs, VNC.

I. INTRODUCTION

ROBOT operating system 2 (ROS 2) has emerged as the
standard software development framework for the contem-

porary robotics community, owing to its modular architecture
and extensive ecosystem [1]. With the proliferation of robotics
and automation across diverse industries, there is a growing
need for specialists who can work with ROS 2. Notably, people
perceive it as having an even steeper learning curve and greater
development complexity than its predecessor ROS 1 [2]. Fur-
thermore, newcomers to robotics and ROS can encounter a dif-
ficult barrier-to-entry in the form of a development environment
setup [3].

While ROS 2 introduced multiplatform support—a feature not
available in ROS 1—there are still many requisite installation
steps a novice must face, which can deter them before they even
get to writing their first ROS program. Delivering ROS 2 courses
through online platforms where the development environment
is preconfigured presents a scalable solution to this challenge.
Feature-rich platforms, such as The Construct [4], enable remote
learners to work on both simulated and real ROS robots in an
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almost realistic development environment with no local software
setup required. This greatly simplifies the onboarding process
without major tradeoffs; however, currently, there is a lack of
open-source alternatives for such platforms.

To address the shortage of freely accessible tools for deliv-
ering comprehensive ROS 2 training remotely, we propose an
open-source web lab that enables online learners to operate and
program either physical or simulated ROS robots from a web
browser with no specific operating system (OS) or local software
installation prerequisites.

The contributions of this article are summarized as follows.
1) We present the technical solution for a web lab granting

online learners access to an authentic ROS 2 Linux desktop
development environment that offers an interactive pro-
gramming experience of a remote robot.

2) We demonstrate the system’s functionality with two dif-
ferent physical robots: 1) Robotont [5], [6], a ROS-
compatible mobile robot platform, and 2) Universal
Robots UR5 manipulator (see Video S1 in the Supple-
mentary Material).

3) We show how the system can be adopted for use in
on-premise robotics workshops, where participants can in-
stantly gain access to a robotics development environment
on their own devices, eliminating the need for organizers
to provide them (see Video S2 in Table I).

4) We release the software under an open-source license and
provide setup instructions along with installation scripts1

that allow anyone to self-host the ready-made system and
enable online access to their ROS-compatible robots.

II. RELATED WORK

There is a considerable collection of solutions that have been
put forth for ROS-based remote robotics labs, many of them,
however, are either constrained to learning through simulation
or feature an abstracted programming environment [7], [8], [9],
[10], [11]. Here, we briefly examine a couple of notable attempts
at delivering realistic ROS development experience over the
Internet.

One approach taken by some remote labs is to connect online
learners to remote ROS-based robots through a virtual private
network (VPN) tunnel [12], [13], [14]. In [12], Turtlebot3

1[Online]. Available: https://github.com/unitartu-remrob/remrob-setup
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and Kinova Gen3 lite robot platforms are made available for
hands-on robotics practice, while Bunse and Wieck [13] offered
Turtlebot3 and PhantomX Mark III Hexapod. Both of these
labs require learners to set up their own local development
environment and thus are more suitable for users who already
have some ROS experience.

A remote robotics lab that gives students the chance to work
with industrial ROS robots is presented in [14]. The lab supports
both ROS 1 and ROS 2 and is employed in a project-based
learning competition, where students are able to work on a
multirobot system consisting of a mobile rover and a UR5
robotic arm in a real-world testbed. To combat capacity issues,
simulation environments are used exclusively for the first stages
of the competition with only the best performing teams being
granted access to physical hardware in the latter stages. Two
different versions of the lab are described; the first version
exposes ROS nodes over the Internet, similar to the approach
in [12] and [13], while the more recently developed one utilizes
a remote desktop approach. However, even the latest version
does not fully eliminate the user-side setup, as it still requires
users to establish a VPN connection. It also requires learners
to navigate between separate systems for slot booking and
robot observation—the latter being handled through a video
conferencing application.

Robot Learning Lab (RLL) is a web lab for KUKA robotic
arms to which learners or researchers can submit code and see its
execution in the browser [15]. The provided web editor of RLL
allows writing ROS programs with Python or Blockly Visual
Programming Editor; to use their own preferred development
tools, the learner must either install RLL software locally or use a
prepared virtual machine. To date, RLL is exclusively dedicated
to KUKA robotic manipulators, and the latest supported ROS
distribution is Melodic [16].

OpenUAV is an open-source, ROS-centric web lab [17],
which, similarly to RLL, runs the user code within contain-
ers, yet does not require any setup from the learner, as it
provides a full ROS development environment via graphi-
cal desktop sharing over the web. OpenUAV has made the
move to ROS 2 by adding support for ROS 2 Humble; how-
ever, it is still a cloud-exclusive testbed with no physical
robots.

In our previous work, we introduced a web lab that offers
authentic ROS 1 development experience with simulated and
physical robots [18]. The lab was validated in a massive open
online course on robotics in Estonia, but it lacked the ability to
integrate with ROS 2 robots .

III. REQUIREMENTS

We designed our web lab for remote ROS learning and devel-
opment to satisfy the following requirements.

1) Low barrier to entry: Learner does not have to install any
specific OS or specialized software, all that is required is
a web browser.

2) Realistic ROS development experience: User interface is
a standard Linux desktop environment with ROS software
tools.

Fig. 1. Routine to start working with a physical remote ROS 2 robot:
(a) reserving robot access, (b) activating the session, (c) choosing and booting
the ROS 2 environment, and (d) connecting to in-browser Ubuntu 24.04 (Noble
Numbat) desktop environment with live robot feed seen through a camera widget.

3) Support for different ROS versions: Both ROS 2 and ROS
1 environments are available. We retain compatibility with
ROS 1 in case it is desired to use the system with robots
that are not yet compatible with ROS 2.

4) Varied learning modes: Learner can choose between sim-
ulated or real robots.

5) Extendibility: Any ROS-supported robot can be easily
added to the system.

IV. SYSTEM OVERVIEW

A. Front-End Interface

The access to the remote lab is organized through time slot
reservation. The lab administrators create time slots, which the
learners can book on a first-come, first-served basis. Fig. 1
shows the steps that the learner routinely takes to start a ROS 2
development session with one of the remote lab’s robots.
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During an active session, the user is able to choose between
different available ROS versions, as in Fig. 1(c). Upon booting
the environment, it becomes possible to connect to a Linux
desktop environment in the browser, which has the necessary
tools to run ROS 2 programs on a remote robot seen through an
overhead camera feed, as in Fig. 1(d).

A video demonstrating the described user flow can be found
in the Supplementary Material (Video S1).

B. ROS Development Containers

A convenient way to manage the ROS sandbox environments
of learners is to use container technologies. The main advantages
are the following.

1) Containers allow hosting multiple simultaneous users on
a single server.

2) Neither the learner nor the teacher has to fear accidental
breaking of the system since the container sandbox can
always be reset within seconds.

3) The sandbox environments can be highly configurable,
and different ROS versions for different robots can be
selected.

4) Containers can be made dynamic in respect to the con-
nected user, e.g., loading a ROS workspace from their
previous session.

5) The modularity of containers makes the web lab well
positioned to support any future ROS distributions.

The container tool we opt for is Docker container platform.
Docker images, a form of a system blueprint, are useful for
managing different versions of ROS and robot-specific software
packages. Furthermore, Docker allows enforcement of CPU
and memory limits on the containers, useful for preventing
resource abuse. Lastly, a valuable benefit of using Docker
for containerization is the availability of macvlan network
driver, which grants containers physical network IP addresses
necessary for unhindered ROS peer discovery and message
transmission.

Other container runtimes considered for sandboxing user
sessions were Podman [19] and Sysbox [20], which offer better
support for rootless containers that reduce the risk of a container
breakout. However, with Podman, we discovered that rootless
containers cannot be placed in the macvlan network. With
Sysbox, the problem we encountered was its lack of GPU pass-
through for containers. In contrast, for Docker, NVIDIA devel-
opers provide instructions for building CUDAGL images [21],
which we were able to use for building hardware-accelerated
ROS Docker containers. CUDAGL containers greatly improve
the graphics performance of OpenGL-dependent software, such
as Gazebo robotics simulator and sensor data visualization tool
RViz, tools commonly utilized by ROS developers.

The main components of a single ROS Docker container2 in
our proposed system are as follows:

1) Ubuntu Linux (24.04 for ROS 2, 20.04 for ROS 1);
2) GNOME desktop environment;
3) ROS 2 Jazzy or ROS Noetic full desktop installation;

2[Online]. Available: https://github.com/unitartu-remrob/remrob-docker

4) TigerVNC server [22];
5) VirtualGL [23].
TigerVNC transmits graphics of the headless container desk-

top over the network, while VirtualGL allows performing 3-D
hardware rendering over VNC for OpenGL-based applications.

C. Architecture

To open the ROS development containers for remote con-
nections, we propose the system architecture depicted in Fig. 2
(material adapted from [18]).

The end-user connects to a container through noVNC, as
shown in Fig. 2(b), an open source web-based VNC client
[24]. To organize access to the remote lab, a booking service
was developed,3 as shown in Fig. 2(g); if a learner has been
authenticated and has an active session, then they are able to get
assigned a physical robot container, as shown in Fig. 2(d), 2(e),
and 2(i), or a simulation container, as shown in Fig. 2(j), based
on the reserved session’s type.

Container creation is orchestrated through our custom-built
container control API,4 as shown in Fig. 2(h), an intermediate
layer to the Docker Engine API. The container control API is
able to construct container configurations dynamically based on
the incoming user’s request and the available robot inventory.

Some of the dynamic container parameters the container
control API makes use of include the following:

1) chosen ROS distribution (Jazzy for ROS 2, Noetic for
ROS 1);

2) learner’s ROS workspace;
3) assigned robot’s ID;
4) webcam ID for the cell the robot is placed in.
Nginx web server configured as a reverse proxy binds the

described components into a single system entrypoint, as shown
in Fig. 2(a).

V. USE CASE FOR ON-SITE ROS WORKSHOPS

In this section, we describe how the web lab, originally created
with remote learning in mind, can also be adapted for on-premise
robotics workshops where the heterogeneity of learners’ devices
presents a challenge in providing the appropriate ROS software
development tools.

To ensure that everyone can participate, ROS workshop or-
ganizers either need to handle logistics of bringing devices
with ROS preinstalled or distribute bootable Linux USB drives,
which are increasingly hindered by modern system firmware
(e.g., UEFI) security features and may not be compatible with
certain devices, such as tablets or ChromeOS computers. To
address this, we have developed a portable version of the system
that eliminates the need for extensive preparation by letting
participants work on ROS robots through the system-agnostic
web application. In combination with portable robotic kits [25],
it can facilitate ad hoc on-site robotics workshops or exhibits.

In the locally run version of the application, there is no
robot access booking module; instead, the learner is directly

3[Online]. Available: https://github.com/unitartu-remrob/remrob-webapp
4[Online]. Available: https://github.com/unitartu-remrob/remrob-server
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Fig. 2. System overview: (a) nginx reverse proxy server, (b) noVNC web application,(c) websockify bridge for translating TCP traffic of TigerVNC into
WebSockets, (d) Ubuntu 24.04 Container with ROS 2 Jazzy networked to a ROS 2 mobile robot, (e) Ubuntu 20.04 Container with ROS Noetic networked to a ROS
1 mobile robot, (f) TigerVNC server, (g) booking service for reserving access to the remote lab, (h) container management API, (i) Ubuntu 24.04 container with
ROS 2 Jazzy networked to a ROS 2 manipulator, and (j) simulation containers for robot digital twins.

Fig. 3. Adopting the remote lab system for quickly deploying on-premise
ROS workshops. Devices normally incompatible with ROS, e.g., tablets or
Chromebooks, can access and program ROS robots via the system.

given the robot’s credentials, which they can use to access its
development environment. Upon entering the credentials, the
learner is directed straight to the session dashboard, as shown in
Fig. 1(c), where they are able to start a ROS 2 container.

Fig. 3 shows an example schematic of the web lab being
deployed in a local area network (LAN) setting to support ROS

workshop organization. A video demonstration of this use case
with the Robotont robot [5], [6] is available in the Supplementary
Material (Video S2).

VI. REPLICATION

The software of the remote is released under MIT license.
We have made available setup instructions along with an option
for automated system installation via the Ansible automation
engine. It is available online on GitHub.5

An option for lab building hardware-accelerated versions of
the ROS containers is available, and we also provide instructions
on how to configure the web lab’s network for connecting any
ROS-based robot to the system. See Supplementary Material S3
for more details.

VII. FUTURE WORK

The web lab has so far only been evaluated on a single
server deployment [18]. Investigating a multiserver architecture
could enable scaling the system to increase its capacity and
performance.

5[Online]. Available: https://github.com/unitartu-remrob/remrob-setup

IEEE Robotics and Automation Practice (RA-P) paper, presented at ICRA 2026, Vienna, Austria. Cite as RA-P paper.
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TABLE I
DESCRIPTION OF SUPPLEMENTARY MATERIALS

VIII. CONCLUSION

This article serves as a technical demonstration of an open-
source web lab for remote programming of ROS 2 robots.
We consider it a well-suited platform for introducing ROS 2
to novice robotics students and enthusiasts as it requires no
setup on the user’s part, but retains fidelity of a professional
development environment. In addition, we demonstrate a use
case of the system for bootstrapping on-site ROS 2 work-
shops. The proposed web lab can host any ROS-based robot

6[Online]. Available: https://youtu.be/Tztqyd9i0Js
7[Online]. Available: https://remrob.ut.ee
8[Online]. Available: https://youtu.be/5NNo2MZAWfE
9[Online]. Available: https://doi.org/10.5281/zenodo.15379490

and paves the way for future large-scale ROS 2 educational
experiments.
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