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Data-Driven Anomaly Detection in Robots using
Matrix Chernoff Bounds

Richa Dubey *“, Niladri S. Tripathy

Abstract—This work proposes a novel data-driven anomaly de-
tection framework for robotic systems, grounded in statistical con-
centration inequalities. The method leverages the Matrix Chernoff
Inequality to establish probabilistic bounds on the eigenvalues
of cumulative error covariance matrices computed over a sliding
window of robot state deviations. An anomaly is flagged when the
eigenvalues, computed in real time, violate these theoretical bounds.
The proposed approach is model-independent, computationally
efficient, and straightforward to implement, requiring only the nu-
merical solution of two transcendental equations to determine the
bounds. It further offers design flexibility via tunable parameters
such as the confidence level and window size. The effectiveness of
the detector is validated through both simulation and hardware
experiments across distinct anomaly scenarios for different robots,
including input delay, sensor corruption, and external perturba-
tions. A comprehensive performance evaluation is also presented
using standard metrics such as Detection Rate, False Positive Rate,
Accuracy, and Receiver Operating Characteristics (ROC), along
with a method for effective parameter selection and comparison
with existing works.

Index Terms—Anomaly detection, covariance matrix, matrix
chernoff inequality.

I. INTRODUCTION

OBOTS operating in dynamic environments are suscep-
tible to sensor failures, external disturbances, software
bugs, and other irregularities collectively known as anomalies.
These events can severely compromise performance, reliability,
and safety [1], [2], [3]. As robots are readily being used across
critical domains such as healthcare, manufacturing, and terrain
exploration, robust anomaly detection mechanisms are essential
to ensure dependable robot operation [4], [5]. Early and accurate
detection of anomalies not only prevents system failures but
also enables timely corrective actions, thus supporting safer and
effective robot deployment in real-world settings [6].
Traditional anomaly detection methods often rely on em-
pirically or heuristically selected thresholds [7], [8]. While
convenient, these thresholds are typically scenario-specific and
lack a rigorous statistical or theoretical foundation. More-
over, thresholds chosen by trial-and-error or intuition lead to
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non-reproducible outcomes, hindering scalability and standard-
ization in real-world applications [9]. Some other methods for
anomaly detection in robots rely on accurate system models
for state estimation [2], [10]. However, an accurate system
model can be challenging to obtain and maintain at all times,
particularly in real-world environments where uncertainties and
nonlinearities are prevalent. Alternatively, learning based strate-
gies, such as DL models, have been explored to perform anomaly
detection [11], [12]. However, they often introduce substantial
computational overhead during offline training [2]. This makes
it challenging to deploy them on resource-constrained platforms
such as mobile robots, where accuracy and computational effi-
ciency are critical considerations.

On the other hand, many statistical anomaly detection meth-
ods in robotics rely on classical multivariate techniques such as
Mahalanobis distance based scoring [3], covariance-deviation
tests [13], or PCA/SPC-based monitoring methods and residual
statistics [14]. These approaches typically assume Gaussianity
and a stationary covariance structure. As a result, their detection
thresholds can become unreliable under distribution shift and
changing operating conditions. Additionally, recent strategies
incorporate model-based statistical filtering pipelines [15], [16].
Such methods, however, depend on accurate system models
and tuned thresholds. These limitations motivate the need for
a model-independent statistical alternative that does not warrant
an assumption on the associated distributions and yields theo-
retically grounded thresholds.

In such a scenario, a novel data-driven method is proposed
in this work, which employs statistical tools to derive reliable
thresholds on the nominal behavior of robots. Specifically, the
Matrix Chernoff Inequality [17] is used to derive probabilistic
bounds on the eigenvalues of sum of covariance matrices, which
characterize the error in robot states relative to the desired state.
To the best of our knowledge, Matrix Chernoff Inequality has
not yet been explored in the context of robotic systems. As
opposed to complex learning based approaches, the proposed
detector is simple to implement since it requires solving only two
transcendental equations for obtaining the bounds, and operates
on the well-known covariance matrices and their eigenvalues,
without any dependency on system model. Additionally, since
the bounds are derived from well-established statistical the-
ory, the method is both theoretically grounded and scalable.
Furthermore, its tunable parameters, such as confidence level
and window size, offer design flexibility to adapt to diverse
application requirements. The main contributions of this work
are:

® Probabilistic bounds on nominal behavior are derived using

the Matrix Chernoff Inequality and used to identify anoma-
lies when deviations exceed these statistically grounded
thresholds.
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Fig. 1.  Architecture of the proposed anomaly detector.

e The effectiveness of the proposed anomaly detector is
demonstrated through simulations and hardware experi-
ments, showcasing its ability to identify distinct anomalies
in robotic systems.

An in-depth performance analysis of the proposed detec-
tor is presented in terms of standard evaluation metrics,
including comparison with existing works.

The rest of this work is organized as follows. Sec. II presents
the problem statement and proposed solution. Details of the
proposed solution are presented in Sec. III, followed by its
exemplar applications in Sec. IV. Sec. V presents the results
with an in-depth performance analysis of the proposed detector,
and Sec. VI concludes this work.

II. PROBLEM DESCRIPTION AND PROPOSED SOLUTION

Anomalies in robots typically appear as deviations from their
desired states, termed as state errors. Covariance matrices can
effectively capture these errors by representing both their mag-
nitudes and inter-dependencies, thereby distinguishing between
deviations caused by anomalies (appearing as specific correla-
tions) and random noise (appearing as scattered, uncorrelated
variations). They are symmetric, positive semi-definite and can
be eigen-decomposed, making them useful in a wide range of
applications [18]. In this work, we leverage them to develop a
robust and versatile anomaly detector for robots. The problem
addressed in this work is summarized below.

Problem Statement 1: Designing a Covariance matrix-based
detector for robots that enables accurate detection of anomalies,
maintains robustness to noise, is easy to implement, and elim-
inates the need for heuristically tuned parameters or system-
specific models.

We next discuss the overview of the proposed solution as illus-
trated in Fig. 1. The framework operates in two phases, namely
offline bound computation and online anomaly detection. Dur-
ing the offline phase (gray block in Fig. 1), stored state deviations
from nominal runs are structured into error matrices E, using a
sliding window (green shaded blocks). These are used to com-
pute covariance matrices C'y,, which are then summed over the

past w steps to obtain a cumulative error covariance matrix S
to track state error evolution over time. Since directly comparing
matrices can be complex and may require heuristic metrics, we
use the eigenvalues A (.S ) instead, which are intuitive, compact,
and invariant to orthogonal transformations. Precisely, Matrix
Chernoff Inequality [17] is employed to derive bounds (s, k™)
such that A(S) € (k, k™). During real-time operation (lower
block of Fig. 1), the cumulative error covariance matrix S L 1S
computed from live measurements, and its eigenvalues A(S' k)
are evaluated against the precomputed bounds. If they lie outside
(k~, k™), an anomaly is flagged. Further details of the proposed
anomaly detector are presented in the next section.

III. DATA-DRIVEN ANOMALY DETECTOR

In this section, we present the construction of the cumulative
error covariance matrix S} via the error matrix Fj; and the
covariance matrix C'; using the stored state error data of the
robot offline. Subsequently, probabilistic bounds are derived on
A(S}k) to detect anomalous behavior in real-time.

A. Constructing Cumulative Error Covariance Matrix Sy,
Let the error in i state of the robot be defined as
eilk] = af[k] — a;[k), (1
wherei € {1,2,...,n}and n is the total number of states, z¢[k]

is the desired state, and z;[k] is the measured state at k*" instant.
Rather than using the entire past dataset, we construct a stacked
error matrix over a sliding time window w as

€1 [k‘] (&) [k}] €En [k’]
e[k — 1] ealk — 1] enlk — 1]
k= . . . : )

enlk —w + 1]
2
where each column captures the sequence of error over past
w time-instants for the corresponding state of the robot, and
each row captures the errors across all the states at a particular

e1lk —w+1] eslk —w+1]

Authorized licensed use limited to: INDIAN INSTITUTE OF TECHNOLOGY BOMBAY. Downloaded on March 18,2026 at 13:01:35 UTC from IEEE Xplore. Restrictions apply.



3312

time instant within the window, yielding a w X n matrix. During
detection, this enables utilizing the most recent w data points for
decision-making. Now, we construct S, using E,.

Let the mean error vector over the window w be e =
il;Ek, where 1, is a w x 1 vector of ones. Then, the n X n
error covariance matrix C', is given by

1

Cr=——(Br—1ue) (Br—1uer), ()
where E}, is substituted from (2). While C', can be directly used
as a metric for anomaly detection, it may not capture the effect
of all anomalies. This is because certain anomalies in robots
cause small, gradually emerging deviations in their states, which
are difficult to capture using a single instance of C'; alone. To
address this, it can be beneficial to aggregate covariances over
a broader temporal range. Therefore, we define the cumulative
error covariance matrix S, as

.
Z C,. )

I=k—w+1

Then, the bounds (x~, ™) are derived on the eigenvalues A (S})
using the stored nominal data. However, due to the finite size
of data available and its inherent randomness caused by sensor
noise and dynamic environment, it is impossible to avoid false
triggers completely. We capture this behavior by defining a
confidence level v € (0,1) as

P[A(Sk) ¢ (v ,r7)] <, Q)
representing the tail probability of false triggers. Next, we
present the computation of bounds on eigenvalues of S}.

B. Computing Bounds (k~, k™) on Eigenvalues of S},

Concentration inequalities can provide solid statistical foun-
dations for bounding the probability of deviations from expected
behavior. Since our framework relies on sums of sliding-window
covariance matrices (4), we require concentration results that
extend to matrix random variables, namely matrix concentration
inequalities [17]. Among them, the Matrix Chernoff Inequality
is chosen because it directly applies to sums of positive semidef-
inite matrices, yields sharp exponential tail bounds on eigenval-
ues, and has simple, verifiable conditions [17]. The following
theorem states the proposed method of bound computation using
the Matrix Chernoff Inequality.

Theorem 1: Let S, (4) denote the cumulative error covariance
matrix for the robot at k" instant, constructed by summing
a sequence of w consecutive n X n error covariance matrices
C' (3). Assuming that the maximum eigenvalue of each C,
is almost surely bounded as Apax(C) < R, we define the
minimum and maximum eigenvalues of expectation of S}, as

HMmin ‘= )\min (]E[Sk]) and Hmax = )\max (E[Sk:}) . (6)
Then, the lower and upper bounds on A(Sy) are k= := (1 —
8" phmin and £ := (1 4+ 6”) fmax, where & and 6" are the solu-
tions of

5+ (1= 0)In(1 = 0) + - 1n(%)=o, for § € [0, 1],
(7
;
— (1 In(1 — In(—) =0, f >
5= (L4 0)In1 4) — - — n(%) 0, ford >0, (8)

respectively, for a confidence level y (5).
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proof 1: From the lower Matrix Chernoff Inequality [17], it
can be deduced that for § € [0, 1],

oo
P{ min (Sk) (]. - )Nmin} <n- |:(1_6)1_5

Hmin
R

» 9

and the upper Matrix Chernoff Inequality [17] gives for 6 > 0

Hmax
R

)

]P){)\max(sk) Z (1 + 5)Nmax} S n- |:(1—i—e(5)1+5

(10)
Then, we define the bounds £~ := (1 — &) pin and 67 := (1 +
0) ftmax for (9) and (10), respectively. Now, assuming that vy (5) is
distributed symmetrically on either side of the interval (x~, £™),
we get

P [)\min (Sk) S Hﬁ] S % and P [)\max (Sk) Z K } S

AN\Q

1 1)
Next, we first derive x~, followed by .

Bound on Minimum Eigenvalue of S}, (Amin(Sk)): Tight
bounds can be derived by setting the LHS of (9), (11) equal
to their respective RHS. Subsequently, substituting (11) in the

LHS of (9) yields 3 = n - [W] . Upon rearranging and

taking the natural logarithm of both sides, the transcendental
equation shown in (7) is obtained. Let ¢’ be the solution to (7).
Then, k= = (1 — &) femin-

Bound on Maximum Eigenvalue of S), (Ayax(Sk)): Sim-
ilarly, setting the LHS of (11) equal to RHS, and substituting
it in the LHS of (10) yields § = n - [55m) “#*. Upon
rearranging and taking the natural logarithm of both sides, the
transcendental equation shown in (8) is obtained. Let §” be the
solution to (8). Then, £ = (1 + 0") fhamax-

We now discuss how the derived bounds enable a clear dis-
tinction between nominal and anomalous behavior. Since each
eigenvalue of S quantifies the extent of variance of the robot’s
state errors along a particular principal direction, the interval
(k7,kT) can be viewed as the statistically anticipated range
of this variance during nominal operation under noisy sensors.
If Amin (S falls below the lower limit of nominal variability
Kk, it indicates an unusually small variance in the error dy-
namics, which may arise from an anomaly that suppresses the
natural variations in measured states. Conversely, if Apax(Sk)
exceeds the upper limit of nominal variability ™, it indicates
an abnormally large growth in the cumulative deviation of state
errors, and hence, the presence of an anomaly. This interpretation
allows the bounds (K7, k™) to be viewed not only as abstract
limits derived from the Matrix Chernoff Inequality, but also as
probabilistic bounds distinguishing normal from abnormal robot
behavior.

Remark 1: For using the Matrix Chernoff inequalities to
derive bounds on A(S) (4),C;,l = k —w + 1tol = k, should
be a finite sequence of independent, random, self-adjoint matri-
ces [17]. While C satisfies the self-adjoint property by defini-
tion (3), they are not strictly independent due to overlapping of
sliding windows. However, the inequalities can still be employed
because the temporal dependencies introduced by the overlap-
ping windows are typically weak and do not significantly impact
the concentration behavior of A(S},) (4), rendering the bounds
informative and useful [19].

Remark 2: The confidence level v denotes the likelihood
of identifying an observation as an outlier, where a larger ~y

“mm

Hnlax
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Algorithm 1: Offline Bound Computation.

Initialize: No. of states n, window w, confidence level v
Input: Stored robot state data of length 7'
l:for k = wto T do
for i = 1tondo

eilk] — 22[k] — @;[¥] using (1)
end for
for j =0tow — 1do

for i = 1tondo

EL[j + 1,1 « e[k — j] using (2)

8: end for
9: end for
10: C} < CovarianceMatrix(E}) using (3)
11: end for
12: for k = 2w — 1 to T do
13: forl=k—w+ 1tok do
14: Si <+ S+ C,
15: end for
16: end for
17: Hmax < )\max(E[SkD
18: Solve (8) for 6 to get kT < (1 + &) fmax
19: Compute x~ analogously using (8)

AR A

Algorithm 2: Online Anomaly Detection:

Initialize: Bounds (x~, ™) from Algorithm 1
Input: Real-time measurements &; [k]
1: for £k = 1 to end do
for i = 1tondo

é;[k] + xd[k] — &;[k] using (1) for measurement Z;
end for .
Follow steps 5-15 of Algorithm 1 to obtain Sy,
if .(Sy) & (5, k1) then

Anomaly detected and trigger generated
8: else
9: No anomaly
10:  end if
11: end for

A

increases the risk of false triggers. Its value, generally within
the range v € [0.01,0.001] [20], is at the designer’s discretion.

C. Real-Time Anomaly Detection Using the Bounds (k™ , k™)

Algorithm 1 summarizes the proposed method of bound com-
putation (Sec. III-B), and Algorithm 2 summarizes the steps for
anomaly detection in real-time. Here, trigger value A(Sk) is
computed using real-time measurements, and a practical guide-
line for choosing window length w and confidence level 7 is
presented in Sec. V-B3. Next section demonstrates exemplary
applications of the proposed detector.

IV. SOME APPLICATIONS OF THE PROPOSED DETECTOR

Robots deployed in real-world environments often encounter
practical limitations such as communication latencies, hardware
malfunctions, and dynamic obstacles. Among the most common
anomalies introduced by these limitations are input delay, sensor
data corruption, and external perturbations. This section demon-
strates the application of the proposed detector in detecting these
anomalies.
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Fig. 2. Sensor anomaly detection in a robot.

A. Sensor Corruption Detection

Sensor measurements are the primary source of state feedback
in robotic systems, and their integrity is critical for accurate
perception, decision-making, and control. However, various fac-
tors such as hardware faults, or environmental interference can
corrupt sensor readings, causing controllers to act on misleading
information. Timely and reliable detection of such corruption
can enable deployment of corrective actions before the perfor-
mance degrades. With this motivation, the following application
focuses on detecting anomalous behavior caused by corrupted
sensors in simulations and hardware experiment.

Simulation: ~ 'We first consider a differential-drive robot
with unicycle model and a feedback-linearization tracking con-
troller [21], to generate nominal data in simulations. Linear and
angular body velocities [v,w]' are mapped to right/left wheel

r/2  r/2
r/d —r/d|’
where wheel radius 7 = 0.02m and wheelbase d = 0.05m.
Given the sampling time h = 0.1s, the discrete-time model
xlk + 1) = Agx[k] + By ulk] is obtained from a forward-
Euler linearization of the unicycle dynamics about (6, v). Here,
state vector © = [337 Y, Q]T comprises of x,y coordinates and

speeds via the wheel-body transform M = {

heading angle 6 of the robot, input vector u = [v,w] ", Ag =

1 0 —hwvsiné hcosf 0
0 1 hvcosf |,and B; = |hsinf 0|. Wheel-speed
0 0 1 0 h

saturation is enforced as |wr7l | < 10rad/s. To track the reference
signals (24, yd,0q), the PD controller gains are k, = 1 and
kq = 0.7. Zero-mean Gaussian noise is injected into the sensor
readings with variance 0.01 each, to simulate noisy sensors. This
data is then used to compute the bounds for anomaly detection
(k~, k™) offline via Algorithm 1, with window length w = 5
and confidence level v = 0.01.

Next, real-time anomaly detection is validated via Algorithm
2 by introducing corruption in sensor measurements while the
robot tracks a circular reference path, as shown in Fig. 2 a.
Here, Fig. 2 b focuses on a specific interval of this trajectory
tracking, where k = 190 — 194 depicts nominal behavior during
anomaly-free operation with 1(S},) € (k= k™). Atk = 195, an
additive bias of magnitude 0.1 is manually injected into the x
coordinate measurements to simulate sensor corruption.

This is illustrated in Fig. 2 b, where the blue dash-dotted
line depicts tracking error in = (denoted by e, in Fig. 2 b), and
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Fig.3. Sensor anomaly detection on a URS manipulator arm during pick-and-
place operation.

can also be observed from the zoomed-in plot within Fig. 2 a,
where the solid blue line shows the actual path deviating from
the desired dashed-magenta line after sensor corruption. Fig. 2b
and 2 c illustrate the corresponding anomaly detection process,

where An]ax(.g' «) exceeds k1 at k = 200 (dashed black vertical
line), successfully triggering the presence of sensor corruption
after a short latency of 5 time steps (gray-shaded region between
corruption start and detection instants). Fig. 2 ¢ shows the
binary trigger signal generated by the proposed detector, which
attains value 1 to indicate the presence of sensor corruption,
and is 0 otherwise. Consequently, the proposed detector can
be employed as a triggering mechanism that decides when to
deploy mitigation strategies against sensor corruption, for e.g.,
mitigation methods based on state estimation [22], [23]. In the
following, an experimental validation of the proposed detector
is presented.

Experiment: In practical settings, robots such as 6-DoF ma-
nipulator arm are widely deployed for tasks including assembly,
packaging, pick-and-place, and human-robot collaborative oper-
ations. In such scenarios, anomalies like joint-sensor corruption
can introduce small joint-space deviations that propagate into
significant end-effector errors, adversely affecting grasping ac-
curacy and manipulation precision. To assess the detector under
these realistic conditions, this subsection evaluates the proposed
method through hardware experiments on URS manipulator, as
described below.

The manipulator was operated via the RTDE interface using
a sampling time of i = 0.02 s to perform a pick-and-place oper-
ation, carrying object C from point A (0.475, 0.109, 0.609) to
point B (0.025, —0.486, 0.609), as shown in Fig. 3 a. Joint posi-
tions were recorded from the robot’s internal controller and sub-
sequently passed to the detector. Using nominal (anomaly-free)
waypoint-tracking data collected offline, the bounds (x~, x™T)
were computed via Algorithm 1 with window length w = 3,
confidence level v = 0.01, and average and maximum compu-
tation times were 0.82 s and 0.91 s, respectively.

During online operation, sensor corruption was injected into
Joint-2 (q2), as shown in Fig. 3 b (blue dash-dotted line), in
the form of a deviation having variable bias upper bounded by
+0.2rad. The corruption begins at k = 50 (red solid vertical
line) and persists for 5 consecutive samples. Due to the serial
kinematic structure of the manipulator, this joint-space corrup-
tion is amplified into task-space deviation according to the for-
ward kinematics [24] and can result in an end-effector position
deviation of the order 0.07 m. The presence of this anomaly
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is successfully detected after a short latency of 2 time steps
(gray-shaded region between corruption start and detection),

when AIH&X(S %) (solid magenta line) exits the nominal region
(k~, k™) (green shaded region) at & = 52 (dashed black vertical
line). Fig. 3 c illustrates the corresponding trigger signal, which
is 1 when sensor corruption is detected, and is O otherwise.

B. Delay Detection

Input delays are prevalent in robots due to factors such as
dynamics of low-level actuators and transmission delays when
the controller and robot are not co-located [25]. Even small
delays can degrade performance, amplify oscillations and trigger
instability. Timely and reliable detection of delay can enable
the controller to initiate appropriate mitigation and stabilization
methods before performance deteriorates. With this motivation,
we focus on delay detection in this application.

A one-link robot [24] is considered with moment of inertia
J = 1kg m?, friction coefficient b = 0.05 N m s, link mass m =
1 kg, gravitational acceleration g = 9.81 m/s?, and link length
[ = 0.5m. Using a sampling time ~ = 0.05 s, the linearized dis-
crete model [k + 1] = Ay x[k] + By u[k] is obtained. Here,

state vector & = [#,6]" comprises of the rotation angle ¢ and
angular velocity 0, A; = I + hA, and B; = hB, where A =

0 1 0
{mgl/(] b/J} and B = [1/J
soidal reference Og[k] = Arer Sin(wyerkh) with Ay = 0.25rad
and wyr = 27 rad/s. A discrete LQR controller regulates the
tracking error using @ = diag(40, 6) and R = 0.2. To simulate
noisy sensors, zero-mean Gaussian noise with standard devia-
tion 0.01 is injected to the sensor readings. Using this tracking
data, the bounds for anomaly detection (x~, k) are computed
offline via Algorithm 1, with window length w = 5 and confi-
dence level v = 0.01. Next, a 7-step delay is introduced in the
input of the robot such that x[k + 1] = A,y x[k] + By ulk — 7).
Real-time anomaly detection is then validated using Algorithm
2 when 7 =1 for k=25—-31 and 7 =2 for k =50 — 55.
This is illustrated via blue dash-dotted line in Fig. 4 a, which
indicates the presence or absence of input delay. Fig. 4 b shows
the trigger value (solid magenta line) along with the nominal
region (™, k) (green region within dashed red lines). Fig. 4 b
marks trigger instants. When 1-step input delay starts at kK = 25
(solid red vertical line), A. S &) exits the nominal region at k = 30
(dashed black vertical line), and the detector successfully trig-
gers the presence of this delay. The vertical gray shaded region
indicates the detection latency. Later, a 2-step delay is introduced
similarly at £ = 50, which is successfully detected after a short
latency of 2 steps at k = 52 (dashed black vertical line). The
shorter detection latency for 2-step delay arises because higher
delays cause larger deviations of the robot from its desired state
(1), pushing A(S’k) more rapidly beyond the nominal bounds
(57, k). This behavior of the proposed detector is beneficial, as
faster detection of higher delays is desirable. Once the presence
of delay is established, its value 7 can be estimated using existing
approaches [26], [27], and the system can be stabilized through
state-of-the-art techniques [28].

] . The joint tracks a sinu-

C. External Perturbation Detection

Robots often operate in dynamic and unpredictable environ-
ments, where they may experience external perturbations, such
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Fig. 4. Delay anomaly detection in a robot. (a) Trigger values vs time instant.
(b) Triggers vs time instant

as repositioning after encountering obstacles or interference
from humans. These perturbations can deviate the robot from
desired trajectory and compromise their performance. Timely
and reliable detection of external perturbations enables the con-
troller to deploy mitigation strategies such as adapting control
inputs, or initiating recovery maneuvers, before adverse effects
escalate. With this motivation, the following application focuses
on detecting perturbations anomaly.

Firstly, we state the nature of perturbations considered in
this application. Perturbations appear as deviations ¢ from the
current state of the robot x[k], such that the perturbed state
Zprirb|k] = x[k] + . These deviations may be instantaneous
spikes or small, gradual shifts over time. Next, the real-time
performance of the proposed detector in detecting perturbations
is validated through hardware experiments.

Experiment: A set point tracking experiment is performed
using a Turtlebot3 Waffle-Pi robot in an 3m x 3m experimental
arena. The initial and final (desired) positions of the robot
were (0.63,1.15) and (1.70, —1.20), respectively. Control input
u € R? : |Jul|» < 0.22m/sec due to hardware constraints of
the robot. An 8-camera Vicon Motion Capture system was used
for tracking robot positions, which were fed back to a central
computing unit to calculate the control inputs using the MPC
framework described in [29]. The data obtained during this
experiment is used to compute bounds (™, £ 1) via Algorithm 1,
with window length w = 3 and confidence level v = 0.01. The
corresponding average and maximum computation times were
0.59 s and 0.67 s, respectively.

Next, the experiment is repeated to validate real-time anomaly
detection, as shown in Fig. 5. In the snapshots depicted in Fig. 5
a, solid green circles highlight the desired position of the robot.
Using the proposed anomaly detector, trigger value computed
from real-time sensor data A(S}) € (k~, k) for k=1—6,
indicating nominal operation. A perturbation is then introduced
in the robot, as shown by a red arrow in Fig. 5(a). This is also
illustrated through the blue solid vertical line in Fig. 5(b), which
indicates a perturbation § € R? : ||8]| & 1.2m introduced at

k=7 Atk =8, AmaX(S’ 1) exceeds kT, indicating the presence
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of perturbation (black dashed vertical line in Fig. 5(b). There-
fore, the proposed detector successfully detects perturbation
anomaly during hardware experiments. Once perturbation is
detected, suitable mitigation strategies [7], [30] can be deployed
to enable the robot to reach the target smoothly. Additional
simulations with gradual perturbations are conducted in the next
section.

V. RESULTS AND DISCUSSIONS

This section presents the performance evaluation of the pro-
posed detector in terms of standard metrics, comparison with
existing works, and related discussions.

Simulation Setup: Consider a robot having discrete-time
LTI dynamics z[k + 1] = Agx[k] + Bgulk], where x[k] €
R?, ulk] € R?, Ay =1I, By = hI,and h = 0.01s is the sam-
pling time. Input is bounded by ||u||~ < 2.5. The state mea-
surements are assumed to have additive Gaussian noise with
mean g = 0.01 and variance o2 = 0.01. The robot tracks a
reference trajectory using the MPC framework described in [29],
with weight matrices Q = 151, R = 81, and using a system
equipped with Intel Core i7 CPU and 16gb of RAM. Nominal
(anomaly-free) tracking data of robot states is thus obtained,
which is used to derive the bounds (£, k1) via Algorithm 1
with a confidence level v = 0.01 and window length w = 3. To
validate detection performance, perturbations 6 € R? : ||| <
0.6 (as defined in Sec. IV-C) are introduced in the robot at
k = 10, 25, 40 for three consecutive steps each, during the tra-
jectory tracking task. The following performance metrics are
then computed.

Performance Metrics: True triggers (1T are correct de-
tections when both anomalies and triggers are present. True
negatives (7'N) indicate the absence of both. While false triggers
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TABLE I
COMPARISON OF THE PROPOSED METHOD WITH EXISTING WORKS
Method IT FT Accuracy Detection Rate FPR FIl-Score Avg. I-T Max. I-T
Heuristic bound [7] 5 24 0.73 0.33 0.21 0.22 1.98 8
Heuristic bound for Covariance Matrix [13] 9 16 0.82 0.67 0.14 0.47 2.56 10
Sliding window Mahalanobis distance [3] 14 10 0.90 0.95 0.08 0.71 3.85 15
Hybrid Model-Data FDD [16] 14 7 0.93 0.98 0.06 0.79 4.68 19
Multi-IMU Kalman Filter [15] 14 6 0.94 1.00 0.07 0.82 5.20 18
Proposed Detector 15 5 0.96 1.00 0.04 0.85 6.29 21

TABLE II

(F'T) denote triggers without anomalies, false negatives (F'IN)
are undetected anomalies. Then, the false positive rate (FPR)

PERFORMANCE VARIATION WITH 7, w, ft, AND o?

= % measures how often the detector triggers incor-
. . 2 + -

rectly. The detection rate (recall) = % quantifies the ¥ % # o & FPR Accu Fi-Sc. Det dl
proportion of actual anomalies correctly detected. Accuracy= %1 2 005005 169 011 090 0.65 0.03

(TT+TN) 01 2 007 005 146 013 0389 0.62 0.04
(TTTTNFTTFN) fepresents the overall correctness of thede- 01 2 005 007 155 012 089 0.63 0.04
tector’s decisi Precision— —ZT ndicates the fracti 0.1 4 005 005 092 010 091 0.67 0.02
ector’s decisions. Precision= 7777y, indicates the fraction 7 4 o7 005 o082 o011 09 0.64 0.03
of detected anomalies that are indeed true, while the F1-score is 0.1 4 005 007 08 010 0.90 0.66 0.03
the harmonic mean of precision and recall. Further, the average 091 2 005 005 233 007 093 073 0.02
inter-trigger time (Avg. I-T) reflects the mean interval between 001 2 007 005 170 0.10  0.90 0.65 0.03
two consecutive triggers, whereas the maximum inter-trigger 001 2 005 007 191 010 091 ~ 0.67 0.03
: . 001 4 005 005 122 006 093 0.74 0.01
time (Max. I-T) denotes the longest observed interval between 00l 4 007 005 105 010 090 0.66 0.02
two triggers. Using the above simulation setup, the proposed 001 4 005 007 110 009 091 068 0.02

detector is compared with existing methods as follows.

A. Results and Comparison

Table 1 presents a performance comparison of the proposed
detector with heuristically chosen threshold [7], covariance
matrix based approach [13], sliding-window Mahalanobis dis-
tance [3], hybrid model-data approach [16], and Kalman filter-
based method [15], all evaluated under the identical simula-
tion setup described in Sec. V. Notably, the proposed detector
demonstrates a substantial improvement in minimizing F'T’,
generating only 5 F'T', compared to 24 in [7], 16in [13], 10in [3],
7 in [16], and 6 in [15]. This improvement arises because our
method derives statistically grounded eigenvalue bounds using
Matrix Chernoff Inequalities, which suppress noise-driven false
triggers. Consequently, the Fl-score reaches 0.857, compared
to 0.225, 0.470, 0.715, 0.790, and 0.820 for [7], [13], [3], [16],
and [15], respectively. This is because our method jointly
achieves high precision and recall. Similarly, the accuracy of
the proposed detector reaches 96%, significantly outperforming
the rest, as probabilistic bounds balance sensitivity to anomalies
with robustness against noise. While all methods demonstrate
reasonable detection rates, the proposed detector achieves the
detection rate of 1 by capturing both abrupt and gradual devia-
tions. Additionally, the average and maximum inter-trigger times
for the proposed detector are 6.29 and 21, respectively, which are
significantly higher than those of the others (Avg. I-T ranging
from 1.98 to 5.20, Max. I-T from 8 to 19, as shown in Table 1).
This observation is supported by the reduction in total number
of triggers observed in the proposed method. Extending this
discussion to DL methods, it is observed that they often demand
extensive offline training, typically needing several minutes to
hours [31], [32]. In contrast, the proposed method computes the
detection thresholds in under 1 s via simple matrix operations
and evaluates each trigger value in only 1 — 3 ms. This keeps
the online detection delay minimal, enabling the method to offer
both rapid offline setup and fast online response.

Accu.:Accuracy; F1-Sc.:F1-Score; Det. dl.:Detection Delay (s)

B. Discussions

A deeper analysis of the proposed detector is now presented.

1) Effect of Confidence Level v and Window Length w: The
results shown in Table 2 are derived under different v and w. It
can be observed that for a fixed ~y, the upper bound x* decreases
as w increases.

Fore.g., at v = 0.1, k™ drops from 1.69 (for w = 2) to 0.92
(for w = 4). This is because longer w overcomes the effect
of random fluctuations in covariance matrices, yielding tighter
bounds and a reduction in F'T". Conversely, for a fixed w, k™
increases as 7y decreases, i.e., more conservative bounds are
obtained for lower . For e.g., at w = 2, k™ rises from 1.69 at
~v = 0.1t02.33 aty = 0.01. This increase in s is accompanied
by lower FPR values, and improved Accuracy and F1-Score.

2) Effect of Noise Parameters: Noisy measurements also
influence the detector performance, as shown in Table 2. In-
creasing the noise mean p from 0.05 to 0.07 (with variance
fixed) or increasing variance o from 0.05 to 0.07 (with mean
fixed) reduces x 1 and results in higher FPR and detection delay,
and lower Accuracy and F1-Score. Fore.g.,aty = 0.01, w = 2,
raising p from 0.05 to 0.07 lowers k™ from 2.33 to 1.70 and
increases FPR from 0.070 to 0.104 and detection delay from
0.01 to 0.02, while Accuracy drops from 0.93 to 0.90. Neverthe-
less, the detector maintains reasonably good performance across
all settings. In summary, decreasing ~ strengthens the bounds
and improves robustness, increasing w reduces noise-driven
FT, while increasing noise x or o2 degrades performance. By
carefully tuning ~y, w relative to the noise parameters, desirable
performance can be achieved.

3) Confidence Level v and Window w Selection: While both
~ and w can be tuned to obtain suitable bounds, + is typically at
designer’s discretion for choosing a fat- or thin-tail (Remark 2).
To choose the best w for a given vy, one can utilize the ROC curve
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obtained for a fixed y, as shown in Fig. 6. Here, the performance
of the proposed detector is observed by plotting Detection Rate
against FPR for different values of w. Precisely, ROC is obtained
for v = 0.001,0.01,0.1 by varying w = 0,1, 2,.... The green
triangle at (0,1) indicates the score of an ideal detector, denoting
detection of all anomalies without F'T". Consequently, the w
value that yields FPR and Detection Rate closest to the ideal
score is the best w for a given . For e.g., w = 3 is identified as
the best w for v = 0.01, and marked by a magenta star in Fig. 6,
signifying the best achievable trade-off between high Detection
Rate and low FPR for the chosen settings.

VI. CONCLUSION

A novel data-driven, covariance matrix-based anomaly de-
tector is proposed for robots by leveraging the Matrix Chernoff
Inequality. An in-depth performance analysis of the proposed
detector is presented by introducing anomalies in robot states
during simulations and hardware experiments. Its versatility
was validated across three different scenarios, namely detecting
sensor corruption, delay and perturbation anomalies, in various
robot setups, each governed by a different controller. Addition-
ally, the proposed detector exhibits effective performance in
terms of standard metrics and comparison with existing works.
Future work will focus on identification of malicious attacks, and
coupling anomaly-specific mitigation with the proposed detector
for appropriate control input selection.
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