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Abstract— Localization is one of the most important tasks for
mobile robot operations. Without such capability, a robot may
wander toward unsafe states and never complete a desired task.
Such capability is even more important in multi-robot system
(MRS) operations in which their motion is coordinated based on
consensus schemes that leverage information from surrounding
neighbors. Thus, in the event of compromised or malfunctioning
on-board positioning sensing (e.g., due to cyber attacks or
faults) on individual robots, the entire robotic system may be
hijacked toward undesired states. In this work, we target this
problem by proposing a decentralized framework where: i)
robots with loss of localization capabilities detect the anomalous
behavior then generate a notification signal within information
exchanges to alert neighboring robots, and ii) neighboring
robots leverage their mobility to aid in recovery allowing com-
promised robots to re-localize. Our framework is validated in
simulations and lab experiments on proximity-based formations
of homogeneous unmanned multi-robot swarms.

I. INTRODUCTION

Localization sensing is one of the most critical information
required to achieve intelligent and autonomous capabilities
in unmanned systems like autonomous mobile robots. Global
Positioning Systems (GPS) are the most common sources for
outdoor positioning, but there exists other sensing methods
to localize, such as: proximity sensors, radio frequency (RF),
external cameras, and LiDAR [1]. However, security-related
threats and faults to positioning sensors can compromise
system operations, with examples demonstrating catastrophic
consequences that include GPS spoofing to divert vessels off
course [2] and GPS interference on unmanned aerial vehicles
that cause undesirable control behavior leading to crashes [3].

The issue of undesirable on-board positioning sensing is
exacerbated within multi-robot systems (MRSs). When left
unchecked, compromised robots can negatively impact the
entire system’s operational performance by hijacking the
MRS motion to unsafe regions. Resilient measures have been
incorporated to MRSs to ensure continued safe operations in
the presence of uncooperative robots within a swarm [4]–[6].
To accomplish this, most methods (e.g., [6]–[8]) make the
uncompromised robots typically “ignore” any misbehaving
robot to remove undesirable effects that could compromise
the MRS mission. Thus, robots experiencing cyber attacks
or faults are essentially discarded without a recovery method
implemented. In turn, discarded agents can potentially enter
undesirable/restricted regions within the environment and the
asset will be more likely lost or damaged.

In this work, we propose a recovery framework that lever-
ages MRS mobility to cooperatively recover compromised
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(a) (b) (c)
Fig. 1. A pictorial representation of the cooperative recovery problem we
wish to solve. Uncompromised robots (in blue) perform (a) detection of the
faulty robot, (b) cooperative behavior mode to act a mobile landmarks, and
(c) aid in re-localization (recovery) of the compromised robot (yellow).

robots that experience cyber attacks or faults to on-board
positioning sensors, as depicted in Fig. 1. Robots that detect
compromised sensing send a notification signal within infor-
mation broadcasts to create a detectable signature to alert
neighboring robots. Upon detection of unreliable sensing
capabilities, compromised robots perform checkpointing for
state reconstruction and compute reachable sets to ensure
safety while continuing to navigate in the environment.
Detection of the notification signature triggers the neighbor-
ing uncompromised robots to perform a cooperative motion
behavior to come within sensing/visual range (i.e. mobile
landmarking) to aid in re-localizing the compromised robot.
Our decentralized framework is designed to be robust within
various environments, such as environments that may be
absent of known landmarks that could be used for local-
ization. We also assume that robots will nominally operate
beyond distance/visual sensing range from each other. In
other words, we assume that we cannot count on any
landmark (static or mobile) to perform localization. We build
upon our previous works where we leveraged residual-based
detection techniques to discover anomalous behaving agents
subject to stealthy cyber attacks [5] and to infer safety-critical
information via hidden signatures within broadcast data
exchanges [7]. We summarize our contributions as follows:
i) we propose a detection scheme that leverages an expected
randomness model of a signal to broadcast notification
signatures alerting neighboring robots of unreliable on-board
positioning sensors and ii) we present a decentralized control
framework by using neighboring mobile robots as landmarks
to cooperatively recover (re-localize) compromised robots.

A. Related Work

The topic of resilient MRS operations has been extensively
researched recently in the robotics community [9]. Within
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the cooperative localization literature, in an early work [10],
robots in a swarm were leveraged as landmarks splitting
the swarm into two subgroups differing in roles and motion
from each other and a decentralized approach is proposed in
[11] to alleviate scalability issues. Authors in [12] utilize
the joint estimate of robot poses using both centralized
and decentralized methods for robots to estimate their pose
from the shared information between other robots. These
methods however suffer from scalability issues and have
strict requirements on swarm size prior to an operation. Other
works have improved upon scalability issues by leveraging
the Covariance Intersection Algorithm to perform belief
updates of neighboring robots in a decentralized manner [13].

We also find works that cover approaches for MRS re-
siliency from various types of attacks/faults on: sensors,
actuators, communications, and physical damage [9]. For
example, authors in [14] propose a recovery framework
on swarms to utilize LOS measurements when localization
sensors fail, with the assumption that neighboring agents
are within visual range at all times. In [6], authors propose
a resilient flocking framework that leverages a consensus
algorithm along with a hybrid control policy that maintains
connectivity of the mobile robot team when uncooperative
robots share incorrect information. In [15], the Cumulative
Sum detector is used to discover spoofs to localization
sensors of individual robots within MRSs to isolate and
remove malicious agents. Different from these works, we
assume that robots operate in unknown environments (i.e.,
lacking known landmarks) and are positioned beyond range
sensing of other robots. When a cyber attack or fault occurs
to positioning sensors, an impacted robot loses the ability to
localize itself within the environment. In turn, it is necessary
for neighboring robots to aid in recovery for re-localization.

II. PRELIMINARIES

Let us consider a multi-robot system of Nr homogeneous
robots modeled as a directed graph G = (V, E). We denote
V = {1, . . . , Nr} as the robot set and the edge set E ⊂ V×V ,
where an edge (i, j) ∈ E indicates a connection from robot
i ∈ V to robot j ∈ V . We consider each robot i can be
represented in a linear time-invariant (LTI) state space form

xk+1
i = Axki +Buki + ν

k
i (1)

yki = Cxki + η
k
i (2)

with state A and input B matrices, state vector xki ∈ Rn,
control input uki ∈ Rm, and νki ∈ Rn denoting zero-mean
Gaussian noise. All Nr robots rely on noisy sensors repre-
sented by the output vector yki ∈ RNs with the output matrix
C and zero-mean Gaussian noise ηki ∈ RNs at discrete-time
iterations k ∈ N. However, our framework is agnostic to
the dynamical model of the robots. Each robot i utilizes a
Kalman Filter to provide a state estimate x̂ki ∈ Rn and range
sensor(s) with a limited range δr > 0 for collision avoidance.
We represent the edge set by EU =

{
(i, j)

∣∣j ∈ Si,∀i ∈ V
}

that is defined within our control graph GU = (V, EU ) of the
robot set V , where Si ⊂ V is a neighboring robot set that a
robot i utilizes for proximity-based control. The communica-
tion model assumes that any robots i and j positioned within
a maximum communication range δc ≫ δr from each other

can communicate. Information Ii = ⟨x̂ki ,uki ⟩ exchanged by
any robot i ∈ V in broadcasts consists of its state estimate
and control input.

In an effort to cooperatively maintain a desired proximity-
based formation, the robots within the MRS exchange state
information with each other. Each robot i ∈ V computes its
control input uki that obeys a control consensus U(·, ·) to
achieve the desired inter-robot proximity by:

uki = U
(
x̂ki , x̂

k
j

)
(3)

where j ∈ Si and i ̸= j.

A. Threat Model
We assume the multi-robot system is navigating within

an adversarial environment M ⊂ R2, where robots may
be subject to malicious cyber attacks or faults to on-board
positioning sensors. During a cyber attack, we assume that an
attacker can persistently modify position measurements with
false information in an attempt to intentionally hijack the
MRS. Furthermore, position sensors may experience various
faults, such as: drift, scaling, and hard faults [16]. Without
loss of generality, we characterize both attacks and faults to
sensor measurements on-board a robot i as

ỹki = yki + ξ
k
i = Cxki + η

k
i + ξ

k
i (4)

with ξki denoting the vector considering an attack or fault to
position measurements.

B. Problem Formulation
We consider an MRS tasked to navigate within an environ-

ment with the assumption that they maintain communication
connectivity, but operate beyond visual/sensing range from
each other. Robots that experience cyber attacks or faults to
positioning sensors can impede on the ability of all robots
within the MRS to successfully execute the mission. The
goal here is to find a strategy to cooperatively identify and
recover robots that have lost localization capabilities.

Problem 1: (Cooperative Detection and Recovery) Con-
sider an MRS tasked to navigate an unknown environment
towards a goal at position pg ∈ M. Create a decentralized
policy for any robot i ∈ V to detect that a neighboring
robot j ∈ V has lost localization capability (i.e., ξkj ̸= 0)
and switch to a cooperative recovery control mode ŭki to
re-localize the compromised robot j such that:

E[pkj − p̂kj ] = 0. (5)

with pkj and p̂kj denoting the true and estimated positions of
a compromised robot j ∈ V .

III. COOPERATIVE RECOVERY FRAMEWORK

The diagram in Fig. 2 highlights the overall architecture
of our approach to allow for resilient MRS operations.
Each robot i monitors its on-board positioning sensors for
consistent behavior. Upon detection of anomalous sensor
behavior, compromised robots perform state checkpointing
and reachability analysis to maintain safety during the ab-
sence of localization capabilities. A compromised robot then
generates a notification signal to notify nearby robots of
its loss of localization capabilities. Detection of the alerting
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Fig. 2. The overall architecture of our framework followed by each robot.

signature by neighboring robots triggers a cooperative control
mode to aid in recovery by coming within sensing range to
provide mobile landmarks, allowing a compromised robot
to leverage a particle filtering-based method to re-localize
itself within the environment. Next, the on-board anomaly
detection procedure performed by each robot is presented.

A. On-board Sensor Anomaly Detection
During operations, each robot i computes the measurement

residual to monitor for consistent behavior from its on-
board position sensor measurements [5]. We define the
measurement residual as rki = ỹki −Cx̂ki which is a normally
distributed vector rki ∼ N (0,Σi). Σi is the expected
measurement residual covariance matrix during nominal con-
ditions. We employ the chi-square detection scheme where
the measurement residual vector is reduced to a chi-squared
scalar test measure defined by zki =

(
rki
)T

Σ−1
i rki . The chi-

square detector on-board a robot i triggers an alarm ζi = 1
when zki > τ is satisfied where τ ∈ R+ is a user-defined
threshold, otherwise ζki = 0. When the estimated alarm rate
Âki no longer follows the expected alarm rate E[A]:

Âki ̸= E[A] −→ Anomaly Detection (6)

a robot i concludes that a cyber attack or fault has occurred
to its positioning sensor then subsequently places itself in
the compromised robot set i ∈ VC

i , where VC
i ⊂ V [5].

B. Checkpointing and Reachability for Safe Motion
With the positioning sensor deemed compromised, a robot

can no longer rely on its position estimate while navigat-
ing. A compromised robot performs state reconstruction via
checkpointing and reachability analysis along with a virtual
physics-based scheme to maintain the system safety to avoid
reaching undesired areas A ⊂ M in the environment M.

1) Checkpointing for State Reconstruction: Once a robot i
detects a failure to its localization sensor, the robot leverages
saved historical information of the robot’s states and control
inputs over a window of length L ∈ N. To recover the system
state, the robot “goes back” to a time when the state was
considered safe to reconstruct an estimate of the failed state
elements, by using a checkpointing and recovery procedure
[17]. The robot then rolls forward the checkpointed state
by utilizing the stored control inputs from the checkpointing
time k−L up until the present time k. From this roll-forward
procedure [17], a reconstructed state ˆ̄xki ∈ Rn is computed
by ˆ̄xki = ALx̂

(k−L)
i +

∑L
l=1 A

l−1Bu
(k−l)
i that is then used

for control purposes. We assume the window length L of
historical data is chosen to contain enough information to
detect position sensor anomalies [17].

2) Reachability Analysis: With the loss of localization
capabilities, we want to ensure that compromised robots do
not enter an undesired area A ⊂ M within the environment.
Compromised robots are tasked to compute a reachable set
Ri ⊂ M that is based on the dynamical and noise models
to provide all possible positions that the robot’s true state
may be located given the localization uncertainties to help
avoid navigating into any undesired areas. We utilize Monte
Carlo simulations to generate reachable sets [18] where
ellipsoid bounds εk

∗

i of the reachable set Ri are computed.
This method encompasses all possible locations of an ith
compromised robot, where k∗ is the time since beginning
the reachable set computation.

3) Safe Motion: For a compromised robot i to ensure
safety while in motion, the goal is to maintain a safe distance
away from any known undesired restricted area A ⊂ M.
To do this, the robot includes a virtual spring from the
minimum distance between the reachable set bounds εk

∗

i and
the undesired region to provide a repulsive force modeled as:

uki,A = κA(liA − l0o)d⃗iA, if liA < l0o, (7)

where liA = min
∥∥εk∗i − pA

∥∥ and pA ∈ R2 are positions
within the undesired region A. The spring constant is rep-
resented by κA, while l0o > 0 is a safety distance, and d⃗iA
indicates the unit vector of the repulsive force direction. The
safe control input of compromised robot i follows:

ūki = uki,A + κigligd⃗ig − γiˆ̄v
k
i (8)

with lig = ∥pg − ˆ̄pki ∥ denoting the distance between the
goal point and the reconstructed position estimate, κig is
the spring constant, and d⃗ig is the unit vector for the force
direction. γi > 0 and ˆ̄vki are damping coefficient and the
reconstructed velocity estimate, respectively. This allows the
compromised robot to safely continue navigating toward the
goal point while a reliable position estimate is unavailable.

C. Notification Signature Generation and Detection
Next, we formalize the notification signal that compro-

mised robots emit to neighboring robots to trigger coopera-
tive recovery. We begin by modeling an inter-robot residual
that robots leverage to monitor for consistent behavior of
neighboring agents [7]. Each robot i ∈ V exchanges its
state estimate x̂kj and control input ukj to enable neighboring
robots to predict its motion. A robot i is then able to make
state predictions x̂k+1

ij ∈ Rn of any nearby robot j ∈ V by
computing x̂k+1

ij = Ax̂kj + Bukj . A robot i then computes
an inter-robot residual

rkij = x̂kj − x̂kij (9)

to monitor for nominal behavior of a robot j. The expectation
of the inter-robot residual vector follows rkij = N (0,Σij) ∈
Rn, with each element q = {1, . . . , n} is characterized by

E[rij,q] = 0, Var[rij,q] = σ2
ij,q =

Ns∑
s=1

(
K(q,s)σj,s

)2

(10)

where K(q,s) is the element in the qth row and sth column
of the Kalman gain K [7]. Next, we formalize a procedure
to generate a notification signal to alert nearby robots.
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1) Notification Signal Generation: Once a compromised
robot i ∈ VC

i detects anomalous sensor behavior (6), it
desires to produce a detectable signature within the broadcast
information, all while the inter-robot residual (9) continues
to follow the expected distribution. The compromised robot
leverages the reconstructed state ˆ̄xki and safe control input
(8) to compute the next reconstructed state estimate to time
k + 1 by integrating forward system dynamics, as follows:

ˆ̄xk+1
i = Aˆ̄xki +Būki . (11)

Additionally, the compromised robot i overlays a notifica-
tion signal wk

i ∈ Rn to the reconstructed state by

ˆ̄xki,N = ˆ̄xki +wk
i (12)

which is an additive Gaussian distributed vector that emulates
the stochastic state estimate behavior from the viewpoint of
neighboring robots. The updated state (12) containing the
overlaid signal is then broadcast to the nearby robots. In
the following Lemma, we show how a compromised robot
j ∈ VC

j constructs the notification signal wk
j such that the

inter-robot residual (9) maintains the expected distribution as
in nominal conditions from the perspective of a robot i.

Lemma 1: A compromised robot j ∈ VC
j covertly dis-

guises the notification signal wk
j such that the inter-robot

residual distribution from the perspective of neighboring
robots emulates nominal behavior if each element q =
{1, . . . , n} of the notification signal vector follows E[wj,q] =
0 and Var[wj,q] =

∑Ns
s=1(K(q,s)σj,s)

2

2 .
Proof: We first consider the forward dynamics in (11)

and inter-robot prediction x̂k+1
ij where both leverage the same

state space dynamics and control input but compute one step
ahead projections with differing states. The compromised
robot j projects forward with the deterministic dynamics the
state ˆ̄xki while the neighboring robot i uses the state ˆ̄xki,N
from (12) which contains the notification signal. A neigh-
boring robot i monitoring inter-robot residuals of robot j, is
in effect monitoring the difference between two consecutive
Gaussian notification signals overlaid in the state information
at times k and k − 1, denoted by the difference vector
dkij = wk

j −wk−1
j . Given this, the expected distribution of

each qth difference vector element follows:

E[dkij,q] = E[wkj,q]− E[wk−1
j,q ] = 0,

Var[dkij,q] = Var[wkj,q] + Var[wk−1
j,q ] = 2Var[wj,q].

(13)

Setting the difference vector dkij ∼ N (0, 2Var[wj ]) equal
to the expectation of the inter-robot residual (9), we establish
that the notification signal must contain properties:

E[wj ] = E[rij ], Var[wj ] =
Σij

2
, (14)

thus each element of the notification signal wj,q follows

E[wj,q] = 0 and Var[wj,q] =
∑Ns

s=1(K(q,s)σj,s)
2

2 thereby,
concluding the proof.

By employing the deterministic forward dynamics (11)
with the notification signal (12), the observation of the inter-
robot residual from the perspective of a neighboring robot re-
mains unchanged (i.e., preserved Gaussian distributed prop-
erties). However, the inter-robot residual contains a differing

sign randomness signature from the nominal operating con-
ditions. Next, we describe the conditions for nearby robots
to implement in order to observe a change in inter-robot
residual sign switching rate (i.e., randomness properties).

2) Notification Signal Detection: To detect a randomness-
based notification signal (12), a robot i monitors an inter-
robot residual sign switching rate ψij =

[
ψij,1, . . . , ψij,n

]T
of nearby robots j ∈ V . The following procedure triggers an
alarm (i.e., ζkij,q = 1) when a sign switch occurs on any qth
inter-robot residual element at a time k by:

ζkij,q =

{
1, if sgn

(
rkij,q

)
= −sgn

(
rk−1
ij,q

)
0, otherwise.

(15)

The sign switching alarm ζkij,q ∈ {0, 1} is then sent to
a runtime alarm rate estimation algorithm [7] to provide an
updated estimate of the sign switching rate ψ̂kij,q ∈ [0, 1].

Lemma 2: Given a inter-robot residual (9) during attack-
free conditions, the expected value and variance of the sign
switching rate to signify nominal random behavior follows
E[ψ] = 1

2 and Var[ψ] = 1
4(2ℓ−1) , respectively.

Proof: See [7] for a similarly designed proof.
The overlaid notification signal wk

j by a robot j transforms
the stochastic inter-robot residual variable to contain serial
randomness characteristics [19] while observed by a robot
i. The following Lemma provides the required observed
sign switching behavior by a robot i to determine that a
neighboring robot j is emitting the notification signal.

Lemma 3: A robot i ∈ V detects the notification signal
wk
j from a compromised robot j when the observed inter-

robot residual (9) sign switching rate for all q = 1, . . . , n
elements satisfy ψ̂kij,q ∈ [Ψ′

−,Ψ
′
+].

Proof: See [7] for a similarly designed proof.
After a robot i identifies that a robot j is compromised,

robot j is included into the compromised robot set j → VC
i .

Corollary 1: Given a user-defined window length ℓψ >
0 for a robot i to estimate inter-robot sign switching rate
elements ψ̂ij,q , q = 1, . . . , n of a robot j, the probability of
false detection (FD) is described as Pr(FD) = β.

Proof: Under the assumption that each qth inter-robot
residual element is independent, the probability β that a qth
sign switching alarm rate ψ̂ij,q travels above the lower bound
for notification signal detection (i.e., ψ̂ij,q > Ψ′

−) follows:

β ≈ 1−
∫ Ψ′

−

−∞
f
(
X

∣∣ E[ψ],Var[ψ]),
≈ 1−

∫ Ψ′
−

−∞

1√
2πVar[ψ]

exp

{
− 1

2

(
X − E[ψ]√

Var[ψ]

)2} (16)

where f
(
X

∣∣ E[ψ],Var[ψ]) denotes the probability density
function of the sign switching alarm rate under nominal
conditions. Then, the probability for at least ns ∈ {1, . . . , n}
sign switching rate elements to travel above the lower
detection bound (during nominal conditions) is found by:

Pr(FD) =

n∑
ns=1

(
n
ns

)
βns(1− β)n−ns (17)

such that when ns = n (i.e., a false detection) results in
Pr(FD) = βn, thus concluding the proof.
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D. Cooperative Recovery
In this subsection, we describe the decentralized coopera-

tive behavior of a robot i that detects a notification signature
from a compromised robot j ∈ VC

i that also belongs to
its control neighbor set j ∈ Si. A robot i switches to a
cooperative control mode to move within sensing range of
the compromised agent to provide itself as a mobile landmark
for recovery.

Neighboring robots employ cooperative motion to aid
in recovery of compromised robots via a commonly-used
“spiral in” pattern (i.e., encircling, rotating, and converging
motion) used in search and recovery [20]. First, each cooper-
ative robot i estimates who the other cooperative neighbors
h of the compromised robot j ∈ VC

i are for cooperative
recovery by leveraging Gabriel Graph (GG) rule [21], a
connected graph with no crossing control edges [5]. A robot
i estimates the cooperative set Ĉj,i of robot j by:

Ĉj,i =
{
h′ ∈ V

∣∣ ĵhh′ ≤ π/2, h, h′ ∈ V \ VC
i

}
(18)

where ĵhh′, j ̸= h ̸= h′ is the interior angle of the
three robot position configuration and positions of robots
h, h′ ∈ V \ VC

i are received from information broadcasts.
Each cooperative robot i utilizes the estimated set Ĉj,i to
maneuver into locations to surround the compromised robot
j in equal angular intervals. The desired angle between the
other cooperative robots follows θ̂desi = 2π

|Ĉj,i|
. To maintain

the desired intervals between its cooperative neighbors while
encircling around the compromised robot j, each robot i
includes a control input to generate the tangential force:

uki,E =
[
κE(θ̂

des
i − îjhLi )− κE(θ̂

des
i − îjhRi )

]
d⃗ij(⊥) (19)

where κE is a user-defined control gain, while hLi and hRi are
the nearest cooperative neighbors to the left and right from
the perspective of robot i, respectively. Additionally, îjhLi
and îjhRi denote inner angles between the nearest left and
right cooperative neighbors and d⃗ij(⊥) denotes the direction
of the tangential force from the vector of robots i to j.

Simultaneously, each cooperative robot i rotates around
and converges toward the received position coordinate of the
compromised robot j that are computed by:

uki,R =
[
κR(lij − l0v′)

]
d⃗ij(⊥),

uki,C =
[
κC(lij − l0v′)

]
d⃗ij ,

(20)

to generate the rotational uki,R and converging uki,C motion.
Parameters that determine control behavior are the gains κR
and κC for rotation and convergence. The desired distance
l0v′ is reduced to 0 < l0v′ < δr to enable cooperative robots
to come within sensing range δr of the compromised robot
j. The position of robot j used for rotation and converging
(i.e., utilized in lij = ∥p̂ki − p̆kj ∥) is determined by:

p̆kj =

{
p̂kj,i, if ∥pki − pkj ∥ ≤ δr,

ˆ̄pkj,N , otherwise,
(21)

where ˆ̄pkj,N is the received position (containing the notifica-
tion signal) from compromised robot j ∈ VC

i and p̂kj,i is the
observed estimated position of robot j when within sensing

(a) (b) (c)
Fig. 3. A depiction of desired cooperative behavior of robots (blue disks)
that aid in re-localization of a compromised robot (red). Orange arrows
depict force vectors during cooperative recovery behavior and the larger red
disk represents the reachable set Rj of robot j.

range of robot i. The control input for each robot i during
cooperative recovery follows

ŭki = uki,E + uki,R + uki,C + uki,A + κigligd⃗ig − γiv
k
i (22)

enabling cooperative behavior to find the compromised robot
j while still navigating towards the goal. The control input
uki,A ∈ Rm in (22) serves as a repulsive force for avoidance
during cooperative recovery when separation distance skih =
∥pki −pkh∥ between the robot i and any robot h ∈ V\i is less
than a minimum separation threshold δs ∈ R+ (i.e., when
skih < δs). Once a robot i and all cooperative neighbors have
come within sensing range of the compromised robot, the
robots return to the nominal formation controller (3) while
maintaining reduced distances l0v′ between the cooperative
and compromised robots. Pictured in Fig. 3 is an example of
cooperative recovery motion from nearby robots (blue dots)
to aid in re-localization of a compromised robot (red dot).

Remark 1 (Lost Robot): In a scenario where the com-
promised robot j is not found (i.e. unrecoverable), each
cooperating robot i places robot j into its set of lost robots
j ∈ VL

i to longer use it for control purposes. The cooperative
robots then return to the nominal control mode (3).

E. Mobile Landmarks for Localization

Once one or more cooperative neighboring robots come
within sensing range, a compromised robot i ∈ VC

i begins
to re-localize itself within the environment. In this work,
compromised robots use a particle filtering-based method for
re-localization by leveraging the mobile landmarks (i.e., in-
sensing range robots), which are obtained by measurements
from on-board range sensors that are assumed to still be
available and also utilizing the received position coordinates
from nearby robots. Given the known reachable set Ri ⊂ M
and the sensing range δr, a robot i assumes that any robot j
with position coordinates that satisfies:

Pi =
{
j ∈ Pi, if p̂kj ∈ Ri ⊕ δr,

j ̸∈ Pi, otherwise,
(23)

can potentially be the observed robot(s) within range sensing,
denoted by the robot set Pi ⊂ V where we represent Ri⊕δr
as the summation of areas from the computed reachable set
Ri and the disk with sensing radius δr > 0. The output of our
particle filter which utilizes the mobile landmarks provided
by nearby robots j ∈ Pi (i.e., resulting position coordinates)
acts as a replacement for position measurements, in place
of the compromised on-board position sensor. This measure-
ment is then used for state estimation and control.
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Fig. 4. Cooperative behavior logic of robots when more than one
neighboring robot is emitting a notification signal.

F. Multiple Compromised Robots
Up to this point, we have characterized the cooperative

recovery framework for robots when only a single control
neighbor robot j is emitting a notification signal. However, a
robot that encounters a scenario when two or more neighbors
are emitting a notification alert signal must make a decision
of which compromised neighbor to choose to aid in re-
localization. We present a flow chart in Fig. 4 of the decision
process made by any robot when this condition is present.

To summarize, a robot first infers the number of co-
operative neighbors that each compromised robot has by
using (18). If the number of cooperative neighbors for
one compromised robot is at least 2 fewer than any other
compromised robot, then the robot chooses to aid the robot
with the minimum number of encircling neighbors. If the
difference in cooperative neighbors does not satisfy the pre-
vious conditions, then the robot will choose the nearest robot
(i.e., in terms of euclidean distance). At every time instant
k, the robot infers the number of cooperative neighbors per
compromised robot, allowing the robot to switch to another
compromised robot if network topology conditions change.

IV. RESULTS

Our MRS approach is validated with MATLAB simu-
lations and lab experiments using a swarm of Husarion
ROSbot 2.0 robots. The MRSs are tasked to perform go-to-
goal operations in unknown environments that lack known
landmarks where agents are susceptible to cyber attacks and
faults to vulnerable on-board position sensors. In all case
studies, the agents in the MRS resiliently maintain a desired
proximity-based formation with the utilization of a virtual
spring-damper physics control model [5].

A. Simulations
We consider Nr = 10 agents treated as double integrator

point masses that are navigating in formation to a goal point
within an environment M where desired distances between
agents is 10m (i.e., virtual spring rest lengths), on-board
sensing range is limited to δr = 3m, and a sampling time
ts = 0.05s is used. A sequence of snapshots presented in
Fig. 5 highlight our cooperative recovery framework to aid in
re-localization of two agents {1, 7} that experience malicious
cyber attacks that falsify their position sensor measurements.
Once the compromised agents (red dots) detect the cyber

TABLE I
COOPERATIVE RECOVERY SUCCESS RATE

Total Agents 10 25

Compromised 1 3 5 3 5 10

Success (%) 100 91 56 100 96 64

(a) (b)

(c) (d)

Fig. 5. A formation of Nr = 10 agents resiliently navigating to a desired
goal point (red ‘X’). Robots (blue disks) perform cooperative recovery to
aid in re-localization of the two compromised robots (red disks). Recovered
robots are represented as yellow disks.

Fig. 6. Observed inter-robot residual sign switching rate (position in the
x-direction) from the perspective of robot 10 throughout the simulation.

attacks, they emit the notification signature in ˆ̄xi,N to notify
neighboring robots (blue dots), allowing them to perform
cooperative recovery behavior as shown in Fig. 5(b). In
Fig. 5(c), the cooperative agents come within sensing range
of the compromised agents to aid in recovery by acting
as a mobile landmark (recovered agents are depicted by
yellow dots). Fig. 5(d) shows that all compromised agents
have been recovered and the multi-robot system continues to
navigate toward the desired goal point. From the perspective
of robot 10, we show in Fig. 6 the observed inter-robot
residual (9) sign switching rates of all neighboring agents.
The compromised agents {1, 7} have an observed increase in
sign switching rates (shown only for position in x-direction),
allowing agents to switch to the cooperative recovery control
mode to aid in robot re-localization. Shown in Table I is the
success rate of our cooperative recovery framework during
varying MRS sizes and number of compromised robots. For
each of the six scenarios, 100 simulations were ran to result
in an observed success rate, which is defined as the percent
of robots that were successfully re-localized. We observe as
the number of compromised robots increases, the overall rate
of success decreases since there are fewer uncompromised
robots available to aid in recovery.

B. Experiments
In the experiment case study, we consider Nr = 6 Husar-

ion ROSbot 2.0 robots that navigate in a lab environment
while resiliently performing go-to-goal operations. Depicted
in Fig. 7, robot 5 is subject to attacks to its position
sensor (Fig. 7(b)) in an attempt to hijack the robot to an
undesirable (i.e., restricted) region. Upon detection of the
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(a) (b) (c) (d) (e) (f) (g)
Fig. 7. An experiment showing Nr = 6 robots navigating to a goal (purple region) with robot i = 5 experiencing a cyber attack to its position sensor.
The neighboring robots detect the notification signal from robot 5, then cooperatively aid in re-localization via mobile landmarking.

cyber attack, robot 5 generates a notification signal in ˆ̄xi,H
to alert its neighbors. The snapshots in Fig. 7(c)-(d) show the
cooperative motion of neighboring robots {1, 2, 3, 4} to aid
in recovery (re-localization) of robot 5 by acting as mobile
landmarks. Once robot 5 is recovered (Fig. 7(e)), the entire
swarm of robots is able to safely navigate to the desired goal
region, as shown in Fig. 7(f)-(g).

V. CONCLUSIONS

In this work, we have proposed a decentralized multi-
robot system framework to resiliently perform operations
by utilizing cooperative motion to recover compromised
robots that are subject to cyber attacks or faults to on-
board positioning sensors. Compromised robots generate
a notification signature to alert neighboring agents of the
impending failure, allowing them to switch to a cooperative
recovery control mode to aid in robot re-localization via
mobile landmarking. In our future work, we plan to provide
theoretical resiliency guarantees on the maximum number of
robots that may be compromised in an MRS of Nr robots
with our framework. We also plan to explore cooperative
recovery within heterogeneous MRSs where we can exploit
differing robot dynamics to optimally aid in recovery.
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