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Abstract— Monocular depth estimation (MDE) has advanced
significantly, primarily through the integration of convolutional
neural networks (CNNs) and more recently, Transformers.
However, concerns about their susceptibility to adversarial
attacks have emerged, especially in safety-critical domains
like autonomous driving and robotic navigation. Existing
approaches for assessing CNN-based depth prediction methods
have fallen short in inducing comprehensive disruptions to the
vision system, often limited to specific local areas. In this paper,
we introduce SSAP (Shape-Sensitive Adversarial Patch), a novel
approach designed to comprehensively disrupt monocular depth
estimation (MDE) in autonomous navigation applications. Our
patch is crafted to selectively undermine MDE in two distinct
ways: by distorting estimated distances or by creating the
illusion of an object disappearing from the system’s perspective.
Notably, our patch is shape-sensitive, meaning it considers the
specific shape and scale of the target object, thereby extending
its influence beyond immediate proximity. Furthermore, our
patch is trained to effectively address different scales and
distances from the camera. Experimental results demonstrate
that our approach induces a mean depth estimation error
surpassing 0.5, impacting up to 99% of the targeted region
for CNN-based MDE models. Additionally, we investigate the
vulnerability of Transformer-based MDE models to patch-based
attacks, revealing that SSAP yields a significant error of 0.59
and exerts substantial influence over 99% of the target region
on these models.

I. INTRODUCTION

MDE has become increasingly valuable in practical
applications such as robotics and autonomous driving (AD).
MDE enables the extraction of depth information from a
single image, improving understanding of the scene. Its
importance extends to critical robotic functions, including
obstacle avoidance [3], object detection [4], visual SLAM
[5], [6], and visual relocalization [7].

Various methods for depth estimation rely on technologies
such as RGB-D cameras, Radar, LiDAR, or ultrasound
devices to directly capture depth information within a scene.
However, these alternatives have significant limitations.
RGB-D cameras have a limited measurement range, while
LiDAR and Radar provide sparse data and are costly
sensing solutions. These factors may not be suitable for
compact autonomous systems, such as low-cost, lightweight,
and small-sized mobile robots. Additionally, ultrasound
devices suffer from inherent measurement inaccuracies.

Furthermore, these technologies consume substantial energy
and have large form factors, making them unsuitable for
resource-restricted, small-scale systems that must adhere
to stringent real-world design constraints. In contrast,
RGB cameras offer lightweight and cost-effective options.
They have the capability to provide more comprehensive
environmental data.

Leading players in the autonomous vehicle sector are
driving advancements in self-driving technology by utilizing
cost-effective camera solutions. Notably, Monocular Depth
Estimation (MDE) has been seamlessly integrated into
Tesla’s production-grade Autopilot system [8], [9]. Other
major autonomous driving (AD) enterprises, such as Toyota
[10] and Huawei [11], are also adopting this approach to
accelerate self-driving advancements, following Tesla’s lead.

In recent years, the advancement of deep learning has
significantly improved the performance of monocular depth
estimation (MDE), primarily through the utilization of
CNN-based models [12]–[14] and Transformer-based models
[15]–[17]. However, CNNs have shown vulnerabilities to
adversarial attacks [18], [19], and the security properties of
Transformers are yet to be thoroughly studied.

Previous efforts in patch-based adversarial attacks, which
focused solely on CNN-based MDE [1], [2], [20], produced
relatively weak adversarial patches. These patches had a
limited impact on the depth estimation of specific objects
such as vehicles and pedestrians, with their influence
confined to the overlapping area between the patch and the
input image. There is significant potential for improvement
in expanding the sphere of influence of these patches.

Our approach introduces a novel technique for crafting
adversarial patches tailored for both CNN-based and
Transformer-based monocular depth estimation. Specifically,
we generate shape-sensitive adversarial patches aimed at
deceiving the target methods. These patches prompt the
methods to erroneously estimate the depth of designated
objects (such as vehicles or pedestrians), or even to
completely conceal the presence of those objects.

In summary, the novel contributions of this work are:
• We introduce a shape-sensitive adversarial patch

(SSAP) designed to disrupt the output of the MDE
model.
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Fig. 1: Our SSAP makes the object fully disappear, in contrast, adversarial patches proposed by Yamanaka et al. [1] and
Cheng et al. [2] are weak adversarial patches that only impact the depth of a small region of the target object which is
restricted to the overlapping region between the patch and the input image.

• We leverage information from a pre-trained detector
during the patch generation process. This enables us to
adaptively craft patches that are robust to varying scales
and distances from the camera, mimicking real-world
scenarios. Additionally, this approach helps prevent the
patch from being trained for irrelevant objects, ensuring
that it exclusively targets specific objects and thereby
enhances its effectiveness.

• We introduce a novel penalized loss function aimed at
enhancing the efficiency of our adversarial patch and
expanding its impact region (refer to Figure 1).

• We conduct an ablation study to demonstrate the
effectiveness of our modified loss function in extending
the influence of our proposed patch.

• To the best of our knowledge, we are the first
to investigate the robustness of transformer-based
MDE models. We demonstrate their vulnerability to
our patch-based adversarial attacks, despite claims of
robustness to natural noise and adversarial attacks 1.

• Our proposed patch achieves a high mean depth
estimation error exceeding 0.5, significantly impacting
nearly 99% of the target region for CNN-based MDE.
Additionally, it results in a mean depth estimation error
of 0.59 with a substantial influence on 99% of the region
for transformer-based MDE.

• Our devised attack methodology is generic, making it
applicable to various object categories present on public
roads. However, for proof-of-concept, we focus on two
representative object types —cars and pedestrians— for
targeting purposes.

An overview of our framework is depicted in Figure 2, while
a comprehensive description can be found in Section II-B.

1Demo: https://youtu.be/lg7aXVBnZb0

II. PROPOSED APPROACH

A. Problem formulation

In monocular depth estimation, when presented with a
benign image denoted as I , the objective of the adversarial
attack is to cause the depth estimation method to inaccurately
predict the depth of the intended object by employing a
strategically designed image represented as I∗. Technically,
the adversarial example incorporating the generated patch
can be mathematically formulated as follows:

I∗ = (1−MP )⊙ I +MP ⊙ P (1)

⊙ is the component-wise multiplication, denoted as P ,
with the specific property, and MP is the patch mask, used
to constrict the size, shape, and location of the adversarial
patch. The adversarial depth, i.e., the output of the victim
model F when taking as input the adversarial example is:

dadv = F ((1−MP )⊙ I +MP ⊙ P ) (2)

The problem of generating an adversarial example can be
formulated as a constrained optimization 3, given an original
input image I and a MDE model F (.),:

argmin
P

∥P∥p
s.t. F ((1−MP )⊙ I +MP ⊙ P ) ̸= F (I),

dadv ̸= d

(3)

The goal is to identify a minimal adversarial noise, P ,
such that when applied on any object within a designated
input domain U , it strategically compromises the underlying
DNN-based MDE model F (.). This compromise can take the
form of either distorting the estimated distance or causing the
object to vanish from the prediction.

It’s important to note that an analytical solution isn’t
feasible for this optimization task due to the non-convex
nature of the DNN-based model F (.) involved. As a result,
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the formulation of Equation 3 can be expressed as follows,
allowing for the utilization of empirical approximation
techniques to numerically address the problem:

argmax
P

∑
I∈U

l(F ((1−MP )⊙ I +MP ⊙ P ), F (I)) (4)

Here, l represents a predefined loss function, and U ⊂
U denotes the attacker’s training dataset. To tackle this
challenge, optimization methods such as Adam [21] can be
employed to address the problem. During each iteration of
the training process, the optimizer iteratively updates the
adversarial patch P .

B. Overview

While our approach does not directly incorporate
considerations of stealthiness, we have focused on ensuring
a meaningful and fair comparison with existing methods. To
achieve this, we opted to replicate the methodology outlined
by Cheng et al. [2], While not specifically addressing
stealthiness. Furthermore, unlike Cheng et al.’s method,
which involves training a patch for consistent placement
on the same object at a fixed distance from the camera
while only changing the background, a scenario that may not
accurately reflect real-world conditions, our method ensures
that the generated patch remains effective across various
scales and distances from the camera. This adaptability
to diverse conditions enhances its practical applicability
and effectiveness in real-world settings. Additionally, we
replicate the methodology presented in [1], wherein a patch
was trained for arbitrary placement within the scene.

As illustrated in Figure 1, our SSAP achieves the
complete disappearance of the targeted object, while the
other two patches exhibit a less significant impact. To ensure
consistency in our comparison, we maintained uniformity by
using identical optimization parameters, patch dimensions,
and shapes.

Our study aims to develop adversarial patches with a
broad impact, covering the entire object regardless of its size,
shape, or position, while maintaining their effectiveness as
attack tools. To achieve this goal, we use a pre-trained object
detector to accurately pinpoint the location of the targeted
object—the object we aim to hide or manipulate—along with
its predicted depth. This precise identification enables us
to create a patch that remains effective even with varying
distances between the camera and the object.

Furthermore, we introduce a novel loss function designed
to amplify the patch’s effect and expand the area it influences.
As shown in Figure 2, we begin with a pre-trained object
detector and initiate the process by creating two distinct
masks. The first mask, denoted as Mp, represents the
precise placement of the patch at the center of the target
object. The second mask, Mf , corresponds to the specific
region occupied by the target object—essentially, the area
influenced by the target object. Subsequently, the patch is fed
to the patch transformation block, also known as the ’patch
transformer’, where we implement the geometric alterations
outlined in Section II-D.

After applying these transformations, we use ’the patch
applier’ to superimpose the generated patch onto the input
image. This process involves incorporating information
obtained from the object detector, as explained in Section
II-C. Following this step, we perform a forward pass. In the
subsequent stage, we use the generated masks to compute
the required loss functions. Then, we calculate the gradient
of the patch. This gradient information is used to update the
actual patch, denoted as P .

Fig. 2: Overview of the proposed approach.

C. Patch Applier

In a physical setting, the attacker’s control over the
perspective, scale, and positioning of the patch in relation
to the camera is limited. Therefore, we aim to enhance the
robustness of our patch to accommodate a wide range of
potential scenarios. During the patch generation phase, we
overlay the patch onto the surface of the target object, such
as the rear of a vehicle or human attire. This methodology
enables us to simulate diverse scenes with different settings.

The training process involves a variety of transformations,
such as rotations and occlusions, carefully incorporated to
simulate the plausible appearance of our adversarial patch P
in a realistic context. Subsequently, leveraging information
from the object detector, we obtain precise object locations
(such as vehicles or individuals) within a given image I .
At this stage, it becomes feasible to place our adversarial
patch P onto the identified object. Two distinct masks arise
from this process: Mf , encircling the object to demarcate
its influence, and Mp, designed to restrict the patch’s
characteristics, including its location, dimensions, and shape.
It is crucial to emphasize that the object detector’s role is
limited to the optimization procedure of the patch and is not
extended to the actual attack phase. To eliminate the need
for manual patch placement onto objects as done in [2], we
use the YOLOv4-tiny detector pretrained on the MSCOCO
dataset [22].

The detector’s capabilities streamline the process by
automatically identifying object placements, contributing to
a more efficient and effective workflow. Let U = {Ii}Mi=1

and V = {Jj}Nj=1 respectively be the M training and N
testing images for a particular scene of attack. We run the
YOLOv4-tiny object detector on U and V with an objectness
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threshold of 0.5 and non-max suppression IoU threshold of
0.4. This yields the tuples:

TU
i = {(BU

i,k)}
Di

k=1, T
V
j = {(BV

j,l)}
Ej

l=1 (5)

for each Ii and Jj , where Di is the number of detections
in Ii (fixed to 14 in our experiment same as in [23]). and
BU

i,k is the bounding box of the k−th detection in Ii. (Same
for Ej and BV

j,l for Jj). The sets of all detected objects are:

TU = {TU
i }Mi=1, T

V = {TV
j }Nj=1 (6)

The information used to optimize P for a scene of attack
are the training images U and annotations TU . The patch
P is randomly initialized. Given the current P, the patch is
rendered on top of each detected object of the chosen class
for each training image Ii using the mask MU

pi,k
. MU

pi,k
is a

matrix of zeros except for the patch location (The center of
the patch is the center of the bounding boxes).

The focus mask MU
fi,k

is defined as the space limited by
the generated bounding boxes BU

i,k in a way that it covers the
whole detected object. MU

fi,k
is a matrix of zeros except for

the targeted regions (objects covered area) where the pixel
values are ones. We multiply the generated masks with the
adversarial depth map dadv and use the resulting maps to
compute the two losses.

D. Patch Transformation Block

The positioning and perspective of a camera on an
autonomous vehicle in relation to another vehicle or target
object undergo continuous variation. The images captured
and provided to the victim model are taken from various
distances, angles, and lighting conditions. Therefore, any
modification introduced by an attacker, such as an adversarial
patch, must be resilient to these evolving circumstances. To
simulate this variability, a range of physical transformations
is applied, each representing different conditions that may
occur. These transformations include introducing noise,
applying random rotations, altering scales, and simulating
variations in lighting. The patch transformer is use to
implement these transformations effectively.

The transformations executed include: Random Scaling:
The patch’s dimensions are randomly adjusted to
approximately match its real-world proportions within
the scene. Random Rotations: The patch P is subjected
to random rotations (up to ±20◦) centered around the
bounding boxes BU

i,k. This emulates uncertainties related to
patch placement and sizing during printing. Color Space
Transformations: Pixel intensity values are manipulated
through various color space transformations. These include
introducing random noise (within ±0.1 range), applying
random contrast adjustments (within the range [0.8, 1.2]),
and introducing random brightness adjustments (within
±0.1 range).

E. Penalized Depth Loss

The bounding boxes BU
i,k generated serve as the

foundation for creating a focus mask Mf , which
encompasses the specific region where we intend to modify

the predicted depth. Our objective is to extend the region
influenced by the patch, going beyond mere pixel overlap.
To achieve this, we decompose the depth loss Ldepth into two
distinct terms: Ld1

and Ld2
. Ld1

represents the loss incurred
by pixels that are overlapped by the patch, while Ld2

pertains
to the loss stemming from pixels that don’t overlap.

To direct the optimization process towards prioritizing the
reduction of the non-overlapped pixel loss Ld2 , we employ
a squaring operation on the term denoting the disparity
between the output depth and the target depth, denoted as
|dt − dadv| ⊙ MP . This utilization of quadratic functions
is strategic, as these functions exhibit a slower rate of
increase (slope or rate of change), consequently delaying
the convergence of overlapped pixel loss in comparison
to non-overlapped pixels. The losses are defined as the
distance between the predicted depth and the target depth
and calculated as follows:

Ld1
=

1

m× n

∑
i,j

|dt − dadv| ⊙MP (7)

Ld2 =
1

m× n

∑
i,j

|dt − dadv| ⊙ (Mf −MP ) (8)

Ldepth = L2
d1

+ Ld2
(9)

F. Adversarial Patch Generation

We iteratively perform gradient updates on the adversarial
patch (P ) in the pixel space in a way that optimizes our
objective function defined as follows:

Ltotal = αLdepth + γLtv (10)

Ldepth is the adversarial depth loss. Ltv is the total
variation loss on the generated image to encourage
smoothness [24]. It is defined as:

Ltv =
∑
i,j

√
(Pi+1,j − Pi,j)2 + (Pi,j+1 − Pi,j)2 (11)

where the sub-indices i and j refer to the pixel coordinate
of the patch P . α and β are hyper-parameters used to scale
the three losses. For our experiments, we set α = 1 and
β = 2. We optimize the total loss using Adam [21] optimizer.
We try to minimize the object function Ltotal and optimize
the adversarial patch. We freeze all weights and biases in
the depth estimator and only update the pixel values of the
adversarial patch. The patch is randomly initialized.

III. EXPERIMENTAL RESULTS

In our experimental setup, we employ four MDE
models: Three CNN-based models, namely, monodepth2
[25], Depthhints [26], and Manydepth [27], along with
the Transformer-based MIMdepth [17]. These models were
chosen based on their practicality and the availability of
open-source code. It’s worth noting that the first three models
are the same ones featured in the work presented in [2].

For both patch training and our evaluations, we use
real-world driving scenes extracted from the KITTI
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2015 dataset [28]. This dataset comprises synchronized
stereo video recordings alongside LiDAR measurements,
all captured from a moving vehicle navigating urban
surroundings. The dataset encapsulates an extensive array
of road types, including local and rural roads as well as
highways. Within these scenes, a diverse range of objects
is present, such as vehicles and pedestrians, allowing for
a comprehensive evaluation of the attack performance.
Additionally, we employ the CASIA datasets [29] to test
person objects.

We train our patch on a TeslaV100 GPU. Our patch
optimization process is executed for 500 epochs, using the
Adam optimizer with a learning rate set at 0.01. The patch
is scaled to a factor of 0.2 during this process.

A. Evaluation Metrics

To assess the efficacy of our proposed attack, we use
same metrics as employed in [2]: the mean depth estimation
error (Ed) attributed to the target object, and the ratio of the
affected region (Ra). To compute these metrics, we define
the depth prediction of the clean target object as the ground
truth.

The mean depth estimation error quantifies the degree to
which our proposed patch impacts the accuracy of depth
estimation. A higher value in this metric indicates a more
effective attack. Similarly, in the ratio of the affected region,
a higher value indicates improved attack performance. In
contrast to the approach presented in [2], where a patch
is trained on a single object situated at a fixed distance
from the camera while varying only the background, our
approach involves training the patch for diverse distances.
This includes objects positioned at various locations relative
to the camera, such as close, far, left, right, or center. Initially,
the output of the disparity map is normalized within the range
of 0 to 1, where 0 signifies the farthest point in the image
and 1 represents the closest point.

The mean depth estimation error was measured using the
following metrics:

Ed =

∑
i,j(|d− dadv| ⊙Mf )∑

i,j Mf
(12)

The ratio of the affected region is determined by evaluating
the percentage of pixels whose depth values have been
modified beyond a certain threshold. This evaluation is
performed concerning the total number of pixels covered by
the focus mask (Mf ). For objects with any alteration in a
pixel’s depth value surpassing 0.1 results in that pixel being
considered as affected.

The ratio of the affected region was measured using the
following metrics:

Ra =

∑
i,j I((|d− dadv| ⊙Mf ) > 0.1)∑

i,j Mf
(13)

Additionally, we employ the Mean Square Error (MSE)
to assess the performance of the model in relation to the

predicted output depth map derived from an unperturbed
input. The formulation of this metric is provided below.

MSE =
1

N

∑
i,j

(dadvi,j − di,j)
2 (14)

where N is the total number of pixels.

B. Evaluation Results

We extend our attack evaluation to include the four
MDE models, targeting both classes of objects for each
model. Initially, we generate adversarial patches specifically
tailored for pedestrians and cyclists. In this phase, the patch
scale is maintained at 0.2 for consistent testing across
the different models. As depicted in Figure 3, our patch

Adversarial scenarioAdversarial patches 
result in the region being 
estimated as farther away                   

rrrfrom the camera

Benign scenario

Fig. 3: Impact of SSAP on person/pedestrian class for
Transformer-based MDE. The person seamlessly blends with
the background.

exhibits remarkable effectiveness by completely concealing
the person. Intuitively, smaller objects are relatively easier
to hide or manipulate in terms of their depth. However,
achieving this for smaller objects requires smaller patches,
which consequently result in a relatively reduced impact.

In the following experiment, we proceed to create
an adversarial patch targeting the ”car” class. Using a
patch scale of 0.2, we observe that nearly all objects
integrated with the SSAP achieve complete concealment.
This outcome remains consistent regardless of the object’s
specific characteristics, including factors such as shape, size,
and proximity to the camera. The success in concealing
various objects corroborates the robustness of our proposed
patch.

We quantitatively assess the performance of our patch
using the mean square error MSE, the mean depth
estimation errors, denoted as Ed, alongside the ratios of
the affected regions, designated as Ra, for the target object
across 100 scenes extracted from the KITTI dataset. The
presented results are determined by calculating the average
values of these metrics, offering a representative result.

As reported in Table I, when our patch targets a
Transformer-based model (MIMdepth), it achieves an
average alteration of approximately 59%. Considering a
scenario set on a highway, where the speed limit stands
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Benign scenario Adversarial scenario

Adversarial patches 
result in the region being 
estimated as farther away                  

from the camera

Fig. 4: Impact of SSAP on car class for Transformer-based
MDE.

TABLE I: Attack performance in terms of mean depth
estimation error (Ed) and ratio of affected region (Ra).

Models MSE Ed Ra

Monodepth2 0.49 0.55 0.99
Depthhints 0.47 0.53 0.98
Manydepth 0.46 0.53 0.98
MIMdepth 0.53 0.59 0.99

at 160 km/h, the recommended safe distance extends to 96
meters. When we incorporate our patch, a car positioned
90 meters away is projected to be situated approximately
143.1 meters away. This starkly demonstrates the profound
consequences of our devised attack. Additionally, it’s
noteworthy that our patch yields an impact on over 99% of
the target region. This data underscores the extensive impact
our patch has on altering depth perception.

Moreover, even when targeting MIMdepth, a method
touted for its enhanced robustness through the incorporation
of transformer architecture and masked image modeling
(MIM), our adversarial patch continues to exhibit
effectiveness, causing a notable depth estimation error
of 0.59. Figure 5 visually demonstrates the influence of our
adversarial patch on the depth prediction of the MIMdepth
model. For more qualitative results related to this model,
please refer to the supplementary material.

C. SSAP vs. Existing Attacks

We conducted a series of experiments to provide a
quantitative comparison between our attack strategy and prior
approaches [2] and [1]. To carry out this comparison, we
employed the monodepth2 model to evaluate both the depth
estimation error and the ratio of the affected region. The
results presented in Table II demonstrate that our proposed
attack consistently achieves the most substantial alteration in
depth estimation and encompasses the largest affected region
when compared to the referenced prior works.

TABLE II: SSAP performance vs. existing attacks.

Attack Ed Ra MSE

SSAP 0.55 0.99 0.49
Cheng et al. [2] 0.21 0.47 0.12
Yamanaka et al [1] 0.13 0.26 0.05

IV. DISCUSSION

A. Ablation Study

To evaluate the effectiveness of the proposed penalized
depth loss, we conducted an ablation study using the
monodepth2 model as our target monocular depth estimation
(MDE) model. We tested various combinations of loss terms
and present the results in Table III. Our proposed loss yielded
the highest depth estimation error, with a value of 0.55,
compared to 0.24 for the conventional loss and 0.18 when
using Ld2 for the depth loss. Furthermore, our approach
resulted in the highest ratio of affected regions, with a
value of 0.99, compared to 0.53 and 0.36 for the other
combinations.

As illustrated in Figure 6, the area affected by the
generated patch when using only the Ld1 depth is limited
to the immediate vicinity of the patch itself. This outcome
demonstrates a slightly improved performance compared to
the patches featured in [1], [2]. Subsequently, we proceed
to evaluate the effects of our proposed depth loss outlined
in Section II-E. Upon applying this penalized depth loss,
the resulting patch effectively conceals the entire object, as
confirmed by our experimentation.

TABLE III: Attack performance in terms of mean depth
estimation error (Ed) and ratio of affected region (Ra) for
different losses combinations.

Ld1 Ld2 Ltv Ed Ra

✓ ✓ 0.18 0.36
✓ ✓ 0.24 0.53
✓ ✓ ✓ 0.55 0.99

B. The Influence of Patch Scale

We evaluate our attack by targeting the ”car” object
class using three distinct patch sizes: 0.1, 0.2, and 0.3. We
assess the mean depth error and the ratio of the affected
region using the three depth estimation models. Table IV
presents the results for the mean depth estimation error.
It is noteworthy that there is a noticeable trend where Ed

consistently increases with the increment in patch size across
all target models. This outcome aligns with expectations,
as larger patches exert a more pronounced influence on the
resulting depth error. Similarly, this trend is echoed in the
ratio of affected regions, as depicted in Table V, where larger
patches correspond to larger affected regions.

V. RELATED WORK

Unlike existing physical attacks that have targeted
tasks like object detection [30]–[32], image classification
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Benign scenario Adversarial scenario
Adversarial patches 

result in the region being 
estimated as farther away                  
wwwwnfrom the camera

Benign scenario Adversarial scenario
Adversarial patches 
result in the object 

disappear and blend into 
the scene

Fig. 5: Impact of SSAP on car class for transformer-based MDE for different distances from the camera.

Benign scenario Adversarial scenario
The penalized loss function 

results in larger affected 
region compared to the 

conventional loss function 

Fig. 6: Depth prediction w/o the penalized loss function:
(Top) the input images, (Middle) results without the
penalized depth loss (i.e., Ld1

and Ltv), (Bottom) results
with our proposed depth loss (i.e., Ld1

, Ld2
and Ltv).

TABLE IV: Ed for different patch scales.

Scale Monodepth2 Depthhints Manydepth

0.1 0.46 0.37 0.3
0.2 0.55 0.53 0.53
0.3 0.66 0.64 0.63

TABLE V: Ra for different patch scales.

Scale Monodepth2 Depthhints Manydepth

0.1 0.97 0.95 0.97
0.2 0.99 0.98 0.98
0.3 0.99 0.99 0.99

[33]–[35], and face recognition [36], [37], the area of attacks
on depth estimation has received relatively limited attention.
Yamanaka [1] devises a method for generating printable
adversarial patches, but the generated patch is trained to be
applicable to random locations within the scene. On the other
hand, Cheng [2] concentrates on the inconspicuousness of the
generated patch, ensuring that the patch remains unobtrusive
and avoids drawing attention. However, the challenge with

this patch lies in its object-specific nature, necessitating
separate retraining for each target object. Furthermore, the
patch’s effectiveness is constrained by its limited affected
region and its training for a specific context—namely, a fixed
distance between the object and the camera—rendering it
ineffective for varying distances. Different from prior efforts,
our emphasis lies in evaluating the comprehensive influence
of the generated patch. We prioritize ensuring that the patch
affects the entirety of the target object, thus guaranteeing a
thorough deception of the DNN-based vision system.

VI. CONCLUSION

In this paper, we introduce a novel physical adversarial
patch named SSAP, crafted with the explicit purpose of
undermining MDE-based vision systems. SSAP distinguishes
itself as an adaptive adversarial patch, demonstrating the
capacity to fully hide objects or manipulate their perceived
depth within a given scene, irrespective of their inherent
size, shape, or placement. Our empirical investigations
proves the effectiveness and resilience of our patch across
diverse target objects. The achieved mean depth estimation
error exceeding 50%, with over 99% of the target region
undergoing alteration. Furthermore, our patch exhibits
durability against defense techniques grounded in input
transformations. The consequences of the proposed attack
could result in significant harm, including loss, destruction,
and endangerment to both life and property.
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