
  

  

Abstract— Accurate trajectory prediction is crucial for 
autonomous vehicles to realize safe driving. Current trajectory 
prediction approaches generally rely on deep neural networks, 
which are susceptible to adversarial attacks. To evaluate the 
adversarial robustness and security of deep-learning-based 
trajectory prediction models, this paper proposes an adversarial 
attack method on trajectory prediction using generative 
adversarial networks (GANs). First, a novel LSTM-based attack 
trajectory model named Adv-GAN is proposed considering both 
the temporal and spatial driving features. The networks in 
Adv-GAN are trained through game learning between the 
generator and the discriminator to obtain the adversarial 
trajectories with real driving feature distribution. Furthermore, 
the generated trajectory is optimized with the vehicle 
kinematics model for driving feasibility on roads. The derived 
adversarial attack can lead to considerable deviations in 
trajectory prediction which affects driving safety for 
autonomous vehicles. We evaluate the proposed Adv-GAN on 
three public datasets, and experimental results show the 
effectiveness with better attack performance compared to a 
state-of-the-art adversarial attack model. 

I. INTRODUCTION 

Autonomous vehicles (AVs) have emerged as a crucial 
solution for enhancing traffic safety and efficiency [1]. The 
accuracy of trajectory prediction is vital to ensure the safety of 
autonomous vehicles by enabling them to anticipate the future 
actions of other nearby traffic participants. Trajectory 
prediction is fundamental to autonomous vehicle trajectory 
planning and has a profound impact on the vehicle's driving 
[2]. Consequently, accurate trajectory prediction is essential 
for ensuring the safe operation of autonomous vehicles. 

While recent trajectory prediction models based on deep 
neural networks (DNNs) have shown outstanding 
performance on large-scale benchmarks [3], DNNs are 
vulnerable to malicious attacks and adversarial attacks [4]. 
Adversarial attack is a type of attack aimed at deceiving or 
disrupting the output of machine learning model [5]. These 
attacks exploit vulnerabilities in the models by making 
imperceptible modifications to the input data, resulting in 
incorrect predictions or classification outcomes. Adversarial 
attacks are often effective, difficult to defend against, and pose 
a threat in the real world [6]. Researching the issue of 
adversarial robustness brought about by adversarial attacks is 
an important research direction for trajectory prediction model. 
Therefore, effective attack methods should be developed to 
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comprehensively study and enhance the security of trajectory 
prediction models. 

This paper investigates the adversarial attack scenario 
wherein an adversary manipulates a vehicle, referred to as "the 
other vehicle" (OV), along a deliberately crafted attack 
trajectory. The ego vehicle (EV) observes the OV and 
employs iterative trajectory prediction to forecast its driving 
behavior. The adversary's goal is to manipulate the OV's 
trajectory to either maximize the prediction errors or induce 
unsafe driving maneuvers. Fig. 1 depicts a typical example of 
such an adversarial attack: the OV appears to change lanes in 
the EV's prediction, while in reality, it maintains a straight 
path. As a result of significant prediction errors, the EV 
engages emergency braking to avoid the OV, creating a 
substantial safety risk that could lead to rear-end collisions 
with following vehicles (FV). This is a serious safety hazard 
for AVs that lack adversarial robustness consideration. The 
current research predominantly utilizes optimization methods 
to generate attacks, yet falls short in achieving significant 
attack effects, failing to cause sufficiently large prediction 
errors [7][8]. Generative adversarial networks (GANs) can 
learn and approximate the distribution of original instances 
[9][10], leveraging them to generate effective adversarial 
attacks has emerged as a feasible avenue for development. 

Currently, there is a paucity of research addressing the 
adversarial robustness and security of trajectory prediction in 
the face of attacks. In this paper, we propose an attack 
trajectory generation approach termed Adv-GAN to evaluate 
the security of the prediction model. The Adv-GAN is built 
upon the GAN architecture but tailored to the characteristics 
of vehicle driving. Adv-GAN leverages Long Short-Term 
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Fig. 1.  Driving scenario: (a) normal driving; (b) adversarial attack: the 
automated ego vehicle (EV) makes inappropriate maneuver based on the 
wrong trajectory prediction for the adversarial vehicle (OV) under attack and 
causes accidents with following vehicle (FV). 
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Memory (LSTM) networks in both its generator and 
discriminator to effectively capture the temporal properties of 
vehicle trajectories, while also considering their spatial 
features. Leveraging existing machine-learning-based 
trajectory prediction models, we conduct feature extraction on 
the input and output data of the trajectory prediction model to 
identify its vulnerabilities. Subsequently, we implement 
targeted adversarial attack against the trajectory prediction 
model using game learning. Furthermore, we employ model 
predictive control (MPC) with vehicle kinematic model to 
optimize the adversarial trajectories. The adversarial 
trajectories are feasible for public road driving and cause 
significant deviations in trajectory prediction, thereby 
impacting the driving safety of autonomous vehicles. 

In summary, the main contributions of this paper are as 
follows: (1) A novel GAN-based adversarial attack generation 
method for vehicle trajectory prediction is proposed, 
considering both temporal and spatial driving features. (2) 
MPC is applied to optimize the adversarial trajectories, 
ensuring they are kinematically feasible for driving. (3) The 
proposed attack method is evaluated using three public 
datasets, demonstrating its effectiveness in trajectory 
prediction. It results in more than 50% increase on average 
prediction error and indicates better attack performance 
compared to a state-of-the-art adversarial attack model. 

II. RELATED WORKS 

In recent years, trajectory prediction methods based on 
machine learning have garnered significant attention, 
particularly those utilizing deep learning techniques [11]. For 
instance, reference [12] integrates the random forest algorithm 
with LSTM; [13] fuses machine learning and physical models 
to forecast trajectories; [14] merges Multi-head Attention with 
LSTM; while [15] and [16] amalgamate convolutional blocks 
with LSTM. Despite these advancements, machine learning 
models remain vulnerable to substantial security threats, 
including malicious attacks and adversarial manipulations 
[17][18], which present significant safety challenges for 
autonomous driving. 

Adversarial robustness refers to the ability of model to 
resist malicious attacks and adversarial samples [19]. In 
real-world driving, autonomous vehicles must handle 
unforeseen circumstances, where even minor errors can lead 
to serious accidents. Therefore, the robustness and security of 
models and algorithms in autonomous vehicles are critical. 
Various methods exist to test the security of different 
components within the autonomous vehicle system. For 
example, adversarial trajectories can deceive lidar perception 
[20], impacting object detection [21] and lane detection [22] in 
the perception module. However, scholarly investigation into 
this method of attack remains scarce. This approach involves 
driving along intricately designed adversarial trajectories in 
real-world settings to influence vehicle trajectory predictions. 

GANs can generate high-quality data samples that closely 
resemble the original data distribution through unsupervised 
learning [23][24]. GANs can be used to generate a wide array 
of adversarial attack samples, achieving high attack 
performance. Vehicle trajectories not only represent time 
series, but also demonstrate spatiotemporal dependence. 
LSTM is capable of effectively capturing such spatiotemporal 

dependencies [25]. Therefore, utilizing LSTM can model the 
complex relationships between data, it suitable for vehicle 
trajectory generation. 

III. PROBLEM FORMULATION 

A.  Adversarial Attack Formulation 
This paper focuses on adversarial attacks targeting 

deep-learning-based trajectory prediction models, which 
forecast future trajectory time frames based on a fixed length 
of historical trajectory data. The attack involves manipulating 
a vehicle along a meticulously crafted attack trajectory. 
Assuming the current time is t , with the historical trajectory 
length of 0L  and the predicted future trajectory length of 1L , 
where the current state of the prediction target is represented 
as is  at time i . As shown in Fig. 2, the historical trajectory at 

time t  is denoted as [ ]{ }0 1,t iH s i t L t= ∈ − + , the ground 

truth trajectory is [ ]{ }11,t iF s i t t L= ∈ + + ; the predicted 

state at time t  is represented as ip , then the predicted 

trajectory is [ ]{ }11,t iP p i t t L= ∈ + + ; the adversarial attack 

state at time t  is represented as ia , then the attack trajectory 

is [ ]{ }0 1,t iA a i t L t= ∈ − + . The sampling frequencies vary 
across different databases. 

In this study, it is assumed that the trajectory prediction 
model is known, and the adversarial attack model is 
specifically trained based on this prediction model. While, in 
real-world scenarios, trajectory prediction models are 
typically considered black boxes for attackers, it is possible to 
train a substitute neural network using input-output pairs to 
approximate the target model and achieve the objectives of 
adversarial attacks. Moreover, the attack trajectories must be 
feasible in real-world conditions. To address this, we use a 
well-trained generator from GAN, along with MPC 
optimization and vehicle kinematics models, to ensure that the 
adversarial trajectories are consistent with normal driving 
behaviors and adhere to physical constraints. 

B. Evaluation Metrics 
We employ two commonly used metrics from related 

literature to evaluate prediction errors: (1) Average 
Displacement Error (ADE), which is the root mean square 
error (RMSE) between the predicted trajectory and the ground 
truth trajectory averaged over the prediction time horizon; (2) 
Final Displacement Error (FDE), which is the RMSE between 
the predicted position at the final prediction time frame and 
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Fig. 2.  Illustration of adversarial attack formulation. 
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the ground truth position. A significant increase in prediction 
error after implementing the attack indicates its effectiveness 
If the prediction error significantly increases after the attack 
implementation, it indicates the effectiveness of the attack. 

IV. METHODOLOGY 

We construct a GAN to produce adversarial trajectories 
and employ optimization methods to refine these trajectories, 
ensuring their feasibility in real-world scenarios. The 
objective of our model, Adv-GAN, is to generate adversarial 
trajectories that are similar to vehicle’s normal driving 
features and possess driving hazards with considerable 
prediction deviation. 

A. Overall Architecture of Adv-GAN 
The overall architecture of Adv-GAN is illustrated in Fig. 

3. As depicted, this GAN comprises three components: 
generator, discriminator, and pretrained trajectory prediction 
model. The generator and discriminator are trained in a 
min-max game. We use three stacked LSTM layers in the 
generator model with 32, 64, and 128 hidden units 
respectively, and one stacked LSTM layer in the discriminator 
model with 100 hidden units. 

The generator in our model learns the features of normal 
driving vehicle trajectories from real trajectory data and 
produces adversarial attack trajectories that closely resemble 
these real trajectories. Utilizing an LSTM network in the 
generator enables it to capture and emulate the statistical 
characteristics and spatiotemporal dependencies of real 
trajectory data. This allows the generator to create synthetic 
data that deceives the discriminator, thus enhancing the 
generator's performance. 

The discriminator is trained to distinguish between 
adversarial attack trajectories and normal driving trajectories. 
By incorporating an LSTM network, the discriminator can 
observe spatiotemporal patterns in the trajectory data, 
enabling it to detect anomalies or deviations from real data. 
This helps identify potential abnormal or fraudulent behaviors. 

The pretrained trajectory prediction model uses the 
generated attack trajectories to make predictions and 

compares them with real future trajectories. This comparison 
helps in training the model to accurately discriminate between 
attack and normal trajectories.  

Adv-GAN is a deep learning model based on game theory. 
Its mathematical principles can be explained by minimizing a 
competitive loss function between the two networks. By 
utilizing LSTM networks in both the generator and 
discriminator, Adv-GAN effectively generates adversarial 
trajectories that mimic normal driving behavior while 
introducing significant prediction deviations.  

B. Generator 
The generator network aims to learn the mapping from the 

latent space to the data space in order to generate fake data 
resembling real data. The inputs to the generator are noise 
vectors randomly sampled from the latent space. The 
generator generates attack perturbations, and combine with the 
original trajectories, serve as the final output of the generator. 
The loss function of the generator aims to minimize the 
probability of generated data being classified as fake, 
maximizing the probability of the discriminator classifying 
fake data as real, while simultaneously minimizing the 
discrepancy between real trajectories and attack trajectories. 
In this model, adversarial trajectories also need to maximize 
prediction errors as much as possible. Therefore, the loss 
function of the generator in this model differs from traditional 
GANs and includes two parts. 

The first part aims to minimize the difference between 
adversarial trajectories and real trajectories, ensuring the 
characteristic of subtle perturbations in adversarial attacks. 
The loss function of the first part is calculated by: 

 ( )( )( )1
1

1 log
n

G i
i

D G z
n =

= − ∑  (1) 

where ( )D   represents the output of the discriminator, 
indicating the probability that the trajectory is classified as a 
genuine normal trajectory; ( )G   represents the adversarial 
attack perturbation generated by the generator from the noise 
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Fig. 3.  The framework of Adv-GAN. 
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vector; iz represents the noise vector sampled from the latent 
space; n  represents the sample size. 

The second part aims to maximize the impact of the 
generated attack trajectories, specifically by maximizing the 
difference between the ground truth trajectories and the 
trajectory prediction results under attack trajectory inputs, 
ensuring the effectiveness of the adversarial attack. The loss 
function of the second part is calculated by: 

 2
2

1

1 ( ( ) ) ( )
n

G
i

P G z x P x
n =

+ −= ∑‖ ‖  (2) 

where ( )P   represents the output of the trajectory prediction 
model; x  represents the real trajectory. 

In summary, the loss function of the generator is calculated 
by: 

 
~ ( )

2
~ ( )

( ) [log( ( ( ) ))]

             ( ( ) ) ( )
G z p z

z p z

D G z x

P G z x P x

θ

λ

= − +

 + ⋅ + − ‖ ‖

 


 (3) 

where θ  represents the parameters of the generator; ( )p z  
represents the distribution of noise data z ; λ  is the weight of 
the mean square error term used to balance the importance of 
the two loss terms. 

C. Discriminator 
The discriminator network aims to learn to distinguish 

between the differences in fake data and real data. The inputs 
to the discriminator are the normalized original trajectory 
vectors and the perturbed trajectory vectors. It outputs scalars 
representing the probability that the input data are real. The 
loss function of the discriminator comprises two parts. The 
first part involves maximizing the probability of classifying 
real data x  as real. The second part involves maximizing the 
probability of classifying fake data ( )G z x+  as fake. The loss 
function of the discriminator can be expressed as: 

 data ~ ( )

~ ( )

( , ) [log ( )]

                [log(1 ( ( ) ))]
D x p x

z p z

D x

D G z x

θ φ = −

− − +

 


 (4) 

where φ  represents the parameters of the discriminator; 

data ( )p x  represents the distribution of real data x . 

D. Training Process 
The GAN model is trained by iteratively optimizing the 

loss functions of the discriminator and generator, which 
involves minimizing the discriminator's loss function while 
simultaneously maximizing the generator's loss function. This 
process aims to train a generator capable of producing highly 
adversarial trajectories with strong attack capabilities. The 
minimax game between the generator and the discriminator 
can be expressed as: 

 
~ ( )

2
~ ( )

[log( ( ( ) ))]
min max

( ( ) ) ( )
z p z

G D
z p z

D G z x

P G z x P xλ

− + 
 
  + ⋅ + −  ‖ ‖




. (5) 

The goal of the generator is to minimize the probability of 
the generated samples being identified as fake, while 

minimizing the discrepancy between the generated samples 
and real data. Conversely, the discriminator seeks to maximize 
its ability to effectively distinguish between real and fake 
samples. The objective of the entire optimization process is to 
achieve a Nash equilibrium where the generator can produce 
effective adversarial trajectories. 

E. Attack Trajectory Optimization 
Upon generating adversarial trajectories with GAN, we 

undertake an optimization procedure to ascertain the practical 
applicability of these trajectories in real-world contexts, 
utilizing the principles of MPC. Adversarial trajectories are 
fed as initial inputs to the MPC algorithm. The MPC algorithm, 
based on the current state and the vehicle's kinematic model, 
selects the optimal control inputs to ensure that the trajectories 
are as rational and safe as possible. Various constraints are 
considered in the optimization process, including vehicle 
kinematics and trajectory smoothness. Linear MPC is 
employed for optimization, and the vehicular kinematic model 
is simplified to a bicycle kinematic model with the vehicle's 
center at the rear axle. 

Select the state quantity as [ , , ]Tx y φ=χ ,and the control 
quantity as [ , ]Tv δ=u ,where ,x y represents the vehicle 
position coordinate, φ  represents the vehicle heading angle, 
δ represents the steering angle. The attack trajectories 
generated by Adv-GAN serve as the reference trajectories. 
The optimization objective aims to minimize the disparity 
between the output trajectories and the reference trajectories. 
To ensure that the output trajectories comply with the physics 
and real driving behaviors, we impose constraints based on the 
vehicle's kinematic model and control quantity ( )u k . The 
optimal problem can be expressed as: 

 
   ( )

 

1

0
min ( ) ( ) ( ) ( )

( ) ( )

N
T T

k

T
f

J k Q k k R k

N Q N

−

=

= +

+

∑ x x u u

         x x
 (6) 

s.t. 

   ( 1) ( ) ( )x Ax Buk k k+ = +  (7) 

  max( )u uk ≤  (8) 

where Q , R  and fQ  are respectively the set state cost 
matrix，the input cost matrix, and the final state cost matrix, 
respectively the set state deviation and the relative weight of 
the input, all of which are positive definite matrices; ( )x  and 
( )u   represent the state vector and control vector at time step 
k  respectively; A  is the state transition matrix, which 
describes the evolution of the system state over unit time; B  
is the control input matrix, describing how control inputs 
affect the changes in system state. 

V. EXPERIMENTS AND RESULTS 

A. Dataset 
In this paper, three public driving trajectory datasets are 

mainly used: Apolloscape Trajectory [26], Nuscenes [27], and 
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NGSIM [28]. The Apolloscape and Nuscenes databases 
contain urban road data, while the NGSIM database focuses 
on highway scenarios. Each dataset is divided into training set 
and test set, and the trajectory data are preprocessed according 
to the input data format of the trajectory prediction model and 
the Adv-GAN data processing requirements. Since the feature 
distributions of the datasets are different, Adv-GAN is trained 
independently for each dataset.  

In order to ensure the consistency of attack effect 
measurement standards, the vehicle trajectory data in three 
datasets are preprocessed, and each 12 frames are divided into 
a vector through a sliding time window. The first 6 frames are 
used as the original trajectory to train the discriminator, and 
the last 6 frames are used for comparison with the trajectory 
prediction results. For instance, in the Apolloscape database, 
where the sampling frequency is two frames per second, we 
use data from the past 3 seconds to predict the trajectories for 
the next 3 seconds. 

B. Trajectory prediction model 
We use the open-source model Enhanced Graph-based 

Interaction-aware Trajectory Prediction (GRIP++) [15] in 
Adv-GAN. GRIP++ employs a graphical representation to 
capture the dynamics among proximate entities, harnesses 
multiple graph convolutional layers for feature distillation, 
and leverages an encoder-decoder LSTM architecture for 
predictive modeling. Besides, it uses both fixed and dynamic 
graphs of different types of traffic agents. GRIP++ achieves 
better prediction accuracy than state-of-the-art schemes, and it 
is faster than state-of-the-art scheme. 

C. Results 
We employ more than 5800 trajectories across three 

datasets for training and evaluation on the test set to validate 
the attack performance of Adv-GAN. The impact of an attack 

trajectory on trajectory prediction outcomes is illustrated in 
Fig. 4. A comparison between prediction outcomes under 
adversarial attacks and normal conditions reveals that prior to 
the attack implementation, the predicted trajectory aligns 
closely with the future trajectory longitudinally, which does 
not significantly affect normal vehicle operation. However, 
post-attack implementation, the attack trajectory exhibits 
minimal lateral deviation from the original trajectory (not 
exceeding half the width of a regular lane), indicating a 
resemblance to the original driving behavior of vehicle at the 
time of the attack. Nevertheless, the adversarial attack results 
in substantial prediction errors in the predicted trajectory. 

This effect is further pronounced in Fig. 5, an example 
demonstrating adversarial attacks on crossroads from the 
Nuscenes dataset. Adversarial trajectory results in significant 
disparities between the predicted trajectory and the ground 
truth, thereby leading to incorrect predictions of the vehicle's 
driving behavior. At crossroads with complicated traffic 
conditions, this discrepancy could mislead the decision to 
drive, potentially resulting in collisions or other traffic 
accidents.  

 Table I showcases the attack effects of Adv-GAN across 
different datasets, illustrating its outstanding performance in 
adversarial attacks on multiple datasets. Post-attack 
implementation, there is a significant increase in trajectory 
prediction errors. Due to differences in data distribution and 
quality among the databases, the impact of the attack varies. 
However, Adv-GAN increases the average error by more than 
50% across all three databases. On the Apolloscape dataset, 
the attack effect is most pronounced, with ADE increasing 
6.94 times and FDE increasing by over 5 times. On the 
NuScenes dataset, ADE increases by nearly 3 times, and FDE 
increases by 1.8 times. On the NGSIM dataset, the attack 
demonstrates capability in highway scenario data, with both 
ADE and FDE increasing by over 2 meters. 

To demonstrate the performance of Adv-GAN in 
adversarial attacks, we conduct comparisons with 
AdvTrajectoryPrediction [7], as depicted in Table II. Our 
approach outperforms baseline methods in improving both 
ADE and FDE of model predictions. As shown in Fig. 6, we 

 
Fig. 4.  Comparison of trajectory prediction under adversarial attack and 

under normal condition.( Apolloscape dataset) 

 
Fig. 5.  Example of adversarial attacks on crossroads.( Nuscenes dataset) 

TABLE I.  AVERAGE PREDICTION ERROR ON THREE DATASETS 

Dataset 
ADE(m) FDE(m) 

Normal Attack Normal Attack 

Apolloscape 1.97 15.71 3.18 16.34 

Nuscenes 2.41 7.09 5.14 9.04 

NGSIM 4.41 6.46 7.53 9.60 

TABLE II.  ATTACK PERFORMANCE OF ADV-GAN AND BASELINE 

Scenario 
Evaluation Metrics 

ADE(m) FDE(m) 

Normal 1.97 3.18 

Adv-GAN 15.71 16.34 
AdvTrajectory
Prediction[7] 7.14 10.74 

a. Test on Apolloscape dataset. 
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present a comparison between the attack effects of Adv-GAN 
and AdvTrajectoryPrediction. Our approach exhibits more 
subtle attack trajectories and induces larger prediction errors. 

The experiments and results above demonstrate that our 
adversarial attack method can significantly impact the 
prediction accuracy of trajectory prediction model. It exhibits 
strong adversarial attack performance, capable of generating 
adversarial trajectories that pose a significant threat to 
trajectory prediction. 

VI. CONCLUSION 
In this paper, an LSTM-based attack trajectory generation 

model named Adv-GAN is proposed. The goal of this 
framework is to obtain the adversarial trajectories with real 
driving feature distribution. This is achieved by a novel GAN 
architecture tailored to the characteristics of vehicle driving 
and optimization with the vehicle kinematics model. Multiple 
public datasets are used for evaluation. Experimental results 
show that the proposed method effectively increase trajectory 
prediction errors, and has better attack performance compared 
to existing adversarial attack model. This demonstrates the 
great threat of adversarial attack, an intriguing future 
direction for this work involves to increase adversarial 
robustness of trajectory prediction models.  
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